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Era of Internet of Things (loT)

. CNBC

Amazon debuts its new delivery drone
Amazon's head of worldwide consumer Jeff Wilke unveiled its latest delivery
drone at the re:MARS canference in Las Vegas on June 5, 2019
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From Distributed Computing to Multi-Party Computation
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| Cryptographic Primitives |

Classical Cryptography Hardware-based Solutions

Requires Secure Storage of Requires Trusted Third Party &
Secret Keys Heavy Computation on Server




Solution: Physically Related Functions (PReFs)

On duty drones Private and hobby use
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Oblivious Transfer (OT): A Building Block of MPC

1-out-of-2 OT Protocol
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Alice . J Bob

1. Alice know nothing about b.
2. Bob can only know message (M}, ) and remains clueless about M;_,,.

1-out-of-n OT Protocol
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| Oblivious Transfer (OT): Building Block of MPC |

Let us consider a particular case of 2-parties.

my > b 0 > X,
my > my X1 >
my, =(1 @ b)my, D bmy x1%5 = (1 D x,)0 D x,x4
1-out-of-2 OT Functionality 2-party AND protocol
O Correctness of OT — Correctness of the AND protocol
O Privacy of OT — privacy of the AND Protocol
19-06-2023 Invited Paper: Oblivious Transfer Protocol without Physical
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Oblivious Transfer (OT): For PAKE, PSI and others

Private Set Intersection (PSI)
Password Authenticated Key Exchange (PAKE)
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Oblivious Transfer in Resource Constrained loT

* Computation complexity

Internet Of Things
P T * Secure storage requirement
e ¥ * Countermeasures against physical attacks
Anywhere Anytime

32 InterviewBit

Cyber Physical System

= B 4

OT using Public Key Cryptography

@ e v 7
) o
R W= & f
Supply Chain dan SCM
? - ._?.1 @ —
a ;"f- gD OT using Hardware Primitives
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| Physically Unclonable Functions (PUFs) |

* Hardware intrinsic primitive.

* Due to inherent physical variations in electronic devices.
* Generates unique and unpredictable responses.

* Digital Fingerprint of a chip.

x €EX

YiF Y2
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Device Transfer

Receiver
Sender Co,C1
So, 51
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Oblivious Transfer using PUFs: SOTA

2010

ﬁ)livious Transfer Based oh

Physical Unclonable
Functions: Ulrich Ruhrmair
proposed OT protocol
implemented on Strong
PUFs. In this paper, for the
first time, PUFs are used
beyond the known schemes

for identification and Key

Qchange. /

2011

Gysically Unclonable \

Functions in the Universal
Composition Framework:
Brzuska, Fischin, Schroder, and
Katzenbeisser augmented the
PUF based protocol like
oblivious transfer,
commitments, and key

exchange in universal

2013

6\ the practical use of \

physical unclonable functions
in oblivious transfer and bit
commitment protocol:
Ruhrmair Ulrich and Dijk Van
Marten presented an attack
on OT and BC protocol by
Brzuska et al. and proposed a
new OT protocol with better

wmposability (UC) framework/ gcurity. /




Oblivious Transfer; State-of-the-art

R o3 § el

Alice Bob

Hardware based primitives

* Physically Related functions (PReFs)

* Lighter computation

* Need least storage for Related input
storage

* No need to transfer the device to

other party
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Physically Relatable Functions (PReFs): In Nut Shell
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Physically Related Functions (PReFs): In Nut Shell
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Input Set

Device D,
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> VB

HD(ya,y8) <0

Device Dg

XEXA’B 6 =3

y, = 10110101
yp = 10010111

HD(ys,yg) =2<0




Physically Related Functions (PReFs): Properies
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X | = —
AV JE—= ya x & Xyp
BB
X Device D, y, = 10110101
X yg ="
1111
& g E gﬁ YB
R
Input Set Device D, Pseudorandomness

Y4, Vg a@re uncorrelated




[ Physically Related Functions (PReFs): Properties

Let D; and D, are two devices with input space X and output space Y.
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HD: Hamming Distance
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X, cX
x € X1o,

y1,Y2 €Y
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Pseudorandomness
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Physically Relatable Functions (PReFs): Properties

Decisional Relation Hiding:

Given: x € X1, andx' « X
Difficult for adversary A to distinguish between x and x’, without (knowing the

functionalities) having physical access to D; and D,.

Computational Relation Hiding:

Given: related input set X;,

Difficult for adversary A to generate related input x’ such that HD(y{, y,) < 8, without
(knowing the functionalities) having physical access to D; and D,.

Universality:

Given: x € X4,

Difficult for adversary A to distinguish between D (x) and y such thaty « Y.



PReFs from PUFs: An Instance

YA 1|YA2(YA3|YA4|YAS YA K
e N
Device A
Input | yB.1|YB.2|YB3|YB4|YB 5 YBK
(X)
> fz > ﬁ Existence of a unique and small
Bevics B HD1 [HD2|HD3[HD4|HD5 ] -.. [HDk input set over which two PUFs

) output correlated responses
Correlation Analysis (fa, B) P p

A _
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ldentifying and Generating Related Inputs
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XOR-PREF based OT: Setup Phase

Input Format for Device D and D’

(u,v) € Xy 5

TR 7 is chosen randomly

(f, fi)

r

w=((u+v
TP, ( )

(fofZl)

(u+r)+v

Four Points:

1

2.
3.
4.

TP1 and TP2 are semi-honest and non-colluding.
Party P does not know v, w.
D(u,v) and D’ (u,v) is indistinguishable from a random tuple (relation hiding).

D(u, v) + ris indistinguishable from s where r,s are chosen uniformly at random. *
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1. Oblivious Transfer using PReFs: Semi-malicious Receiver

)

Sender

KD:D1EBD2 \

D =DV3@D2\

2PC Setup

OFFLINE PHASE

Wo, W1 b € {0,1}
Fix, wpy = w
Wi_p = R
R is a random challenge
u, So, 51

ONLINE PHASE

v=u Gw

my, =S, @ D'(u,v)

/

Receiver

Proof of correctness:

S, ®D'(w,v) =S, D' (uudw) =mp, ®D(w,v,) BD'(w,udw) =m, ® , b




1. Oblivious Transfer using PReFs: Malicious Receiver

/Dle@DZ\ u w /D’=D{@Dé\

- 2PC Setup -

“2 SR S OFFLINEPHASE | _
ah ™Mo, My < o ____befo1} _
|

Sender Vo =w, Du PO wp =W,
v =w; Du L_____V_Vl: _:__Ii__i Malicious
R is a random string Receiver
So =m, D D(u,v,) U, So, 51 J v=u ®w

m, =S, @ D' (u,v
ONLINE PHASE b— b G

| /

Possible Malicious Behaviour:

* Casel: Both wy and w; are chosen s.t. D(u,vy) = D'(u, v;) and D(u,v;) = D'(u,v,)
meaning, D(u,u @ wy) = D'(u,u @ wy) and D(u,u & wy) = D'(u,u G w;)
Which is, knowing only input w € X, the malicious receiver can generate two inputs wy,w; € X
Breaking Computational relation hiding property.




1. Oblivious Transfer using PReFs: Malicious Receiver

/" D'=D;®Dj
w

- 2PC Setup

f‘} e OFFLINE PHASE

/D=D1€BD2 \ y

Sender Vo =W, D u
V1 =Wy @ u
So =m, D D(u,v,) U, So, 51

ONLINE PHASE

b € {0,1}
B — S
: Fix, wy = w, !
Lo Wi- _=__Ii_=

R is a random challenge

v=u Gw

my, =S, @ D'(u,v)

/

Malicious
Receiver

Possible Malicious Behaviour:

* Case2: Both wy and w; are chosen s.t. D(u,vy) = D'(u, v;) and D(u,v;) # D'(u,v,)
meaning, D(u,u @ wy) = D'(u,u @ wy) and D(u,u @ wy) = D'(u, u G w;)
Which is, knowing only input w € X and without having access to device D, the malicious receiver can
distinguish two outputs D(u,vy) andy € Y, breaking Conditional Pseudorandomness property.




2. Oblivious Transfer using PReFs: Semi-malicious Receiver

/ D=Di®D, " D'=Dj@®D;
w « 2PC Setup > u

C OFFLNEPHASE | | n
Mo, My Up, Uy b € {0,1}

Sender vo =w D ug Uj_p =R Recei
v =wOu R is a random challenge eeelver
So =my D D(up, v,) W, S0, 51 > v=u w
S1=my @ D(uq,v,)
m, =S D'(u,v
K J ONLINE PHASE \ b =5 O D )/
Proof of correctness:
S, D' (u,v) =S, ®D' (u,u®w) =m, ®Dw,vp) D' (uw,udw) =my, @ Dlwuy i,




2. Oblivious Transfer using PReFs: Malicious Receiver

[ D=Di@®D; —/ D'=D{®D;

- 2PC Setup

e | OFFLINEPHASE | ...
o o

my, m Up, Ug — oo A e

dh o ‘ T =, )

= | = |
Sender vo =w DU L_____lil___b___B__l o
v =whuyuy R is a random challenge Malicious
Receiver
So w Sp, 5, _
= v=u @Qw
=m, D D (up, v,)

my, =S, @ D'(u,v)

K / ONLINE PHASE \\ j

Possible Malicious Behaviour:

» Casel: Both uy and u, are chosen s.t. D(ugy, v9) = D'(uy, vy) and D(uq,v1) = D'(u,; vq)
meaning, D(uy, uy @ w) = D'(uy, uyg @ w) and D(uq,uy G w) = D'(uq, uy G w)
Which is, knowing only input w € X, the malicious receiver can generate two inputs uy,u; € X
Breaking Computational relation hiding property.




2. Oblivious Transfer using PReFs: Malicious Receiver

Sender

/" D=D;®D,

- 2PC Setup

OFFLINE PHASE

/D'=D{@®D;
u

Up, Uqg b € {0,1}
< TV R 1
1 FIX, up =u,
|
L____E‘;:L)_:_@_'
R is a random challenge
w SO'S].

ONLINE PHASE

v=u Gw

my, =S, @ D'(u,v)

<

\_ /

Malicious
Receiver

Possible Malicious Behaviour:

* Case2: Both wy and w; are chosen s.t. D(u,vy) = D'(u, v;) and D(u,v;) # D'(u,v,)

meaning, D(uy,uy @ w) = D'(ug, uy @ w) and D(u,u; & wy) # D'(u,; uy G wy)
Which is, knowing only input w € X and without having access to device D, the malicious receiver can
distinguish two outputs D(u,vy) andy € Y, breaking Conditional Pseudorandomness property.




Applications: PAKE using OT-PReF

PAKE: Password Authenticated Key Exchange
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PSI: Private Set Intersection
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| Advantages of PReFs based OT protocol |

: - : 2. Pseudorandomness property helps
1. Secure against malicious receiver

and security depends on one’s own honest party maintain security if the

primitive. inputs are honestly generated.

4. The protocol is Lightweight and does not

3. No physical transfer of device can

require any other cryptographic blocks.

2esist Rt g e cambiex It need only 2 message communication

requirement.
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Conclusion

G MPC helps in achieving security and privacy in distributed computing.

a We build lightweight OT protocols from XOR_PReFs, a fundamental building block for MPC.

3 We eliminate the long-standing physical transfer requirement of hardware primitive.

o We additionally show new applications like PSI and PAKE
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Questions
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