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Distance Bounding Protocols

Motivation

Relay attack

m Communication Range: a few cm or dm (for LH, HF) or a few meters (for UHF)

® Man-in-the-middle attacker: increases this distance, relays messages

RFID Reader /RF‘ID Tag
Adversary's Adversary's
tag reader
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Distance Bounding Protocols

Countermeasure against relay attacks
m Distance bounding protocols: challenge-response authentication protocols.
m The verifier (V) can upper bound the distance to an untrusted prover P.
m Based on response time of the prover to estimate the distance

m Simple calculations required for cheap devices.

Start Clock Challenge1
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Distance Bounding Protocols

Countermeasure against relay attacks
m Distance bounding protocols: challenge-response authentication protocols.

m The verifier (V) can upper bound the distance to an untrusted prover P.
m Based on response time of the prover to estimate the distance

m Simple calculations required for cheap devices.

‘Problem: noise increases the probability of error.

Noise

Start Clock Challenge1
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Distance Bounding Protocols

Goals

m Minimise the resource cost:
Longer Protocols — higher accuracy but also higher resource use.

m Maximise/Minimise the probability of authenticating a legitimate user/attacker.

Noise
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Relay Attacks

a) Distance Fraud
The attack is executed by a malicious prover Q. The goal is to shorten the distance
measured by the verifier V.
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Relay Attacks

a) Distance Fraud

The attack is executed by a malicious prover Q. The goal is to shorten the distance
measured by the verifier V.
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b) Mafia Fraud
The attack is executed by an external attacker A. The goal is to shorten the distance
between an honest prover P and a verifier V.

.
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Relay Attacks

a) Distance Fraud
The attack is executed by a malicious prover Q. The goal is to shorten the distance
measured by the verifier V.
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b) Mafia Fraud
The attack is executed by an external attacker A. The goal is to shorten the distance
between an honest prover P and a verifier V.

.

c) Terrorist Fraud
The attack is executed by a malicious prover A, colluding with a legitimate but dishonest
prover P'. The goal is for P’ to shorten his distance to the verifier V.
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Distance Bounding Protocols: Mafia Fraud attack

A: attacker, R: reader, T : Tag.

¢ — challenge, r — response.

x: a message transmitted — x’ is the message received (due to errors, noise).

X: attacker’'s guesses for possible values of message x (challenge or response).

wpc . hoise between the transmission channel of B and C.

A. Mitrokotsa et al."Reid et al.’s Distance Bounding Protocol and Mafia Fraud Attacks over Noisy Channels”. |IEEE Communications Letters, Feb. 2010.
5/24
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Distance Bounding Protocols: Mafia Fraud attack
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A similar attack has been launched against the Dutch transport system (OV-
chipkaart) in 2008.

A: attacker, R: reader, T : Tag.

¢ — challenge, r — response.

x: a message transmitted — x’ is the message received (due to errors, noise).
X: attacker’'s guesses for possible values of message x (challenge or response).
wpc . hoise between the transmission channel of B and C.

A. Mitrokotsa et al.“Reid et al.’s Distance Bounding Protocol and Mafia Fraud Attacks over Noisy Channels”. IEEE Communications Letters, Feb. 2010.
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General Structure of DB protocols

Verifier V'

Prover P

shared key z

Ny < {0,1}™

a:= f4(C,Ny,Np)

Pick ¢; €v {0,1}
Start Clock

Stop Clock
verify the responses and
that for all rounds At; < 2B

Initialization phase
Ny

Distance-bounding phase
fori=1tom

c

.

Outy (...)

shared key x

Np — {0,1}™
a:= f;(C,Nv,Np)

a;, if ¢; =0
rii= .
ai ®z;, ifci=1
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Distance bounding protocols

m The noise necessitates the use of a tolerance threshold 7

m How do you choose the threshold?
m How do you choose the number of rounds?

m We propose an expected loss framework for characterising and deriving optimal
solutions.

C. Dimitrakakis, A. Mitrokotsa, S. Vaudenay, “Expected loss analysis of thresholded authentication protocols in noisy conditions”, INFOCOM'12
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Distance bounding protocols

Problem

m The noise necessitates the use of a tolerance threshold 7
m How do you choose the threshold?
m How do you choose the number of rounds?

m We propose an expected loss framework for characterising and deriving optimal
solutions.

Similar problem with CAPTCHA authentication.

C. Dimitrakakis, A. Mitrokotsa, S. Vaudenay, “Expected loss analysis of thresholded authentication protocols in noisy conditions”, INFOCOM'12
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Overview of our proposal

Constrained channel authentication

m Challenge-response phase: lasting n rounds with no error correction.

m Success: iff the response is 7-close to the correct response, with 7 a tolerance
threshold 7.

m Losses: Trade off false acceptance, false rejection and communication cost.

Standard cryptographic authentication

m Challenge-response phase: lasting n rounds assuming error-free channel.

m Success: iff the response is perfectly correct.

Our Solution: Expected loss analysis

Integrated error analysis with cryptographic analysis.
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Overview

Our contributions

We propose an expected loss model for authentication.

We formulate the problem as minimising the worst-case expected loss.
We suggest an algorithm for doing so.

We prove tight upper and lower bounds.

We apply these bounds to RFID authentication.

We show that our approach strictly dominates others in practice.
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Additive-error challenge-response authentication prtotocol

Select the number of challenge-response rounds n.

Select a threshold 7.
At the i-th round:

(i) The verifier sends a challenge ¢;.
(if) The prover responds with r;.
(iii) The verifier calculates an error ¢; € [0, 1].

The verifier calculates the error function

n
i=1

The verifier V rejects the prover (authenticator) P, if and only if € > 7.
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Expected Loss Analysis

Loss

m /a: loss if we authenticate a malicious party A (attacker).
m (y: loss if we fail to authenticate a valid party U (user).

m /p: cost of each round of the challenge-response phase.

Total loss

The loss when the prover P is:

nlg + Ly, ife=7and P=U
L=< nlg+/ls, ife<TandP=A

nlg, otherwise.
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Expected Loss Analysis

Expected Loss

The expected loss when the communicating party is an attacker A or the user U is given
by respectively:
)-0

E(L|A) =nlg+Prie<7|A) - La+Pr(e=7
ZT )ZU

| A
E(L|U)=nlg+ Pr(e <7 |U)-0+Pr(e | U

C. Dimitrakakis, A. Mitrokotsa, S. Vaudenay, Expected loss analysis analysis of thresholded authentication protocols in noisy conditions, INFOCOM 2012
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Expected Loss Analysis

Expected Loss

The expected loss when the communicating party is an attacker A or the user U is given
by respectively:

E(L|A) =nlg +Pr(e <7 |A) La

E(L|U) =nlg+ Pr(e =7 | U) - Ly.

Our goal: minimise worst-case expected loss

The expected loss is in any case bounded by the worst-case expected loss:

EL < max{E(L|A),E(L]| U)}.

C. Dimitrakakis, A. Mitrokotsa, S. Vaudenay, Expected loss analysis analysis of thresholded authentication protocols in noisy conditions, INFOCOM 2012
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Overview of the Analysis

m We must choose 7, n so that no matter if P = A or P = U, the expected loss
E(L | P) is as small as possible.
m Problems:

m as we increase the threshold 7, E(L | P = U) decreases, while E(L | P = A) increases.
m as we decrease the threshold 7, E(L | P = U) increases, while E(L | P = A) decreases.

m Intuitively, this happens when E(L | P = A,7) x E(L | P = U, ).
m First, we choose a nearly-optimal threshold 7 for a fixed rounds n.

m Then, we optimise n.

C. Dimitrakakis, A. Mitrokotsa, S. Vaudenay, Expected loss analysis analysis of thresholded authentication protocols in noisy conditions, INFOCOM 2012
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Choice of threshold

Theorem (Expected loss for fixed n)

Let p £ La/ly and select
ax o NPatpy) Inp

" 2 4A
If npy < T < npa, then the expected loss E L is bounded by:

E(L | n,7%) < nlg +exp (—gAZ) \laly.
with A £ pay — py.
Where:

m pa < E(g; | A): a lower bound on the expected per-round error of the attacker A.

m py = E(e; | U): an upper bound on the expected per-round error of a legitimate
user U.

C. Dimitrakakis, A. Mitrokotsa, S. Vaudenay, Expected loss analysis analysis of thresholded authentication protocols in noisy conditions, INFOCOM 2012
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Choice of the number of rounds

Theorem (Upper bound on expected loss)

Assume £a, Ly, fg > 0. If we choose T = 7% and

v VIF2CK -1

s —

C
where C = A? and K = VLlaly/ls, then the expected loss E L is bounded as:

1
E(L | #¥, 7%) < Z«/aeB(EAeU)I/“

C. Dimitrakakis, A. Mitrokotsa, S. Vaudenay, Expected loss analysis analysis of thresholded authentication protocols in noisy conditions, INFOCOM 2012
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Comparison of losses

Expected loss
Expected loss
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Comparison of losses
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Expected loss
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Distance bounding protocols: Contributions

A simple (dictionary) attack successful against 4 protocols

Leads to the full recovery of the key.

Depends of the length of the nonces (random values) used to hide relationships
between repeated authentication attempts.

Nonce repetition: Compromise security.

Martingale analysis of the birthday paradox.

Theorem

For some g € [0, 1], when d € N is the number of possible nonces, we can recover a key
of length k, with probability at least 1 — 4, V4 € [0, 1] after at most ¢ sessions:

t=0 (max{ In(k), d2/3}) (1)
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Information Leakage in DB Protocols

Information Leakage

m Can we keep the location of a
prover private?

m Information leaks through the
measurement of messages’ arrival
times.

18 /24
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Information Leakage in DB Protocols

Information Leakage
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Information Leakage in DB Protocols
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Information Leakage in DB Protocols

Information Leakage

m Can we keep the location of a »
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Privacy-Preserving DB

m Rasmussen & Capkun proposed a privacy-preserving DB protocol.
m We showed that their protocol is susceptible to multiple attacks.

m We proved: it is theoretically impossible to achieve location privacy for powerful
adversaries.

m For limited adversaries, carefully chosen parameters allow computationally
provable secure location privacy.

m Proposed a new privacy-preserving DB protocol.
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Location Privacy - preview

Case 1 Case 2

Lemma

If dp follows the uniform distribution in the range [0, B] and denotes the pdf of the
delayp, while delayy is always equal to O then the best distinguisher based on tp — ty

and the locations satisfies:
2tma><

AdVA = B 19/24
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Terrorist Fraud Attacks Need for stronger encryption

Distance-Bounding for RFID: Effectiveness of “Terrorist Fraud” in the Presence of Bit
Errors [Hancke IEEE RFID-TA 2012]

Terrorist Fraud & Bit errors

m The malicious prover P’ helps the adversary A in the initialisation phase.
m P’ provides the answers r/ required with 7 of them flipped.

m A answers in the distance-bounding phase using these r/s.

m Since there are n — 7 correct responses A is authenticated by V

m A cannot reconstruct the key x based on the noisy responses r/
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Distance-bounding protocols: Contributions

Contributions

m Analysed the security of existing distance-bounding protocols [Mitrokotsa,
Dimitrakakis, Peris-Lopez, IEEE Com. Let. 2010], [Mitrokotsa, Peris-Lopez, Dimitrakakis,
Vaudenay Computer Journal 2013].

m Described attacks that can be launched against [Bay, Boureanu, Mitrokotsa, Spulber,
Vaudenay, INSCRYPT2012] [Boureanu, Mitrokotsa, Vaudenay, LATINCRYPT 2012]

m Proposed new protocols that do not suffer of identified vulnerabilities [Boureanu,
Mitrokotsa, Vaudenay, LIGHTSEC 2013].

m Formalised & analysed distance-bounding protocols in the context of provable
security, something that has not been done before
[Boureanu, Mitrokotsa, Vaudenay, Lightsec 2013].

21/24
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Distance-Bounding Protocols : The SKI protocol

Verifier Prover
secret: x secret: x

initialization phase

<N—P pick Np
pick M, Ny M.Ny
a1||a2 =Mo fX(Np,N\/) a1||32 = M@fX(NP,N\/)

distance bounding phase
fori=1ton
pick ¢; € {1,2,3}

startclock ——M————
- { a i ifci =1
stopclock +—F1—— = a,i ifcg =2
Xi®ayjda; ifci=3
check 7 responses
check timers

22/24
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Distance-Bounding Protocols: The SKI protocol

Circular keying

m We require that leaking £(y), or £ (y) @ x or a mixture of both do not compromise
security.
m An adversary A making queries of the form (y;, a;, b;) to an oracle:

y,a,b— (a-x') + (b fiy)

cannot distinguish if x = x’ or x and x’ are independent.

If f is a circular-keying secure PRF and V requires at least 7 correct responses:
m All DISTANCE-FRAUDS have a success probability bounded by
Pr[success] = B(b,,2)
m All MIM attacks have a success probability bounded by Pr[success| > B(b, T, %)
m For all COLLUSION FRAUDS such that Pr[CF succeeds] > B(%,7 — %,3)' ¢ there is
an associated MiM with P* such that:

Pr[MIM SUCCEEDS] > (1 —B (g,r = g, %) )

B(n,7,p) = Z (7) pi(l - p)nii )
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Distance-Bounding Protocols: The SKI protocol

Summary regarding DB

m several proposed protocols from the literature are insecure
m several security proofs from the literature are incorrect

m SKI [Serge - Katerina - loana] offers provable security
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Thank you for your attention !
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