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Introduction Decision Making

Decision making problems:

m Am | authenticating a legitimate user or an attacker?
m How to respond to an attack?

m Need to take optimal decisions!

m Optimal: Decisions that minimize my loss.
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My Research

Intrusion Detection &
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Security in RFID
Systems
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My Research

Intrusion Detection &
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Security in RFID
Systems

- Classification algorithms
(cost-sensitive)

- Statistical Decision Making
- Key Agreement Protocols

- Classification of RFID attacks
- Authentication protocols
- Distance - bounding

- Privacy issues

Additional Work

acy-preserving
biometrics

- Denial of Service
attacks
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RFID Security

Relay attack

m Communication Range: a few cm or dm (for LH, HF) or a few meters (for UHF)

® Man-in-the-middle attacker: increases this distance, relays messages

RFID Reader RFID Tag
Adversary's Adversary's
tag reader
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RFID Security
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RFID Security

Relay attack
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RFID Security

Countermeasure against relay attacks: Distance-Bounding protocols

Start Clock Challenge1

\ 4

Response,
Stop Clock %
Challenge B
Verifier - n__, arover -
RFID Reader  Response |
- - >

Calculate the distance:
At *c
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RFID Security

Distance-Bounding protocols: Goals

® Minimise the resource cost
m Maximise/Minimise the probability of authenticating a legitimate user/attacker.

‘Problem: noise increases the probability of error. ‘

Noise

— Challenge1

Start Clock
Challenge B
Verifier - L arover -
RFID Reader Response |

Calculate the distance:
At *c

Rxspxxse

Stop Clock %
At

\ 4
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Relay Attacks & DB

a) Distance Fraud
[Brand & Chaum, EUROCRYPT 1993]
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c) Terrorist Fraud [Desmedt SECURICOM 1988]
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Distance Bounding Protocols: Mafia Fraud attack

A: attacker, R: reader, T : Tag.

¢ — challenge, r — response.

x: a message transmitted — x’ is the message received (due to errors, noise).

X: attacker’'s guesses for possible values of message x (challenge or response).

wpc : noise between the transmission channel of B and C.

A. Mitrokotsa et al."Reid et al.’s Distance Bounding Protocol and Mafia Fraud Attacks over Noisy Channels”. |EEE Communications Letters, Feb. 2010.

12 June, 2013
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Distance Bounding Protocols: Mafia Fraud attack
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A similar attack has been launched against the Dutch transport system (OV-
chipkaart) in 2008.

A: attacker, R: reader, T : Tag.

¢ — challenge, r — response.

x: a message transmitted — x’ is the message received (due to errors, noise).
X: attacker’'s guesses for possible values of message x (challenge or response).
wpc : noise between the transmission channel of B and C.

A. Mitrokotsa et al."Reid et al.’s Distance Bounding Protocol and Mafia Fraud Attacks over Noisy Channels”. |IEEE Communications Letters, Feb. 2010.
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Distance-bounding protocols: Contributions

Contributions

m Analysed the security of existing distance-bounding protocols [Mitrokotsa,
Dimitrakakis, Peris-Lopez, IEEE Com. Let. 2010], [Mitrokotsa, Peris-Lopez, Dimitrakakis,
Vaudenay Computer Journal 2013].

m Described attacks that can be launched against [Bay, Boureanu, Mitrokotsa, Spulber,
Vaudenay, INSCRYPT2012] [Boureanu, Mitrokotsa, Vaudenay, LATINCRYPT 2012]

m Proposed new protocols that do not suffer of identified vulnerabilities [Boureanu,
Mitrokotsa, Vaudenay, LIGHTSEC 2013].

m Formalised & analysed distance-bounding protocols in the context of provable
security, something that has not been done before
[Boureanu, Mitrokotsa, Vaudenay, Lightsec 2013].
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Distance bounding protocols: Contributions

A simple (dictionary) attack successful against 4 protocols

Leads to the full recovery of the key.

Depends of the length of the nonces (random values) used to hide relationships
between repeated authentication attempts.

Nonce repetition: Compromise security.

Martingale analysis of the birthday paradox.

Theorem

For some g € [0, 1], when d € N is the number of possible nonces, we can recover a key
of length k, with probability at least 1 — 4, V4 € [0, 1] after at most ¢ sessions:

t=0 (max{ dn(k), d2/3}) (1)
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Distance bounding protocols

Problem

m The noise necessitates the use of a tolerance threshold 7
m How do you choose the threshold?
m How do you choose the number of rounds?

m We propose an expected loss framework for characterising and deriving optimal
solutions

[Dimitrakakis, Mitrokotsa, Vaudenay, INFOCOM'12]
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Distance bounding protocols

Problem

m The noise necessitates the use of a tolerance threshold 7
m How do you choose the threshold?
m How do you choose the number of rounds?

m We propose an expected loss framework for characterising and deriving optimal
solutions

Similar problem with CAPTCHA authentication.

[Dimitrakakis, Mitrokotsa, Vaudenay, INFOCOM'12]
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Additive-error challenge-response authentication prtotocol

Select the number of challenge-response rounds n.

Select a threshold 7.
At the i-th round:

(i) The verifier sends a challenge ¢;.
(ii) The prover responds with r;.
(iii) The verifier calculates an error ¢; € [0, 1].

The verifier calculates the error function

n
i=1

The verifier V rejects the prover (authenticator) P, if and only if € > 7.

Katerina Mitrokotsa Security Challenges in Communication Networks 12 June, 2013



Expected Loss Analysis

Loss

m /4: loss if we authenticate a malicious party A (attacker).
m (y: loss if we fail to authenticate a valid party U (user).

m /g: cost of each round of the challenge-response phase.

Theorem (Upper bound on expected loss)

Assume lp, Ly, lg > 0. If we choose T = 7¥ and

v VIF2CK -1

n = f,
where C = A? and K = VLaly/ls, then the expected loss E L is bounded as:

E(L | #%, #*) < %«/%B(wu)l/“

C. Dimitrakakis, A. Mitrokotsa, S. Vaudenay, Expected loss analysis analysis of thresholded authentication protocols in noisy conditions, INFOCOM 2012
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Distance-Bounding Protocols : The SKI protocol

Verifier Prover
secret: x secret: x

initialization phase

<N—P pick Np
pick M, Ny M.Ny
a1||a2 =Mo fX(Np,N\/) a1||32 = M@fX(NP,N\/)
distance bounding phase
fori=1ton
pick ¢; € {1,2,3}

startclock —— %

- a i if ci=1
stopclock +—F1—— = a,i ifcg =2

Xi®ayjda; ifci=3
check 7 responses

check timers
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Distance-Bounding Protocols: The SKI protocol

Circular keying

m We require that leaking £(y), or £ (y) @ x or a mixture of both do not compromise
security.
m An adversary A making queries of the form (y;, a;, b;) to an oracle:

y,a,b— (a-x') + (b fiy)

cannot distinguish if x = x’ or x and x’ are independent.

Theorem
If f is a circular-keying secure PRF and V requires at least 7 correct responses:
m All DISTANCE-FRAUDS have a success probability bounded by P[success] = B(b, 7, %)
m All MIM attacks have a success probability bounded by P[success] > B(b, T, %)
m For all COLLUSION FRAUDS such that P[CF succeeds] > B(2,7 — 2, 2)' ¢ there is
an associated MIM with P* such that:

P[MIM SUCCEEDS] > (1 -B (ﬂ,r 2 E) )

B(anv P) = i (7) pi(l - p)n—i
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Distance-Bounding Protocols: The SKI protocol

Summary regarding DB

m several proposed protocols from the literature are insecure
m several security proofs from the literature are incorrect

m SKI [Serge - Katerina - loana] offers provable security
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Information Leakage in DB Protocols

Information Leakage

m Can we keep the location of a
prover private?

m Information leaks through the N
measurement of messages’ arrival

times. @
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Information Leakage in DB Protocols

Information Leakage

AP
m Can we keep the location of a »
prover private? .\" ______ RN
m Information leaks through the o N
9 o e \
measurement of messages' arrival . \

times. av
d -d =c¢
AP AV
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Information Leakage in DB Protocols

Information Leakage

d
AP
m Can we keep the location of a »
prover private? (’ """""" RN
m Information leaks through the 7 N
measurement of messages’ arrival -7 d AN
times. v

Privacy-Preserving DB

m Rasmussen & Capkun proposed a privacy-preserving DB protocol
[Rasmussen- Capkun CCS 2008]

m We showed that their protocol is susceptible to multiple attacks.[Aumasson,
Mitrokotsa, Peris-Lopez, ICICS 2011], [Mitrokotsa, Onete, Vaudenay, IEEE RFID-TA
2012]

m We proved: for limited adversaries, carefully chosen parameters allow
computationally provable secure location privacy.[Mitrokotsa,Onete, Vaudenay,
Sumbitted]

m Proposed a new privacy-preserving DB protocol.
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Intrusion Detection & Response

usion detection & classificati

m Evaluation for various traffic conditions, attacks.
m Simple classification vs. cost-senstive classification
m Hyper-parameter tuning when new unknown attacks are included in the test dataset.

m Intrusion detection & statistical decision making.

C. Dimitrakakis, A. Mitrokotsa “Near-Optimal Node Blacklisting in Adversarial Networks”, GameSec 2012
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m Evaluation for various traffic conditions, attacks.
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m Intrusion detection & statistical decision making.

Intrusion Response: a decision making problem. @ @
Remove a node permanently or keep it for at least Q
one more time step. O @

o O
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Intrusion Detection & Response

trusion detection & classification

m Evaluation for various traffic conditions, attacks.
m Simple classification vs. cost-senstive classification
m Hyper-parameter tuning when new unknown attacks are included in the test dataset.

m Intrusion detection & statistical decision making.

Intrusion Response: a decision making problem. @ @
Remove a node permanently or keep it for at least Q
one more time step. [} O @

Goal: find a response strategy that minimises

the expected loss. O O

C. Dimitrakakis, A. Mitrokotsa “Near-Optimal Node Blacklisting in Adversarial Networks”, GameSec 2012
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Intrusion Detection & Response

Intrusion detection & classification

m Evaluation for various traffic conditions, attacks.

m Simple classification vs. cost-senstive classification
m Hyper-parameter tuning when new unknown attacks are included in the test dataset.

m Intrusion detection & statistical decision making.

Intrusion Response: a decision making problem. Contributions

Remove a node permanently or keep it for at least m Analysed empirically &

one more time step. U experimentally a number of
algorithms

Goal: find a response strategy that minimises m HIPER & three algorithms

the expected loss. based on POMDPs

C. Dimitrakakis, A. Mitrokotsa “Near-Optimal Node Blacklisting in Adversarial Networks”, GameSec 2012
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Future Research

Intrusion detection & response
Biometric authentication
Privacy-preserving speech enhancement

Privacy vs. Cost & accuracy
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Intrusion detection & response

Goals

m Minimise false alarms

m Guarantee network performance.

Problems

m Adversary tries to avoid detection or manipulate the detection algorithm

m Data distribution non stationary
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Intrusion detection & response

Goals

m Minimise false alarms

m Guarantee network performance.

Problems

m Adversary tries to avoid detection or manipulate the detection algorithm

m Data distribution non stationary

Methods

m Go beyond static models = Use dynamic detection models
m Extend intrusion response approaches to colluding nodes
m Use regret minimization algorithms

m Prediction with limited labels

Spam detection

m Cost of asking users to label email messages

m Cost of throwing email messages to the trash
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Privacy-preserving biometrics

ol

SEV[NTH FRAMEWORK

m Get authenticated without revealing
information that violate our privacy.

m Prove possession of a valid signature for an id,
without leakage of information.

Authentication vs. ldentification

[Dimitrakakis, Mitrokotsa ICMLA 2010]

Katerina Mitrokotsa Security Challenges in Communication Networks 12 June, 2013



Privacy-preserving biometrics

pr

m Get authenticated without revealing
information that violate our privacy.

SEV[NTH FRAMEWORK

m Prove possession of a valid signature for an id,
without leakage of information.

Authentication vs. Identification

Example

m e-passports: Cross borders without revealing sensitive data such as: age, nationality,
facial image.

m Health: buy medication without revealing information about the diseases we have.

Tools, directions

m Use homomorphic encryption.

m Zero-knowledge proofs: authenticate data without leaking any transferable proof.
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Privacy vs. cost & accuracy

Privacy vs. Computation Cost

m Given a communication network where nodes exchange data

m Some of these data are encrypted while other not
m Encrypted data = Privacy but extra cost for encryption & decryption.
m What would be my expected loss in privacy if | do not encrypt the data?

Katerina Mitrokotsa Security Challenges in Communication Networks 12 June, 2013



Privacy vs. cost & accuracy

Privacy vs. Computation Cost

m Given a communication network where nodes exchange data

m Some of these data are encrypted while other not
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m What would be my expected loss in privacy if | do not encrypt the data?

m Searching in an online database information for a disease
m Giving exact description of the symptoms and name of the disease keywords
m Privacy loss: reveal information about the disease | may have

m Accuracy gain: finding out what | am looking for
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Privacy vs. cost & accuracy

Privacy vs. Computation Cost

m Given a communication network where nodes exchange data

m Some of these data are encrypted while other not

m Encrypted data = Privacy but extra cost for encryption & decryption.

m What would be my expected loss in privacy if | do not encrypt the data?

m Searching in an online database information for a disease
m Giving exact description of the symptoms and name of the disease keywords
m Privacy loss: reveal information about the disease | may have

m Accuracy gain: finding out what | am looking for

Trade-off accuracy vs. Privacy
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Conclusions

Decision making in intrusion response & authentication.

Am | authenticating a legitimate user or an attacker?

How to respond to an attack?

Need to take optimal decisions!

Optimal: Decisions that minimise my loss.

Proposed a loss framework for authentication in constraint settings.
Performed expected loss analysis.

Simple algorithm for selecting a threshold and number of rounds.
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Thank you for your attention!
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