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fashion!across! the!complete!network.!They! should!efficiently!make!use!of! the!other!microphones,!
processors!and!potentially!even!the!energy!resources.!At!the!same!time,!they!should!use!only! local!
processing,!be!scalable!and!be!robust!against!changes!in!the!network,!for!example,!when!users!enter!
or! leave! the!network.!As! the!users!send!privacy!sensitive! information! into! the!network,!and!share!
their!microphone!signal!as!well!as!their!processor!with!other!users!and!the!public!WSN,! it! is!highly!
desired!to!do!this! in!a!privacy"preserving!manner.!For!example,!user!A!may!allow!user!B!to!use!the!
information! from!his!microphone! for! signal!enhancement.!However,!user!B! should!not!be!able! to!
directly!listen!to!microphone!A.!At!the!same!time,!the!information!on!which!source!a!user!wants!to!
follow!may!be!considered!as!private! information!and!should! thus!not!be!accessible!by!others.!The!
distance!at!which! it! is!possible!to!follow!conversations!with!the!new!technique!should!be!similar!to!
that! of! a! normal! hearing! person! in! a! noise"free! environment,! but! not! beyond.! Eavesdroppers! or!
people!that!cannot!be!trusted,!e.g.,!the!hearing!aid!person!2! in!Figure!1,!should!not!be!able!to!get!
access!to!the!public!wireless!sensor!network,!or!to!the!privacy!sensitive!information!in!the!network.!
These!requirements!mean!that!data!has!to!be!shared!among!users!and!the!public!WSN!in!a!privacy"
preserving!manner,! such! that!other! entities! (e.g.,! the!public!WSN! and!other!users)! cannot! access!
private!data,!but!should!still!be!able!to!enhance!the! intelligibility!of!the!source!they!intend!to!listen!
to.!
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This!project!will!be! a!multi"disciplinary!project!between! the! sub"topics:!1)!privacy!preservation!2)!
distributed!signal!processing!and!3)!speech!enhancement.!To!fully!guarantee!the!privacy!of!the!users,!
while! exploiting! the! possibilities! that! distributed! processing! across!WSNs! could! offer,! an! integral!
approach! is! needed,! where! speech! enhancement,! privacy"preservation! as! well! as! distributed!
processing!algorithms!are!developed.!These!algorithms!need! to!be!developed! in!a! joint! setting,!as!
only!then!the!full!potential!of!combining!these!three!fields!can!be!harvested.!!

Privacy!preservation:! In!this!sub"topic,!privacy"preserving!algorithms!will!be!developed!that!are!on!
one!hand!tailored!to!the!tough!constraints!of!real"time!speech!processing!algorithms,!on!the!other!
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Figure!1:!Example!of!envisioned!scenario.!


