
Aim Intro Threats Flawed Argm. Secure DB

The SKI Protocol

Verifier Prover
secret: x secret: x

initialization phase
NP←−−−−−−−−−−− pick NP

pick M,NV
M,NV−−−−−−−−−−−→

a1‖a2 = M ⊕ fx (NP ,NV ) a1‖a2 = M ⊕ fx (NP ,NV )

distance bounding phase
for i = 1 to n

pick ci ∈ {1, 2, 3}
start clock

ci−−−−−−−−−−−→

stop clock
ri←−−−−−−−−−−− ri =






a1,i if ci = 1
a2,i if ci = 2
xi ⊕ a1,i ⊕ a2,i if ci = 3

check τ responses

check timers
OutV−−−−−−−−−−−→

f is a circular-keying secure PRF
many variants possible


