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- explicit flows:

X =y

- implicit flows:

if (x) then

y := true
else

y := false



- explicit flows:

- implicit flows:
if ( then
>é_:= true
else

>é_:= false



- JavaScript, Java, OCaml, Haskell, etc.

- dynamic, static, hybrid
ﬁ
FlowCaml
10
1

CHECKER

framework




- require manual annotation
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public String myMethod() {
String high = getData();
String low = encrypt(high);
log(Level.INFO, high);
return low;

public String myMethod() {

String higr; l = getData();

String low = encrypt(high);
log(Level.INFO, high);
return low;



encrypt(secret)

secret = decrypt(...)



public String myMethod() { public String myMethod() {

String high = getData();
String low = encrypt(high); \ String hig = getData();

log(Level.INFO, high); String low = encrypt(high);
return low; log(Level.INFO, high);
return low;

[8] EXIT MyClass.myMethod# L:10



public String myMethod() { public String myMethod() {

String high = getData();
String low = encrypt(high); \ String hig = getData();

log(Level.INFO, high); String low = encrypt(high);
return low; log(Level.INFO, high);
return low;

[8] EXIT MyClass.myMethod# L:10



ENTRY MyClass.myMethod#
d&?\\\\\\\\‘

public String myMethod() {

String high = getData();

String low = encrypt(high);

log(Level.INFO, high);
return low;

MyClass.getData

r///////dep

MyCIass encrypt

id de1c
:

Logger.<init>

dep

return —1 Logger.log

dep\‘
EXIT MyClass.myMethoD




/ ENTRY MyClass.myMethod#
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recv \ def ___- w
Datanodes @~ ( MyClassthis = >—--—-_____ » MyClass.getData -~~~ parq’

dep TS~ def

dep paral ____
return [«— Logger.log «-="""
dep\‘
EXIT MyClass.myMethoD




Action nodes

ENTRY MyClass.myMethod#

dN
.w recv def

/ dep -7
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-7 de1c
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Control nodes (not here)

ENTRY MyClass.myMethod#

dN
.w recv def

» MyClass.getData -~~~
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Data flow edges
(dotted)

ENTRY MyClass.myMethod#

dN
.w recv def

~~_

dep o~

dep B
return |~—— Logger.log ==~

dep\‘
EXIT MyClass.myMethoD
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Control flow edges
(solid)

ENTRY MyClass.myMethod#

dN

~~_

MyCIass encrypt
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Node.facts

MyClass.myMethod# 2
MyClass.myMethod# 6

ENTRY MyClass.myMethod#

“MyClass this”

L:6 DataNode
“String low”

L:8 DataNode

MyClass.myMethod# 5 “MyClass.encrypt” L:8 ActionNode def
o w Logger.<|n|t>
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MyClass.getData

/ dep
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return |—— Logger.log
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dep\‘
EXIT MyClass.myMethoD
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MyClass.myMethod# 2

“MyClass this”
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“String low”
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MyClass.myMethod# 5 “MyClass.encrypt” L:8 ActionNode ”» - Level Level.INFO
Logger.<init> «~~~ paral
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MyClass.myMethod# 5 6 def {} DataFlowEdge
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edge. facts

1 2
.decl edge(x:number, y: r 2 3

.input edge

.decl path(x:number, y:number)

.output path ——___________________________________* path.csv

path(x, y) :- edge(x, y). 1 2
path(x, y) :- path(x, z), edge(z, y). 2 3



ENTRY MyClass.myMethod#
dN
.
""""""" * MyClass.getData ~~""""" p5ra1->

secret = decrypt(...)

dep paral ____
return «— Logger.log «-="""
dep\‘
EXIT MyClass.myMethoD
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secret = decrypt(...)
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encrypt(secret)

ENTRY MyClass.myMethod#
dN
.w recv def
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return —1 Logger.log [«---=""7"

dep\‘
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ENTRY MyClass.myMethod#

.decl EGroumIntraDataFlowEdge(method: String, from: number, dEB\“-\\\\\\\*

to: number) recv
EGroumIntraDataFlowEdge(method, from, to) w ——————————— .
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Method(g),
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ENTRY MyClass.myMethod#

.decl EGroumIntraDataFlowEdge(method: String, from: number,
to: number)
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.decl ConfidentialDataFlowPath(..)

ConfidentialDataFlowPath(methodFrom, from, methodTo, to, cxt) :-
DataFlowPath(methodFrom, from, methodTo, to, cxt),
ConfidentialvarsFromMethodData(methodFrom, from),
!IsDeclassified(methodTo, to).
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SecuriBench-micro benchmark Amazon annotated code bases
Category TP /Total FP
Aissing 10/12 0 Service Found/Total Analysis time (s)
Arrays 2/9 1 S1 0/1 5.53
Basic 54/60 2 S2 1/1 3.85
Collections 0/14 1 93 1/2 3.86
gata Structures g / g 8 94 2/2 3.71
actory / S5 1/1 3.72
Inter 8/16 0
S6 2/2 3.99
Pred 3/3 4 S7 2/3 411
Sanitizer 3/4 3 / :
Session 0/3 0
Strong Updates 0/1 0 2




SecuriBench-micro benchmark

Amazon annotated code bases

Category TP /Total FP
Aliasing 10/12 0
Arrays 2/9 1
Basic 54,60 2
Collections 0/14 1
Data Structures 0/5 0
Factory 3/3 0
Inter 8/16 0
Pred 3/3 4
Sanitizer 3/4 3
Session 0/3 0
Strong Updates 0/1 0

Service Found/Total Analysis time (s)
S1 0/1 5.53
S2 1/1 3.85
s3 1/2 3.86
S4 2/2 3.71
S5 1/1 3.72
S6 2/2 3.99
S7 2/3 4.11
9/12



inter-procedural analysis

public String myMethod() {
String highl = getData();

arrays F
String high2 = highi;

class fields
String low = encrypt(high2);
step 3 S
log(Level.INFO, high2);
backwards analysis return low;



public String myMethod() {
String high = getData();
String low = encrypt(high);
log(Level.INFO, high);
return low;

public String myMethod() {

String higf? l = getData();

String low = encrypt(high);
log(Level.INFO, high);
return low;



