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1. INTRODUCTION

Automatedand interactive theoremproving are the two main directionsin
the field of deduction.Most chaptersof this book belongto either the one
or the other, whetherfocusingon theory, on methodsor on systems.This
reflectsthe fact that, for a long time, researchin computer-aidedreasoning
wasdividedinto thesetwo directions,drivenforwardby differentcommuni-
ties.Bothgroupsoffer powerful toolsfor differentkindsof tasks,with differ-
entsolutions,leadingto differentperformanceandapplicationprofiles.Some
importantexamplesare: ACL2 (Kaufmannand Moore, 1988),HOL (Gor-
don,1988),IMPS (Farmeret al., 1996),Isabelle(Paulson,1994),KIV (Reif
et al., 1997)(seealsoChapterI.3.14),NQTHM (Boyer andMoore,1979),
andPVS(Owreet al., 1992)for theinteractive (or tactical)theoremproving
community;andKoMeT (Bibel et al., 1994),Otter (Wos et al., 1992),Pro-
tein (BaumgartnerandFurbach,1994),Setheo(Goller et al., 1994),Spass
(Weidenbachet al., 1996),and3TAP (Beckertet al., 1996)for theautomated
theoremproving community.

In thischapterwepresentaprojectto integrateinteractiveandautomated
theoremproving. Its aim is to combinetheadvantagesof thetwo paradigms.
We focuson oneparticularapplicationdomain,which is deductionfor the
purposeof softwareverification. Someof thereportedfactsmaynotbevalid
in otherdomains.We reporton the integrationconceptsandon the experi-
mentalresultswith a prototypeimplementation.

Automaticproversarevery fastfor themajorityof theproblemsthey can
solveatall. With increasingcomplexity, responsetimeincreasesdramatically.
Beyonda certainproblemsize,automatedtheoremproversproducereason-
ableresultsonly in veryexceptionalcases.Interactivetheoremproversonthe
otherhandcanbeusedevenin very largecasestudies.For smallproblems,
they do, however, requiremany userinteractions,particularlywhencombi-
natorialexhaustivesearchhasto beperformed.

Concerningsoftwareverificationandthetypicalproof tasksarisingthere,
the gapbetweenboth methods(if appliednaively) is even moredramatic.
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548 AHRENDT etal.

Thereare essentiallytwo reasonsfor that phenomenon.First, the theories
occurringin verificationprojectsareverylarge(hundredsof axioms).Second,
themajorityof theseaxiomsuseequality. Suchtheoriesarenotwell handled
by automaticprovers.We presenttechniquesto relieve theseproblems.

We investigatea conceptualintegrationof interactive andautomatedthe-
oremproving for softwareverificationthatgoesbeyonda loosecouplingof
two proof systems.Our concreteapplicationdomainturnedout to have an
enormousinfluenceontheintegrationconcepts.Wehaveimplementedapro-
totypesystemcombiningthe advantagesof both paradigms.In large appli-
cations,theintegratedsystemincorporatestheproofengineeringcapabilities
of an interactive systemand,at the sametime, eliminatesuserinteractions
for thosegoalsthatcanbesolvedby theefficient combinatorialproofsearch
embodiedin anautomatedprover. We reporton the integrationconcept,on
theencounteredproblems,andonexperimentalresultswith theprototypeim-
plementation.Furthermore,thecurrentdirectionsof ourongoingresearchare
described.

The technicalbasisfor the integrationarethe systemsKIV (Reif, 1995)
and3TAP (Beckertetal.,1996),bothof whichweredevelopedin theresearch
groupsof theauthorsatUlm andKarlsruhe.KIV (KarlsruheInteractiveVer-
ifier) is anadvancedverificationsystemwhichhasbeenappliedin largereal-
istic casestudiesin academiaandindustryfor many yearsnow. 3TAP (Three-
valuedTableau-basedAutomatedTheoremProver) is an automatedtableau
proverfor full first-orderlogicwith equality. It doesnotrequirenormalforms,
andit is easilyextensible.Although we experimentedwith theseparticular
systems,theconceptualresultscarryover to otherprovers.

Basedon statisticsfrom casestudiesin KIV, we estimatethat in our ap-
plicationdomainup to 30%of all userinteractionsneededby aninteractive
prover could be saved in principle by a first-ordertheoremprover. Current
provers,however, arefar from this goal,becausethey arein generalnot pre-
paredfor deductionin large softwarespecifications(i.e., very large search
spaces)or for typical domainspecificreasoning.In Section2 we describe
theseandotherproblems,andin theSections3 to 6 we presentthesolutions
wecameupwith sofar.

Many of ourdecisionsarebasedonexperimentalevidence.Therefore,we
put a lot of effort in a sophisticatedverificationcasestudy:Correctcompi-
lation of Prologprogramsinto WarrenAbstractMachinecode((Schellhorn
andAhrendt,1997)andChapterIII.2.6). We useit asa referenceor bench-
mark.Partsof it arerepeatedevery now andthento evaluatethe successof
our integrationconcepts,seeSection7.

In realisticapplicationsin softwareverification,proof attemptsaremore
likely to fail than to go through.This is becausespecifications,programs,
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or user-definedlemmastypically areerroneous.Correctversionsusuallyare
only obtainedafteranumberof correctionsandfailedproofattempts.There-
fore, the questionis not only how to producepowerful theoremproversbut
alsohow to integrateproving anderror correction.Currentresearchon this
andrelatedtopicsis discussedin Section8.

Therearedifferentapproachesof combininginteractivemethodswith au-
tomatedones.Their relationto our approachis the subjectof Section9. Fi-
nally, in Section10wedraw conclusions.

2. IDENTIFYING THE PROBLEMS OF INTEGRATION

Theoremproving with an interactive systemtypically proceedsby simplify-
ing goalsusingbackwardreasoningwith proof rules(tactics).Many proof
rulesmaybeappliedautomatically, but usuallythe tacticscorrespondingto
themain line of argumentin theproof mustbesuppliedinteractively. To al-
low theproofengineerto keeptrackof thedetailsof aproof,systemresponse
time to theapplicationof tacticsshouldbeshort.

In thecaseof softwareverification,theinitial goalscontainprograms.The
tacticsto reducethesegoalsmakeuseof first-orderlemmasandultimately
reducethegoalto afirst-orderformula.Usually, thesefirst-ordergoalsrequire
interactionaswell astheprogramgoals.Usingan(ideal)automatedtheorem
prover would relieve theproof engineerfrom a lot of interaction.Therefore,
the scenariowe consideredwasto use3TAP asa tactic to prove first-order
goals,thusexploiting its capabilityof fast combinatorialsearch.A suitable
interfacewasimplementedsuchthat 3TAP canbecalledeitherinteractively
or by KIV’ s heuristics.Terminationof this tacticwasguaranteedsimply by
imposinga time limit (usuallybetween15secondsand1 minute).

Basedon this first, loosely integratedversion,we startedto experiment
with using the automatictheoremprover to solve first-ordertheoremsen-
counteredin softwareverification.As expected,theautomatictheoremprover
initially couldnot meettherequirementsfoundin softwareverification.Vir-
tually no relevant theoremcould be proved. Analysisof the proof attempts
identified a numberof reasons,someexpectedand someunexpected.The
mostimportantonesare:

Interface Automatedtheoremproversusuallydo not supportseparateinput
of axiomsandgoal. Instead,oneis forcedto prove the combinedgoal
“axioms imply theorem”with universallyquantifiedaxiomsandtheo-
rem.Most theoremproversdosomepreprocessingonformulasto speed
up proof search.In 3TAP, links betweenpotentiallyunifiabletermsare
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computed,whereasin many other theoremprovers formulasare con-
vertedto clauses.We found that preprocessing200 axiomswith 3TAP
takesabout30 sec.(the sameholds for other provers we tested,see
ChapterIII.2.9). Preprocessingtheaxiomsat every proofattemptis ob-
viouslyunacceptablefor interactivetheoremproving.

Correctness Management Automatedproversdonotrecordwhichassump-
tionswereactuallyneededin aproof.But suchinformationis necessary
if theinteractive theoremprover doesnot rely onstrict bottom-upprov-
ing. In KIV, for example,the correctnessmanagementpreventscycles
in the dependenciesof lemmasand invalidatesonly a minimal set of
previouswork whengoalsor specificationsarechanged.

Different Logics Most automatedtheoremprovers only supportformulas
of first-orderlogic without sorts(e.g.Otter) or even only clauses(e.g.
Setheo)while interactivetheoremproversoftensupportmoreexpressive
logicslike higher-orderlogic (e.g.HOL, Isabelleor PVS)or typetheory
(e.g.NuPRL(Constableet al.,1986)or Typelab,seeChapterI.3.16).

Inductive Theorems Many theoremscanonly be proved inductively from
the axioms,but mostautomatedtheoremprovers (including 3TAP) are
notcapableof finding inductiveproofs.

Large Theories Automatedproversaretunedto prove theoremsover small
theoriesanda small signature.Moreover, the givenaxiomsarealways
relevantto prove thegoal.In contrast,theoriesusedin softwareverifica-
tion usuallycontainhundredsof axiomsof which only few arerelevant
for finding a particularproof. Still, all axiomscontribute to the search
space.

Domain Characteristics In our applicationdomain,which is softwarever-
ification, specificationsarewell structuredandhave specificproperties
(e.g.sortedtheories,equality reasoningis important).Also, theorems
usedaslemmasoftenhaveanoperationalmeaningin theinteractivethe-
oremprover (e.g.equationsorientedasrewrite rules).Automatedtheo-
remproversdonotexploit theseproperties.

Thefirst two itemsabove aretechnicalproblemsrequiringmerechanges
to theinterface.Now, preprocessingof axiomsis doneby 3TAP whentheuser
of the integratedsystemselectsa specificationto work on. A separatecom-
mandfor initiating proofattemptsrefersto thepreprocessedaxiomsby nam-
ing the specificationin which they occur. Embeddingthe automatedprover
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in thecorrectnessmanagementis doneby convertingproofsfoundby 3TAP to
proofsin thesequentcalculususedin KIV.

To handletheproblemof differentlogics,asuitablesubsetof theformulas
treatedby theinteractive systemmustbeselectedand,in general,translated
to first-orderlogic. For thoseautomaticproverswhich only supportclauses,
even the first-orderformulashave to be transformedby standardencoding
techniqueslike theonesdescribedin (PlaistedandGreenbaum,1986).

In ourcase,thesolutionis simpler, sincethelogic usedin KIV is actually
anextensionof many-sortedfirst-orderlogic by programformulas(Dynamic
Logic), and3TAP supportsfull many-sortedfirst-orderlogic. For adiscussion
of someof theissuesthathave to besolvedfor higher-orderlogic (polymor-
phism,currying,problemsarising from the identificationof booleanterms
with formulas)see(Archeretal., 1993).

The presenceof inductive theoremsis a fundamentalproblem.It canbe
mitigatedby addingpreviously derived(inductive) theoremsaslemmas.On
the onehand,this reducesthe numberof theoremswhich requireinductive
proofsin ourexperimentsto about10%of all theorems(seeChapterIII.2.9).
On theotherhand,thereareroughlyasmany potentiallyusefulor necessary
lemmasasthereareaxioms,whichaddsconsiderablyto theproblemof large
theories.

This leavesuswith two problems,namelyhandlinglargetheoriesandex-
ploitingdomaincharacteristics(of softwareverification).Bothwill betackled
in thefollowing sections.Thenumberof potentiallyrelevantaxiomsin prov-
ing a goal is minimizedby exploiting a specification’s structure(Section3).
Measureswehave takento exploit thecharacteristicsof softwareverification
arepresentednext. Finally, Section6 dealswith theconversionof proofsfrom
3TAP to KIV.

3. REDUCTION OF THE AXIOM SET

Specificationsin KIV arebuilt up from elementaryfirst-ordertheorieswith
the usualoperationsof algebraicspecification:union, enrichment,parame-
terization,andactualization.Their semanticsis the whole classof models
(loosesemantics).Reachabilityconstraintslike “nat generatedby 0, succ”
areusedto defineinductionprinciples.Typicalspecificationsusedto formally
describesoftwaresystemscontainseveralhundredaxioms.

Structuringoperationsarenot usedarbitrarily in formal specificationsof
softwaresystems.Almostall enrichments“enrich SPECby ∆” arehierarchy
persistent. Thispropertymeansthateverymodelof SPECcanbeextendedto
a modelof thewhole (enriched)specification.Hierarchypersistency cannot
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becheckedsyntactically, but is usuallyguaranteedby a modularimplemen-
tationof thespecification(Reif, 1995).

Hierarchypersistency canbe exploited to definesimple,syntacticcrite-
ria for eliminating many irrelevant axioms,which then no longermust be
passedto the automatedtheoremprover. This enablestheoremproving in
large theories,andis describedin seperatelyin Chapter(III.2.9). There,the
reductiontechniqueusedto identify the axiomsin questionis describedin
greaterdetail.It is sufficient,for example,to work merelywith theaxiomsof
theminimalspecificationwhosesignaturecontainsthatof thetheorem.

4. EQUALITY HANDLING

4.1. IncrementalEqualityReasoning

KIV specifications—likemostrealwordproblems—makeheavy useof equa-
lity. It is, therefore,essentialfor anautomateddeductionsystemthat is inte-
gratedwith aninteractiveprover to employefficientequalityreasoningtech-
niques.

Part of 3TAP is a specialequalitybackgroundreasonerthat usesa com-
pletion-basedmethod(Beckert,1994)for solvingE-unificationproblemsex-
tractedfrom tableaubranches.This equalityreasoneris muchmoreefficient
than just including the equality axioms.In addition to the mereefficiency
of the tableau-basedforegroundreasonerandthat of the equalityreasoner,
the interactionbetweenthem plays a critical role for their combinedeffi-
ciency. It is a difficult problemto decidewhenit is usefulto call theequality
reasonerandhow muchtime to allow for its computations.Evenwith good
heuristicsat hand,onecannotavoid calling the equalityreasonereithertoo
earlyor too late.This problemis aggravatedin theframework of integration
by the fact that mostequalitiespresenton a branchareactuallynot needed
to closeit, suchthat computinga completionof all availableequalitiesnot
only is expensive,but quiteuseless.Thesedifficultiescan(at leastpartially)
be avoided by using incrementalmethodsfor equality reasoning(Beckert
and Pape,1996).Theseare algorithmsthat—aftera futile try to solve an
E-unificationproblem—allow to storethe resultsof the equalityreasoner’s
computationsandto reusethemfor a later call (with additionalequalities).
Then,in caseof doubt,theequalityreasonercanbecalledearlywithout run-
ning therisk of doinguselesscomputations.In addition,an incrementalrea-
sonercanreusedatafor differentextensionsof a setof equalities.

Fortunately, dueto the inherentlyincrementalnatureof 3TAP’s algorithm
for solvingE-unificationproblems,it waspossibleto designandimplement
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an incrementalversionof it: rewrite rulesandunificationproblemsthat are
extractedfrom new literalson a branchcansimply beaddedto the dataof
the backgroundreasoner. Previously, informationcomputedby the equality
reasonerof 3TAP couldnotbereused,andthebackgroundreasonerwaseither
called(a)onexhaustedtableaubranches(i.e.,noexpansionruleis applicable;
this meantthatbecauseof redundantequalitiesevensimpletheoremscould
not be proved) or (b) it wascalledeachtime beforea branchingrule was
applied(which usually lead to early calls andrepeatedcomputationof the
sameinformation).Now 3TAPavoidsbothproblems.Theincrementalequality
reasonermaybecalledeachtimebeforea disjunctiverule is appliedwithout
riskinguselesscomputations.

4.2. GeneratingPrecedenceOrdersfromSimplifierRules

As in mostinteractive theoremprovers,in KIV simplificationis a key issue.
Simplifierrulesaretheoremsover a datastructure,which have beenmarked
by theproof engineerfor usein thesimplifier. Thewayof useis determined
by their syntacticshape.The mostcommonsimplifier rulesareconditional
rewrite rulesof theform φ � σ � τ, intendedfor rewriting instancesof σ to
instancesof τ if φ is provable.

Thefact thatsimplifierruleshaveanoperationalmeaningwithin aninter-
activeprover canbeusedin severalwaysto guideproofsearchin automated
systems.Oneexampleis the automaticgenerationof usefulprecedenceor-
dersof functionsymbols(otherwise,anordermustbeprovidedmanuallyor
anarbitrarydefaultorderis used).Suchordersareusedin many refinements
of calculi in theoremproving, henceour resultsareof generalinterest.

In 3TAP, the precedenceorder is usedto orient equationswith a lexico-
graphicpathorderbasedon it. Themoreequationsoccurringduringa proof
canbeordered,thesmallerthesearchspacebecomes.

A first attemptto generatean order from the rewrite rulesof KIV is to
define f � g for top-mostfunctionsymbolsf andg thatoccurontheleft and
ontheright sideof arewrite rule,respectively, provided f �� g. Theattemptto
generatea total orderfrom this information(by a topologicalsort),however,
typically fails dueto a numberof conflictssuchasthe following (cons, car,
cdr andappendaretheusuallist operations):

append(cons(a,x),y)= cons(a,append(x,y))
x �� nil � cons(car(x),append(cdr(x),y))= append(x,y)

The first rule suggests,in accordancewith intuition, that append � cons,
while thesecondonesuggeststhecontrary. To avoid suchconflicts,oneex-
cludesrewrite rulesof theform φ � σ � τ, whereτ canbeembeddedinto σ
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(asis thecasein thesecondrule above) from theordergeneration.Wetested
theresultingalgorithmwith five specificationsfrom existing casestudiesin
KIV, eachhaving approximately100 rewrite rules.The resultwas that the
functionsymbolscouldalwaysbetopologicallysorted,exceptoneconflicting
pair of rewrite rules.Additional restrictionson theordercould beextracted
by consideringthefirst differing functionsymbolsin rewrite rulesinsteadof
thetop-mostones(noadditionalconflictsarose).For maximalflexibility KIV
passeson only a partial order(if a conflict is found,no informationon this
function symbol is generated).The partial order is madetotal andusedin
theequalityhandlingmoduleof 3TAP. For yet anotheruse,seethefollowing
section.

Our considerationsshow that rewrite rules,which areusedin interactive
theoremproving to “simplify” terms(relative to theuser’s intuition), canbe
translatedratherdirectlyinto informationusedin automatedtheoremproving.
Experimentsshowed that with suitablesimplifier rulesand a similar algo-
rithm astheoneabove,oneobtainsananalogousresultfor predicatesymbols
(providedthattheequalitysymbolis consideredto bespecial).

5. RESTRICTING THE SEARCH SPACE

5.1. Problem-SpecificOrders

Calculi which incorporatesearchspacerestrictionsbasedon atom and lit-
eral ordersare relatively well investigatedin the domainof resolutionthe-
ory (Fermülleret al., 1993). In order to employ suchrestrictionsin 3TAP,
we could build on recentwork on order-basedrefinementsfor tableaucal-
culi (HähnleandKlingenbeck,1996;HähnleandPape,1997). In fact this
latter researchwaspartially motivatedby the integrationof paradigmsdis-
cussedin thepresentarticle.

Orderedtableauxconstitutea refinementof free variabletableaux(Fit-
ting, 1990).They have a numberof advantagesthatbecomeparticularlyim-
portantin the context of softwareverification: They are definedfor unre-
strictedfirst-order formulas(HähnleandKlingenbeck,1996)(in contrastto
mereclausalnormalform) andthey arecompatiblewith anotherimportantre-
finementcalledregularity (Letzetal.,1992).It is possibleto extendordering
restrictionsto theoryreasoning(HähnleandPape,1997).Moreover, ordered
tableauxareproof confluent: every partial tableauproof canbeextendedto
a completeproof provided the theoremto beproven is valid. This property
is an essentialprerequisitefor automatedsearchfor counterexamples, see
Section8 below. Finally, problem-specificknowledgecanbeusedto choose
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anorder, which not only restrictsthesearchspacebut, moreimportantly, re-
arrangesit favorably.

The last point is difficult to exploit in general,but in the KIV-3TAP inte-
grationonecantakeadvantageof thesameinformationcomputedalreadyto
reducethenumberof axioms(Section3) andto providemeaningfulsimplifi-
cationordersfor equalityhandling(Section4.2).Thehierarchyof specifica-
tionsandtheimplicit hierarchyof functionsymbolswithin eachspecification
definesa partialorder � of the functionandpredicatesymbolsoccurringin
a problem.Suchan order � canbe naturallyextendedto an A-order 	 : a
binary, irreflexive,transitiverelationonatomswhich is stableundersubstitu-
tions.Orderedtableauxcanbecharacterizedby restrictingbranchextension
asfollows:a formulaφ canbeusedto extenda tableaubranchB if f either(i)
φ hasan 	 -maximalconnectioninto B (i.e., theconnectionliteral of φ occurs
	 -maximallyin φ) or (ii) φ hasan 	 -maximalconnectioninto anotherinput
formulaψ (i.e., theconnectionliteralsof bothφ andψ occur 	 -maximally).

One particular A-order, basedon � , is 
 . For two terms/atomss �
f � s1 ������ sn � , t � g � t1 ������ tm� is s 
 t if f (i) either f � g or f � g, n � m,
andti 
 si for 1 � i � n and(ii) thevariablesof sareasubsetof thevariables
of t. The automaticallycomputed
 often prevents literals from unrelated
hierarchiesto bemaximaland,asa consequence,a formulaφ hasno maxi-
mal connectioninto a branchwith only literalsfrom a hierarchyunreachable
from the maximalliterals of φ. Even when 
 doesnot perfectlyreflect the
hierarchywithin aproblem,completenessof thecalculusstill guaranteesthat
aproofcanbefound,althoughproofsearchmightnotbeinfluencedasfavor-
ably.

5.2. PragmaticConnectives

As explainedabove, the automatedpart of the integratedsystemis usedto
prove thosesub-tasksthatareof first-ordernature.In ourcontext of software
verification,first-orderformulasappearin verydifferentsituations:asaxioms
of a specifiedtheory, asrewrite lemmas,or assubgoalsin a proof of a the-
oreminvolving programs.Eachof thesecontexts carriesits own pragmatics
concerningthe way formulasareusedin proofs.So it is a basictaskto en-
abletheautomatedprover to makeuseof asmuchpragmaticinformationas
possible.Onesolutionis to addnew logical connectivesto the logic of the
automated(tableau)prover.

Expansionof adisjunctiveformulacausesasplittingof thecurrentbranch,
after which oneof the two resultingbrancheshasto be chosenas the new
branchin focus.Thischoiceheavily affectsthesearchspace.Consider, for ex-
ample,the formula p � x��� q � x� : its expansiongeneratestwo (sub-)branches,

I_3_16-mod_a.tex; 9/03/1998; 13:09; p.9



556 AHRENDT etal.

say B1 and B2, with leaves p � x� and q � x� , respectively. Supposethereare
many differentinstantiationsof x thatallow to closeB1, but only few instan-
tiationsthatallow to closeB2. In thiscase,thesearchfor aninstantiationthat
closesboth branchesshouldbe doneby first searchingfor an instantiation
that allows to closeB2 andthencheckingwhetherit allows to closeB1 as
well; obviously, a muchsmallersearchspaceis spannedthisway.

In general,one hasno information that allows to decidewhich branch
shouldbeclosedfirst, sothedisjunctiveconnectives( � , � and � ) aretreated
in astandardway;by default,theleft argumentis handledfirst (sometheorem
proverstaketherelative sizeof p andq into account,which mayor maynot
bebeneficial).On theotherhand,specificknowledgeon therole of p or q in
theproofwouldallow to rearrangeandoptimizethesearchspace.

Typical candidatesfor this are implicationsthat are intendedto exclude
exceptions. Considerthe formulan �� 0 � property� n� . It statesa property
holdingfor all naturalnumbersexcept0. Assumethis formulaoccurson the
branchin focusandproperty� n� is a complex formula.Expandingtheimpli-
cation,standardtreatmentputsthenew branchB1 with leafn � 0 in focus.As
eachof thesubstitutions� n � 1 � � � n � 2 � ���� closesB1, thenaturalnumbers
areenumeratedby backtracking.It is muchbetterto examinethebranchB2

containingproperty� n� first, andthencheckthattheinstantiationof n usedto
closeB2 is notequalto 0.

For thisweaddedaversionof implicationto the3TAP logic,calledif_then,
whosedeclarative semanticsis thesameasthatof usualimplication,but that
carriesthepragmaticinformationthatthebranchassociatedwith thethen-part
shouldbeclosedfirst. In theintegratedsystem,thecontrolspecificdistinction
betweenlogically equivalentconnectivesis madeby KIV, usedby 3TAP, but
hiddento theuser, protectinghim or herfrom beingconfusedby operational
semantics.

6. CONVERTING PROOFS

Usually, automatedand interactive theoremproversusequite differentcal-
culi, supportingmachine-orientedproofsearchand,respectively, theintuition
of a humanuser. To dealwith this gap,we chosea dualapproach,switching
whennecessarybetweenthe interactive part of the system(basedon a se-
quentcalculus)andtheautomatedpartof thesystem(basedon freevariable
tableaux).Doing thisweexploit thefull powerof bothmethods.

Theresultingquestionis: whichkind of informationdobothsystemparts
have to exchangewhen they co-operateto constructa proof? First of all,
thereis static informationdependingon thesignature,axioms,lemmas,and
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the specificationstructure,but not dependingon the formula to prove. The
dynamicallyexchangedinformation,dependingon a currentproof task,was
atfirst arequestto proveaformula,respondedby yesor no (if not timedout).
Even this shortresponseis extremelyvaluable,becauseit cansave the user
timeandeffort otherwisespentin a boringandpotentiallylongproof task.

But thereare good reasonsfor a more informative response,providing
thewholeproof (if onewasfound)or at leasttheassumptionsusedin it. One
importantreasonis thecorrectnessmanagementusedin KIV, whichautomat-
ically guaranteestheabsenceof cyclesin lemmadependenciesandautomati-
cally invalidatesproofsaffectedby themodificationof a lemma.To integrate
theproofsfoundby 3TAP into this management,KIV needsmorethanjust a
yes. Thesecondreason(which requiresthecompleteproof asa response)is
thereplaymechanismof KIV, which is ableto rebuild thebranchesremain-
ing valid of an invalidatedproof tree.That is why all proofsfoundby 3TAP
shouldbefully transformableinto KIV proof trees.Finally, embedding3TAP
proofsinto theKIV calculusmakesit possibletovisualizetheoverallproofin
asingleframework, enablingtheuserto understandwhatis goingonwithout
requiringhim or herto dealwith two differentcalculi.

Therefore,3TAP proofsmustbetranslatedinto KIV proofs.Sincethefirst
usesatableaucalculusandthesecondasequentcalculus,themaintaskseems
to bethetranslationof tableauxinto sequentproofs.But this is not difficult,
becausethereis a one-to-onecorrespondencebetweentableauxandsequent
proofs,providedwe considerappropriateinstancesof the calculi consisting
of correspondingsetsof rules.In our case,they do not correspondone-to-
onebecausethey aredesignedfor differentpurposes:automatedsearchand
interaction.Thesedemanddifferent features.For an interactive proof con-
struction,theruleshave a greatdegreeof non-determinism(e.g.anarbitrary
termhasto beguessed)and,at thesametime, they have to besimple.On the
otherhand,in thecontext of automatedsearch,nothingis moreimportantas
thereductionof searchspace,whichrequiresaverysmalldegreeof freedom,
postponingdecisionsandremoving non-determinismasmuchaspossible.

A typical examplefor that differenceis thecut-rule,which is usedin an
interactivecalculustoenablecasedistinctionsoverarbitraryformulas.Sucha
ruleis notfeasiblein anautomaticproofprocedure.Therefore,3TAP’stableau
calculusoffersonly a kind of restrictedcut,calledlemmageneration,which
handlesdisjunctionsby addingthe negation of one extensionto the other
extension.Here,thetransformationis easybecauselemmagenerationcanbe
verysimplysimulatedby cuts.

Muchmoreinterestingis thedifferenthandlingof instantiations.KIV uses
a “ground” calculus,wherethesystemor theuserhasto guessa termasan
instanceof an � -quantifiedvariablewhenapplyinga γ-rule. Given this, the
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handlingof � -quantifiedvariablesby the δ-rule is very easysinceSkolem
constantssuffice.Ontheotherhand,3TAP usesa freevariablecalculus.Here,
theγ-rulesintroducefreevariables,representingtermsnot yet guessed.As a
consequence,theδ-ruleshave to introducenew Skolemtermscontainingthe
freevariablesof theformula.Olderversionsof theserules(Fitting,1990)cor-
respondone-to-oneto rulesof asimple“ground”calculus.But theresearchin
thefield of tableauxyieldedseveral improvements.Oneis a modifiedδ-rule
(δ ��� ), which is proven to allow exponentialshorterproofsin extremecases
(Beckertet al., 1993).Here,we decidedto provide a “ground” δ-rule that
correspondsto δ ��� . Therule itself hasasimpledescription,but its soundness
proof turnedout to bedifficult.

Another improvementof the free variabletableauxis the usageof uni-
versalvariables. Thesearespecialfree variablesto which arbitrarily many
instancescanbe assigned(seeChapterI.1.1). They have no counterpartin
thesimple“ground” calculus.To bridgethisgap,proofsusinguniversalvari-
ablesaretransformedinto groundproofsby collectingall instancesassigned
to auniversalvariableandbuilding severalgroundcopiesof theaffectedsub-
proof,onefor eachinstance.Thecrucialpointhereis theanalysisandhand-
ling of dependenciesbetweenfreevariableinstances(Stenz,1997).

7. EVALUATION: THE WAM CASE STUDY

To evaluateour projectresultsandto demonstrateimprovementsin theinte-
gratedsystem,we choseto verify selectedcompilationstepsfrom Prologto
theWarrenAbstractMachine(WAM) asourmajorcasestudy.Thealgorithms
anda mathematicalanalysisof the compilerwerealreadyprovided (Börger
andRosenzweig,1995),allowing us to concentrateon the developmentof
a formal specificationand on theoremproving. A first analysis(Schmitt,
1994)of theassociatedcorrectnessproblemsshowedthatverificationof the
first compilationstepposestaskschallengingfor bothKIV and3TAP, which
shouldlead to synergy effects.One importantchallengefor the interactive
proverwasthefact that,dueto its complexity, thecorrectnessproofcouldbe
developedonly in anincrementalprocessof failedproof attempts,errorcor-
rectionandre-proof(evolutionaryverification).For theuseof theautomated
prover an importantaspectwas,that a large numberof standarddatatypes
(lists, sets,tuples,etc.) is required,thusa large numberof first-ordertheo-
remshadto beproved.Thesetheoremswereusedasbenchmarksto evaluate
improvementof theintegratedsystem.

Thecontentof thecasestudyis describedin ChapterIII.2.6, togetherwith
oursolutionfor theproblemof findinglargeinvariants.Here,wejustmention
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that verification revealedsomeformal gapsin the analysisof (Börger and
Rosenzweig,1995).Moreover, the operationalsemanticsof WAM code,as
formalizedin that paper, wasfound to be non-deterministic,allowing non-
terminationof programsthatshouldterminateaccordingto Prologsemantics.
Without giving anexplanationhere,we just show oneexample.TheProlog
programconsistingof theclauses“p :- fail.” and“p.”, whenaskedthe
query“?- p.”, hasmorethanonebehavior: it mayterminatewith “yes”,
but it mayaswell run forever.

It took threemanmonthsto verify thetwo correctnesstheoremsincluding
all requiredlemmas.Thefinal proofsof the two maintheoremsin Dynamic
Logic required846 interactionswith the user. The algebraicspecifications
contained207 axioms;184 first-orderlemmaswereused.Thesewere rel-
atively easyto prove comparedwith the complexity of the main theorems,
andusuallythefirst attemptto statetheselemmaswascorrect.Nevertheless,
additional350 interactionswererequired.About 90% of theseinteractions
couldpotentiallybesavedby theuseof an(ideal)automatedtheoremprover
(the remaininginteractionsinvolve induction).In reality, first testswith the
58 theoremsof thetop-level specificationshowedthat3TAP wasonly ableto
prove 5 of these,giving a ratio of only 8%. With the improvementsof the
integratedsystemwe have implementedso far, the integratedsystemis now
ableto prove21(36%)theoremsfully automatic.Themostsignificantgainin
theproductivity of 3TAP (from 9 to 21) wasachievedby thereductionof the
setof axioms,whichoftenleft only 10–20relevantaxiomsfor eachproof.

8. CURRENT DIRECTIONS OF RESEARCH

Beyondthework describedsofar, currentresearchconcentratesondeepening
theintegrationof theautomatedandtheinteractiveproving paradigmby ex-
ploiting furtherdomainspecificsfoundin softwareverification.Four aspects
of thiswork aredescribedin thefollowing.

TableauRewriting Using Simplifiers Simplifiersof the form � � x� � p � x� �
ψ � x��� arefrequentlyusedin KIV specifications.Typical examplesaredef-
initions1, wherethe formula ψ is usedto specify the meaningof predicate
symbolp, suchasin � � x� � even� x� �!�"� y� � x � 2 # y��� .

Simplifiers carry pragmaticinformation. In proofs,a simplifier is used
solelyto deduceaninstanceψ � t � of theconclusionfrom agiveninstancep � t �

1 Definitionsareusuallyequivalencesof the form $&% x'�$ p $ x')( ψ $ x'�' ; they re-
placethetwo simplifiers $*% x'�$ p $ x'+� ψ $ x'�' and $*% x'�$-, p $ x'.�/, ψ $ x'�' , but not the
implication $&% x'�$ ψ $ x'0� p $ x'�' , which is (in general)nota simplifier.
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of thepremise,thusit is known (andpartof thepragmaticsof thesimplifier)
that thecontrapositive � � x� �"1 ψ � x� �21 p � x��� is not neededin proofs.Note,
that althoughbothsimplifiersandif-then formulasareformal implications,
the conceptof a simplifier is complementaryto that of the if-then operator
andtheir pragmaticsis completelydifferent.Consequently, thesearchspace
shouldbeorganizeddifferently.

As thereis a strongrelationshipbetweensimplifiersandequalityreduc-
tion rules,the improvementonecanhopeto gain is similar to that of using
reductionrulesfor rewriting terms(ascomparedto usingequalitiesin anun-
restrictedway).

ExtendingtheApplicationDomain Until now wehaveconsideredtheuseof
automatedtheoremproversfor goalsoccurringaslemmasorexplicit subgoals
duringinteractivecorrectnessproofsof softwaresystems.Thereare,however,
alot of otherfirst-ordertheoremshiddenin goalscontainingprograms,which
canbeprovedusingautomatedsystems.Sometypical subgoalsof this kind
are:
3 to testtheapplicabilityof aconditionalrewrite rule;3 to checkdisjunctivegoalscontainingprogramsfor first-ordervalidity;3 to checka programconditional(or its logical complement)for validity

in thecurrentcontext, which allowsto omit theelse-(then-)branch;3 to determinethereachabilityof a recursivecall (whichcanbeexpressed
in a first-orderformula).

For all theseproof tasks,KIV usesits generalsimplifier (possiblyinvolv-
ing userinteraction).But all thesetasksaresuitablefor trying 3TAP asthey do
not requireinduction.Comparedto thefirst-ordertheoremswe proveduntil
now, they haveaverydifferentcharacteristic:mostof thesegoalsarenot the-
orems.Anothernew characteristicis thatnotonly a lot of axioms(andusable
lemmas)areirrelevant to the proof, but alsothe goalsthemselvescontaina
lot of subformulaswhich areirrelevant.For routineapplicationof 3TAP these
new problemshave to besolvedfirst.

ProofEngineering Besidea highdegreeof automation,animportantcrite-
rion for theefficient verificationof largesoftwaresystemsis theexistenceof
powerful proof engineeringtools.Theseallow incrementaldevelopmentof
proofsandthusto copewith failuresandresultingcorrectionsandchanges.
Major componentsare:
3 methodsfor theanalysisof proofs,3 methodsto constructcounterexamples,3 methodsto reuseproofsandproofattempts.
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Thereexists a methodin KIV to reuseproofson programchanges(Reif
andStenzel,1993).But often it is alsonecessaryto correctfirst-order for-
mulas, e.g.for theincrementaldevelopmentof thecouplinginvariant in the
WAM casestudy. Therefore,oneof our majorefforts in thefuturewill beto
improve the possibilitiesto analyzeandto reuseproofswith changedfirst-
orderformulas.

ComputingCounter Examplesfor Non-Valid Problems First-orderprob-
lemsderiving from programverificationoftendonotconstituteprovablefor-
mulas.Thereasonsrangefrom bugsin theobjectprogramor thespecification
to erroneoustacticaldecisionssuppliedearlierby theuser(e.g.,too weakin-
ductionhypothesis).Also, extendingtheapplicationof anautomatedprover,
asdiscussedabove, involvesnon-theorems.It is, therefore,anextremelyde-
sirablefeatureof anautomatedtheoremprover to provide counterexamples
for non-valid formulas.

In general,of course,falsifying interpretationsfor non-valid first-order
formulasarenot computable,but in the limited context of programverifica-
tion additionalobservations(whichhavesofar beenrarelynamedexplicitly)
simplify the situationconsiderably:if a programcontainsbugs it doesnot
meetits specificationfor certaininputs.Thesecritical inputscanbeobtained
from finite counterexamples.In practice,suchcounterexamplestendto be
small,sothereis noneedto searchfor largeinstantiations.

We canexploit several featuresspecificallypresentin problemsderived
from programverification.Counterexamplescorrespondto initial models
finitely generatedby a known setof functionsymbolsandconstants.More-
over, variablesaresorted,which further restrictsthe numberof models.On
theotherhand,oneneedsto generatemodelsrelative to anequalitytheory.

9. OTHER APPROACHES TO INTEGRATION

Thereareseveralapproachesdescribedin theliterature,which have in com-
montheaim to strengtheninteractiveproving methods(andtools)by adding
automaticmethods(andtools)which areableto handlea relevantamountof
subtasks.

Apart from first-orderlogic theoremproving, themostimportantreason-
ingmethodsbeingintegratedin interactiveframeworksare:computeralgebra
(HarrisonandThéry, 1993;Ballarinetal., 1995),modelchecking(Joyceand
Seger, 1994;Owreet al., 1996)anddecisionprocedures(BoyerandMoore,
1988).Eachof themis typically appliedto someparticulardomain(s).Com-
puteralgebra is incorporatedinto proof systemssolvingproblemsof math-
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ematicalor physicalorigin. Theseapplicationsare very different from the
problemsoccurring in softwareverification,on which we focusedin this
chapter. Model checking is often usedin the context of hardwareverifica-
tion. This methodis alsoappliedto verify software,but then restrictedto
(sub-)systemsthat can be adequatelyrepresentedby (not too many) finite
states.Althoughtheamountof potentialapplicationsis growing dueto new
techniquesof abstraction,mostproblemsarisingin softwareverificationare
infinite-state.Finally, for our domainthe decisionproceduresarethe most
relevant of the listed methods.They arenot meantto be flexible but tailor-
madefor fixedtheoriesthatareusedveryoften.Here,thecrucialquestionis:
how many datastructuresweuseoftenaredecidableand,apartfrom that,un-
changing?In theexperienceof ourdifferentcasestudies,mostspecifications
hadoften to bemodified.But, of course,therearea few decidabletheories
weuseregularly(e.g.fragmentsof naturalnumbers,integers),wheredecision
procedureswouldhelp.

Computeralgebra,modelchecking,anddecisionproceduresdiffer from
ourapproachin thattheincorporatedalgorithmshandledecidableproblems.
Moreover, thecorrectnessmanagementproblem(keepingeverythingconsis-
tent,while theunderlyingtheoriesarechangedandcorrectedcontinually)is
not relevant for theseapproaches,becausethey handleonly fixed standard
theories(e.g.lineararithmetic,calculusandbooleanalgebra).

In contrast,the problemof impairing correctnessof the interactive pro-
ver by “believing” theresultsof connectedsystemshasbeenanissuein the
approachesmentionedabove(in particularfor computeralgebra).In compar-
ison,this issueis lesssignificantfor thejoint work of two provers.

Relevantwork in the areaof automatedtheoremproving areattemptsto
aggregateseveralautomatedproversundera commonhomogeneoususerin-
terface,e.g. ILF (Dahnet al., 1995) (for conceptualissuesseealsoChap-
ter II.3.10), andexperimentsthat extend existing automatedproversby an
interactivecomponent,e.g.INKA (HutterandSengler, 1996).

We are also aware of several attemptsto integrateautomatedtheorem
proving techniqueswith interactivesystems,thathave beenmadesofar:

The homogeneousapproach,which implementsan automatedtheorem
prover in the implementationlanguageof the interactive systemwasused
in the HOL system(Schneideret al., 1992).The automatedtheoremprover
FAUSTusesavariantof thesequentcalculus.Thesequentcalculusproofsre-
sultingfrom its applicationareconvertedbackto HOL proofs.Theapproach
resultedin speed-upsandreducedthe necessaryinteractions.Nevertheless,
a prototypicalimplementationlike that of FAUST cannotcompetewith the
resultsof efficient implementationsof automatedtheoremprovers.

Our heterogeneousapproach,which combinestwo differentexisting pro-
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vers,haspreviouslybeenusedto combinetheHOL systemwith a resolution
prover. Thework describedin (Archeretal.,1993)concentratesontheselec-
tion of asub-languageof higher-orderlogic suitablefor theresolutionprover
andonproofvisualization.

A directcomparisonof aheterogeneousandahomogeneousapproachcan
be found in (Busch,1994).The first is a combinationof the higher-order
logic proof checkerLAMBDA with the automaticfirst-order logic prover
SEDUCT. Thesecondis anextensionof LAMBDA by rulessuitablefor first-
ordertheoremproving, togetherwith heuristicsfor quantifierinstantiation.

Finally we shouldmentionthe recentintegrationof the interactive type
theoryprover Typelab(seeChapterI.3.16)with theequalityproverDiscount
(StreckerandSorea,1997)andcurrentwork in progresson combiningKIV
andINKA in theVSE system(Hutteretal., 1995)andNuPRLwith KoMeT.

All theseexperiments(excepttheVSE system)arebasedonhigher-order
logic languages,in which algorithmsare denotedin a functional style. In
contrast,our logical framework, the DynamicLogic, dealswith imperative
programscombinedwith first-orderformulas.Anotherdifferenceis themain
purposeof our system.It is not designedfor formalizing mathematics,but
specializedto verify modularprogramsw.r.t. structuredalgebraicspecifica-
tions,i.e.structuredfirst-ordertheories.Ourworkdiffersfrom othersin heav-
ily makinguseof this applicationdomain,especiallyfor reducingthesearch
spaceof the automaticprover (seereductionof the axiom set, generating
precedenceordersandotherissuesabove).

10. CONCLUSION

Ever sincewe begantheprojectof integratinginteractive andautomaticthe-
orem provers,we had the strongfeeling to be working on a strategic and
promisingtopic. Alreadytheexpectedbenefitfrom linking the two theorem
proving programsprovided sufficient motivation to set to work with extra
effort. But thiswasonly thebeginning.

Weanticipatedto identify problemsthatarenotparticularto our two theo-
remproving systems,but wouldarisein any attemptto combinethetwo the-
oremproving paradigms.And in factwecannow nametypical troublespots:
the difficulties of automatedprovers to copewith large setsof axioms,the
mismatchbetweenfirst-orderautomatedtheoremproving andhigher-order
interactive provers,the useof pragmaticinformationto guideproof search,
andthe internalcommunicationbetweenthe interactive and the automated
prover. We have madesubstantialprogresstowardsfinding solutions,which
againhave significancebeyond the specialsituationwe are dealingwith.
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Fromthis experienceandfrom observingtheliteratureandthefocusof con-
ferencesweseeanew researchareaemergingthatmightbecalled“integrated
theoremproving”.
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