Proofs

Proof of Theorem 1. 1t is straightforward because NTNI is
a generalization of TNI where the policy defines all possi-
ble flows explicitly. Hence by considering the transitive and
reflexive closure (C*) of the transitive relation (C) as the
nontransitive one, the theorem holds.
1) Let Lyy = Ly,> = C*,and 'y, = I';. Then, C(¢¥) =
("' >¢) = {¢'|¢' °*¢}, and according to the defini-

c/
tions 1 and 3, V¢. (M, (_)J\/ M, < Ml =; M,).
2) Considering Definitions 3 and 4,
c/
(vz e LyvM.M. (M, T M, A
(e, My)=(stop, M) A (c,M,)—(stop, M})) =
1 Lo
M=y M) =
c()
(Vf (S L.N”'VMI’MZ' (M] = N M2 A
(e, My)=(stop, M}) A (c,M,)—(stop, M})) =
c
M (—)N M/) thus the theorem holds.
O
Proof of Lemma 1. The transformed program ¢’ is parti-

tioned into three sections such that ¢’ = init;orig;final s:
(1) initial assignments for femp variables (init,), (2) the
original program that variables are renamed to femp variables
(orig.s), and (3) final assignments for sink variables (final).

1) The init section only sets the values of X,
variables and each assignment is in the form of
Xemp :=x for all x & Var.. We also know that
Vx € Var..xy, & FV(init,). Using the rule (WRITE)
of the semantics by the number of elements in

Var,, we can conclude that the init section always
terminates and VM.3!M’ (init.,, My—!V"(stop, M") A
VxEVarc.M’(xlemp) = Mx) = M@) AM(xg,) =
M(xsink)'

2) The program c and the orig, section are identical up
to a-renaming of variables x € Var. with Xx,,,, and
Vx € Var..x & FV(orig.) A Xy, &€ FV(orig.). Thus, we
write VM, M, Vx € Var,.M,(x) = M»(x) = M»(x,,,) =
Vn € N.{c, M| )>"{c;,M’ 1) A (origa, My)=" <62,M/> A

Mi(x) M (X)) AM, (x) M, (x) = Ml(x)/\M2(xsmk)
M ('xsmk)
3) The final section includes assignments from the

value of x,,, variables to xg, variables where

assignments are in the form of xg, := X, for all

x € Var,. We also know that Vx € Var,.x & FV(final.).
Similar to the init section, by applying the rule
(WRITE) by the number of elements in Var, we
can write VM.3'M’ (final,, My—"Verel(stop, M"y A
Vx € Var,. M (i) = M' (Xypp) = M(Xypp) A M'(x) =
M(x).

4) If we use the semantic rule (SEQ-I) for the sequence
of these three sections and follow the aforementioned
statements, we can conclude that Lemma 1 holds.

O

Proof of Lemma 2. Using Lemma 1, we can establish a cor-
respondence between the two security definitions. We have
(c, M)y=*(stop, M’y < (Canonical(c), M)—*(stop, M"),
which means the termination behavior stays the same. Then
given that Vx € Var,. M'(x) = M" (x,,) = M" (xgj) AM(x) =
M" (x), the lemma is proven. O

Proof of Lemma 3. For simplicity, we write
¢’ = Canonical(c). We know that Vx.(P(x) = Q(x)) =
(Vx.P(x) = Vx.Q(x)). So to prove the lemma, we show
the correctness of the following statement:

VM, My.(c', My)~*(stop, M) A {c', M)~ (stop, M) =

(6((4 12
(W’ELN(Ml Oy M, = ML, om)

=N —

/
ve'er,. (M S M = m L M’))
If the execution of the program ¢’ for (at least) one of the
two arbitrary memories M; and M, does not terminate, then
the premise in both security definitions does not hold, thus
the lemma holds. Assuming the program is terminating for
both memories, we prove the statement as follows:

1) Left to right:

4
a) Let I, ={{ € Lyv|IM, (—)N M,} be the set of lev-

els in L,  that the two memories are indistinguish-
able for the set of labels can flow to thern Then,
we have IJ\/‘ELT /\IT—{f/ELT|M1 TMZ} =
(' eL|t el At € 9(C(¢))} = %) based on
Definition 1.

b) Using Lemma 1, we can conclude that V¢ € I,,.Vx €
Var.Tyy(x) = ¢ = (Ixgy € Vara Tr(xgy) =
C(£) A M/ (i) = M) A (3x € Vary Tr(x) =
{£} A M;(x) = M;(x)) A (Hxlemp € Vary 'y (Xypmp) =
Ly AM (Xrepp) = My (Xyp)) AN E I AC(E) € I

c) Therefore, V¢ € I .M iN M, <= V' €

' @)
Iy M| =7 M. Hence, V¢ € Ly. (Ml =y M =

f !
M, =y M) = V' elL;. (M1 TMQ = M _T
M).

2) Right to left:

m

f’
a) Let IT {f/ (S LTlMl =r Mz} and IJ\/‘ = {f
()
LylM, = My} ={¢ €Ly|C({) €I}

b) According to Lemma 1, we have V¢’ € [,.3¢
LN.<£’ = {¢} = @) C Iy AVx
Var,.yx) = ¢ = (Elxsmk € Vary Tr(xgy) =
C() AM| () = M (xgp)) A (Ix € Vary Tr(x) =
¢ AM(x) = My(x)) A (Iromp € Vary Tr(xi,) =
Ly A M Gop) = M) (iemy)) )

¢’ 13
) Thus, V¢' € Iy M| =7 M), <= V¢ € Iy.M| =

m Mm

f’
M. Hence, V¢’ € Ly.(M; =; M, : M

M}) = Vf € Ly.(M, Ly = M Sy My).



Proof of Theorem 2. By using Lemma 2 and Lemma 3. [

Proof of Theorem 3. To show soundness of the type sys-
tem, we prove the following statement: pc-T{c'}I" =

4
(W € Ly VM My (M; =p.; My A (¢, M)~ (stop, M!) A

¢

(c’,MZ)—fk(stop,M;)) = M, =pr M;) AVx €

Varsink' r/(x) = TI'(),

M, iF,T M, < VxeVar,. TWC{ = M;x) = M)(x).
The first part of the statement denotes the definition of security
in the flow-sensitive style and the second part of the statement
ensures the flow-insensitivity of sink variables.

The first three rules determine the security level of expres-
sion e, which is the join of security levels associated with free
variables of the expression.

By induction on the typing derivation and the structure of ¢’,
we have VM. Vx € Var,. ({c, M)~ (stop, M")Apc =T{c'} T’ A
pcZT’(x)) = M(x) = M'(x), where pc ZT”(x) implies that
no assignment to x occurs in ¢’. Note that in the assignment to
sink variables (rule TT-WRITE-II), the memory gets updated
in a secure way since pc UT(x)CT(x) = pcCTI'(x).

It can also be easily proven by induction on the typing
derivation that pc =T {c’} T" Apc' Cpc = pc =T{}T".

By induction on the typing derivation and the structure of ¢/,

¢
we show that pc=T{c/}I7 = V¢ € L. VM, M,. (M, =p 1
My A (¢, My)=(stop, M) A (¢, M,)—(stop, M})) =

where ¢ = Canonical(c) and

M ir’,r M), We discuss the cases as follows:

. Case (TT-SKIP): We

pckT{skip}T' = V¢ € Ly. VM, M,. (M, ir, My A
(skip, M) (stop, M) A (skip,M,)—(stop,M,)) =

directly  can  write

13
M =r; M,.
. Case (TT-WRITE-I): The conclusion part is
pckT{x :=e}Tx—>pcut], thus T' and I’ only

might differ in x; and similarly for M; and M,. The
statement holds for this case because pc CT”(x) = pcU 1.
. Case (TT-WRITE-II): The condition pc U I'(x") CT(x)
checks if the assignment is permitted with regard
to the transitive policy; it captures implicit (pc) and
explicit (I'(x")) flows to the variable x. Thus, we have
pckT{x :=X}T = V¢ eL;.VM|,M,. (M, iRT
M, A (x 1= x', M)~ (stop, M) A

(x :=x’,M2>—>*(st0p,M£>) = M iF,T M.

Case (TT-IF): Based on the induction hypothesis,

pcuttET{c,}T" = TNIy(T,cp) for b = true, false.

Since pc C pc U ¢, the statement holds for this case.

. Case (TT-WHILE): Based on the induction hypothesis,
we have pcUtET{cpq} I = TNIp(T, cpyqy), and
pcEpc U t, thus pc-I'{c}T" = TNIy(T,c) for
¢ = while e do cp,g,.

. Case (TT-Seq): Using the induction hypothesis,
we have pckT{c}T” = TNI (T ,cp) A
pcET{c,} T = TNI(T ,cy). Therefore,

pcET{cy;0} T = TNI(T ,c;; ).

. Case (TT-SuUB): Based on the induction hypothesis,
pei ET{e}I = TNI(T,c). Considering the con-
ditions pc, Cpey AT, CI' AT CT), we can conclude
pey ET{c) Flz = TNI (T ,c).

We also prove the second part which requires the levels of
sink variables remain unmodified through the program. There
is no typing rule that updates the level of sink variables of the
program, and the subsumption rule (rule TT-SUB) obviously
guarantees the property. Therefore, by induction on the typing
derivation, we have Vx € Var,,.I"(x) = T(x).

O

Proof of Theorem 4. By induction on the derivation of ex-
pressions, we prove the type for expression e is the union of
the security levels (i.e., the collected information flows) of
free variables of the expression, formally 'te : t = =
UxeFV(e) F(x):

. Case (VALUE): We label values as empty set since they
are visible for all levels and no free variable exists.

. Case (NT-READ): The type of variable x (i.e., ['(x)) is the
set of labels that might affect the value of the variable x
in the program. It must capture all the possible flows to
the variable, including the label of itself.

. Case (NT-OPERATION): Based on the induction hypothe-
sis, it is easy to conclude that t; Ut, = UxeFV(el@ez) ['(x).

. Case (NT-SuB-I): The subtyping rule for expressions
shows adding more security labels to the type of e keeps
the expression well-typed.

By induction on the typing derivation and the structure of

¢, we prove the theorem as follows:

« Case (NT-SkiIp): It is
P.U,pctskip : t =
N.

. Case (NT-WRITE): This rule checks the explicit and
implicit flows to the variable x have been collected in
I['(x) and permitted by > relation. The type ¢ is the
union set of I'(x) (all collected information flows) and the
type of e (the explicit flows). Considering pc (implicit
flows) of the assignment, the premise investigates the
presence of all labels in ¢t U pc in the collected flows
to the variable x (I'(x)), and guarantees that those are
permitted according to the nontransitive flow. Hence,

C(tUpc) "
VMI’MZ'MI = N M2A<.x = e,M1>—) <St0p,M;>/\
tUpc ,
P Mz' Thus,

(x 1= e,My)=¥(stop, M) = M| =
NTNI;; (N, x := e) holds.

Case (NT-IF): Based on the subtyping rule, we write
P,IpcutiFcyye -t = P,I,pctcyy,e 1, and
similarly for cg,,,. Aggregating the labels in 7, and 1,
and using the induction hypothesis prove the theorem
statement for if commands.

- Case (NT-WHILE) Similar to the previous case, if ¢;,qy
is well-typed under pc U ¢, according to the induction
hypothesis, this case is also proved.

Case (NT-SEQ): Using the induction hypothesis, c;;c,
has type t; U, and NTNI(N', ¢;;¢,) holds.

easy to see that
NTNIy (N, skip) for any



. Case (NT-SUB-II): The induction hypothesis shows
NTNI(N, ¢) holds if ¢ is well-typed, for example, has type
t; under pc;. If we extend the type with more security
labels under a smaller pc, the command ¢ remains well-
typed and satisfies NTNI(N, ¢).

O

Proof of Theorem 5. First, we start with demonstrating
that P,Tj,pckc:t = P’,F’l,pcl—c’ 1 t, where ¢ =
Canonical(c) and we extend the typing context I'; to F’l
and the labeling function P to P’ by adding temp and sink
variables with the same mappings for any variable x of the
program, ie., Vx € Var,.P'(x) = P'(Xpy) = P'rgm) =
Px) A F’l x) = l“/1 Kremp) = F’l Kgimp) = T ().

As discussed in Lemma 1, the program is partitioned
in three parts: ¢’ = init.;orig.;final,. By induction on the
derivation of init, and using the two rules (NT-WRITE) and
(NT-SEQ), we have P’ ,F’l, pclinit, © ¢ because statements
are assignments of the form X, :=x and I'| (x) = T"| (X;0,)-
Also, since P,I'|,pctc : t holds, then V¢ € T';(x)>P(x),
and thus V¢ € Il (Xyepp)- € =P’ (Xepp)-

We know that ¢ and orig(c’) are identical up to
a-renaming of variables x € Var, with x,,,,. Therefore,
P.T,pckc:t = P’,F’l,pci—c’ 1t because T'j(x) =
F; (xtemp), Px) = P(xtemp), and x, xg,;, & FV(c').

At the final section, statements are the form of
Xgink *= Xemp- Similar to the init section, because F’l(xlemp) =
[ () and V& € T (Xg)-f =P (), We can write
P, F/l ,pctfinal,, : t. Applying the rule (NT-SEQ) two times,
we conclude P’ ,F’l, pckinit,;origy; final s : t.

Then, we prove P, I",pct-c’ 1 t = pckT,{c'} I'; where
¢’ = Canonical(c). Remember that in the transitive type system
Ly = ®(L,), C = ¢C, and U = U. To connect the typing
contexts together meaningfully, the following constraints must
be considered Vx € Var,.:

o D3(Xgemp) F’l (Xtemp): The final type of x;,,,, contains the
set of labels in the last assignment that flow to the variable
in the program ¢’, due to flow-sensitivity of the transitive
type system, while F’l (Xtemp) 1s the predicted set of all
information flows to the variable x,,,,.

« 0 = APWL T Gemp) = Ly, Do) = C(P(X)):
The conditions are based on the labeling function pre-
sented in Definition 5 to adjust the nontransitive mapping
to the transitive one.

« I3(0) = (), T3(xgj) = Tolxge): As shown in Fig-
ure 9a, if the program is well-typed, the types for vari-
ables remain untouched except for Var,,,.

There is a one-to-one correspondence between typing rules
for expressions, which yields the union set of I'(x) for
free variables FV(e) as the type of the expression e. Thus,
Che:t = Thke:t.

By induction on the nontransitive typing derivation
Y2 ,F’l, pckc’ : t and the structure of ¢’

. Case (NT-SKIP): Based on the
pcT,{c"} T, holds.

rule (TT-SKIP),

. Case (NT-WRITE): We separate this case for two sub-
cases according to the variable on the left side of the

assignment:

- If x € Vary,,, since T(Fe:t = TDke:/r,
based on the rule (TT-WRITE-I), we write
pctTy{c"} Tylx - pcut'].

- If x € Vary,,;, we know that e = x,,,,, is the only case

in program ¢’ at the final s section. Because I'y Kremp) €
[ (Xep) and Y€ € T\ (xyp,) Upe.t € T (xgu) A
P (xgy) = pcl T3 (Xgemp) E CP (i) =
PeUl3(Xgepp) ET'3(xg). Hence, based on the rule (TT-
WRITE-II), pc=T'3{x :=e} ;.

. Case (NT-IF): Using the induction hypothesis and

et = T,ke: 1, the statement pckT,{c'} T3

holds for this case with respect to the rule (TT-IF).

Case (NT-WHILE): Similar to the case (NT-IF), and

according to the rule (TT-WHILE).

. Case (NT-SEQ): Using the induction hypothesis,
pcHTo{c} T3 and pctT3{cy} Ty, then
pcHT5{ci;cy} Ty by using the rule (TT-SEQ).

. Case (NT-SusB-II): Using the induction hypothesis,
we write pc;FIL{c} F/z. Since pc, Epcy, T3 ED,,
r EFg and in combination with the rule (NT-SUB-I),
pey ET5{c} I holds.

O

Proof of Theorem 6. Simliar to the proof of Theorem 1, by
considering the transitive and reflexive closure (C*) of the
transitive relation (C) as the nontransitive one, the theorem
holds.
1) Let Ly =
Then, C(f) =

Lr,> = CLCHandD'y, = T .
{t'e'=ty = {£'1'crey,
and according to the definitions 8 and 12,
c
ve. (I ©

3
=yl < I,=r1), and based on the
defintions 7 and 11, V¢. (01

C(¢)
2) Considering Definitions 11 and 14,

3
=N02 — 01 =7 02)
C(t)
(VKELN.VM.VII,Iz. (I E v b A(MI,2) -

2
01) = 302.<C,M,12,®> > 02 A 01 =N 02) =

C(¢
(=)_/\/‘ 12 A <C,M,I],®> w

c(t
0,) = 30,(c.M,L,, @) = 0, A O] % 0,), thus

the theorem holds.

(w € Ly VM.V, L. (I,

O

Proof of Lemma 4. 1t is clear that the transformation only
modifies the labels in the input and output commands of the
given program, thus the behavior of the rest of the program
stays unaffected. The changes in the labels of the input
commands can be formulated as V¢.I(¢) = I'({{}), where
[ is the input for the program ¢ and I’ is the input for the
program ¢’.

By induction on the semantic rules shown in Figure 23, it is
proven that ¢’ progresses the same as ¢ with the difference that
outputs are sent to the channel C(¢) in lieu of ¢. Therefore,



we formulate it for the two outputs O and O’ of programs ¢
and ¢’ respectively as 0" = O[v, = vy, which means the
only difference between the output sequences O and O’ are
the labels of output values; ones with the label ¢ in O are
recorded at the same index in O’ with the label C(¢).

O

Proof of Theorem 7. Let ¢’ =
C=Cand Vx e Var,.I'y(x) =

Transform(c), Ly = $(L ),
{0}

)
D We have V¢ € Ly¥h. .l W', = v e

Ly VI 1.1 =T I’ because of Definitions 8 and 12.
Based on Lemma 4, we also know V¢ € Ly .I(¢) =

I'((eh.

2) According to Definitions 10 and 14, and the

semantic relation presented in Lemma 4, the
Cc(t

statement VM. (Vf € Ly VI, L. (I, (—)N L A

<C,M,Il,®>""‘)01) =>302<C,M,12,®> >

t 4
0, A 01 Ly 02) PN (\M’ €Ly VIL I (I =7 I, A
(! M,I @) - 0) = 30, (', M, I, @)

’1’
!

. 12 3
o, A0 5, 0’) holds if O; = 0, <> 0/ =, 0),.

3) As stated in Lemma 4, we conclude 0’1 =

01 [Vf = Vc(f)] A 0 = 02 [Vf = Vc({)] Hence,

0, = N 0, < 0] —T O, and consequently, the
theorem holds.

O

Proof of Theorem 8. We prove the following statement

by induction on the typing derivation and the

structure of ¢’ = Transform(c): pcHT{c'}T’ =

Ve €L NMNI L1 = 1, A {(c,M.1,,3) w O, =

30,.(c,M,1,,@) ~» O, A O iT 0,.

The first three rules calculate the security level for expres-
sion e, by joining the security levels of its free variables.

The commands that update the security level of
a variable are assignment (rules IO-TT-WRITE) and
input (rule IO-TT-INPUT). Therefore, by induction on
the typing derivation and the structure of ¢/, we can
write  VI.VM.Vx € Var,. ((¢',M,1,@)=(c" . M',I', 0) A
pcET{ T A pcZT'(x)) = M) = M'(x), where
pcZT"(x) implies that no input or assignment to x occurs in
¢’. Note that for input commands (rule TT-WRITE-II), the
memory gets updated in a secure way since pc C I (x).

It can be easily proven by induction on the typing derivation
that pc=T{c} T’ Apc’ Cpc = pc’ =T{c}T".

Next, we investigate each case as follows:
(IO-TT-Ski1p): It s
pcET{skip}I’ = V¢ eL;.YM.VI, 1.1, T L, A

(skip,M,1;,0) w» O = (skip,M,I,,0) ~» OAO =7— 0.

« Case (IO-TT-WRITE): For this case, we can write
4

L A{x:=eMI1,0) w0 = {(x:=eM,1,,0) ~»

. Case easy to see that

OANO ir O. Note that the security label of the variable
after the execution of the command carries both implicit
(pc) and explicit () dependencies.
. Case (IO-TT-IF): Based on the induction hypothesis,
peut=T{c,}T" = TNIp(T,cp) for b = true, false.
Since pcC pc U ¢, the statement holds for this case.
Case (IO-TT-WHILE): Based on the induction hypothesis,
we have pcUtET{cypq} I = TNIp(T,cpyqy), and
pcEpcut, thus pc-T'{c}I" = TNIp)(T,c) for ¢ =
while e do cp, g,
Case (IO-TT-SEQ): Using the induction hypothe-
sis, we have pckTf{c,}T” = TNIp(T,c;) A
pcET e} T = TNIp(T ,cy). Therefore,
pcET{cp; e} T = TNIp(T ,cp5¢)).
. Case (IO-TT-INPUT): Taking the condition pcC ¢ into
account, the type system only accepts input commands
in the same context as the label ¢ or lower. Leaving
the premise empty makes the type system unsound, due
to not considering implicit flow (pc) to inputs from
the level ¢. Hence, pcFT{input(x,¢")}I" = V¢ €
Ly . VM.NI,1,.1 if LA(input(x, ¢'),M,I;,0) » O =
(input(x, '), M, 1,,0) = O A O %, 0.
Case (IO-TT-OuTtpUT): The condition pc U I'(x)C ¢
controls if the output is permitted with regard to the
transitive policy; the premise monitors implicit flow (pc)
and explicit flow (I'(x)) to the output channel at the level
¢. Thus, we have pctT{output(x,¢")}T° = V{ €
L VYM.VI, 1.1, ir I, A {output(x,?"),M,I,,0)
0, = (output(x,t"),M,I,,0) w O, A O,
0,=0,=0.MXx)y.
. Case (IO-TT-SuUB): pc; FTI'i{c} F'l = TNIp (T ,0).
Considering the conditions pc, Cpc; AT, ETy AT CT7,
we can conclude pe, = {e} I, = TNIp(T ).

=r O, since

O

Proof of Lemma 5. For simplicity, we write
¢’ = Canonical(c). We know that Vx.(P(x) < 0()) =
(Vx.P(x) <= Vx.0(x)). So to prove the lemma, we show
the correctness of the following statement:

VM, M,{c', M)~*(stop, M) A (¢, M,)—(stop, M) =

C( t
(WGLN(M1 DoM o= oM LM <

!
ve'eL, (M S My = L M’))
If the execution of the program ¢’ for (at least) one of the
two arbitrary memories M; and M, does not terminate, then
the premise in both security definitions does not hold, thus
the lemma holds. Assuming the program is terminating for
both memories, we prove the statement as follows:

1) Left to right:

a) Let I\, ={¢ € Ly |M, (—)N M,} be the set of levels

in L, that the two memories are indistinguishable for
the set of labels can flow to them. Then, we have I =



f/
{f’ € LT|M1 =7 Mz} = {fsnk’fsrc S Lrlf € I_N‘}

fsnk fsrc

Based on Definition 1, M| = M, = M; =7 M,.

b) Using Lemma 1, we can conclude that V¢ € [,,.Vx €
Var,.Tyy(x) =€ = (Ixgy € Vary Ty () = € guh
M| (Xyii) = M) A (3x € Vary Tr(x) = £ A
Mi(x) = ML) A (Iippp € Vary Ty (Kepy,) = T A
M; (xtemp) = Mé(xtemp)) A fsrc’ {snk € IT'

c) Therefor,e, VO € Iy.M| iN M,
I, M) S, M., Hence, ¥¢ € Ly.(M, © v M, =
M, iN M) = vt' € Lr.(M, i} M, = M; f:}
M).

2) Right to left:

= V! €

f!
a) Let I = {¢' € L;IM; =, My} and Iy =
C(t)
LylMy =y My} ={C € Ly|lgy €17}

b) According to Lemma 1, we have V¢’ € [,.3¢ €
LN.<L”mk,fm. €Iy AVYx € Var, T \y(x) = ¢ =
(Elxsink € Varc"FT(xsink) fsnk A M;(xsink)
M) (xg)) A (x € Varg Tr(x) = €0 AM/(x) =
M) A (I € Vary Tryemp) = T AM (X) =
M;(xtemp))).

¢’ ¢
¢) Thus, V0! € Iy M} =7 M), < V¢ € I,y.M] =

=>M’g—l
1 — T

(¢ e

gl
M;. Hence, V¢' € LT.(A;I] = M, f
C@)
M) = V{eLy.(My =y My, = M, = M,).

O
Proof of Theorem 9. By using Lemma 2 and Lemma 5. [

Proof of Theorem 10. Similar to the proof of Theorem 3. [

Proof of Theorem 11. We start with showing
that P,T,pckc:t = P’,F’l,pcl—c’ 1t where
¢’ = Canonical(c) and we extend the typing context I';

to F’l and the labeling function P to P’ by adding temp and
sink variables with the same mappings for any variable x of
the program, i.e., Vx € Var.. P'(x) = P’ (X)) = P’ Ugiit) =
P) AT () = T Qo) = T (i) = Ty ().

As discussed in Lemma 1, the program is partitioned
in three parts: ¢’ = init.;orig.;final,. By induction on the
derivation of init, and using the two rules (NT-WRITE) and
(NT-SEQ), we have P’ ,F’l, pclinit, © t because statements
are assignments of the form X, :=x and I'| (x) = T"| (X;0,)-
Also, since P,I"j,pctc : t holds, then V¢ € I'j(x)>P(x),
and thus V¢ € Il (Xyepp)- € =P’ (Xepp)-

We know that ¢ and orig(c’) are identical up to
a-renaming of variables x € Var, with x,,,,. Therefore,
P,I,pckc:t = P’,F’l,pcl—c’ : ¢ because I'j(x) =
F/l (xtemp), Px) = P(xwmp), and x, xg,;, & FV(c').

At the final section, statements are the form of
Xgink *= Xemp- Similar to the init section, because F’l Ktemp) =
[ (i) and V& € T (gyp)-f =P (i), We can write

P, F’l, pctfinal, : t. Applying the rule (NT-SEQ) two times,
we conclude P’ ,F’l, pctinity;orig s final,y :ot.

Then, we prove P'.[",pctc' 1t =  pckT,{c'}Ts
where ¢/ = Canonical(c). Remember that in the tran-
sitive type system Ly 2 {€..Coull € Ly} U{T,1} and
VO, 0" €Lyt < (, Ct, such that (L;,C) is a
lattice. To connect the typing contexts together meaningfully,
the following constraints must be considered Vx € Var,:

« T300mp) E || € The final type of x,,,, is the join

el (x
of the set of sofl(r():e labels in the last assignment that flow

to the variable in the program ¢’, due to flow-sensitivity of

the transitive type system, while F’l (Xtemp) 18 the predicted

set of all information flows to the variable x,,,,. Thus,

I'3(X;epp) should be lower than or equal to the join of

corresponding source labels of T (x;,) = [ €
£el (%)

- Plx) = ¢ = FZ(x) = gsrc’FZ(xremp) =T, FZ(xsink) =
¢ s The conditions are based on the labeling function
presented in Definition 15 to adjust the nontransitive
mapping to the transitive one.

« I3(0) = (), T3(eg) = To(xg): As shown in Fig-
ure 9a, if the program is well-typed, the types for vari-
ables remain untouched except for Vary,,,.

There is a one-to-one correspondence between typing rules
for expressions, which yields the join of I'(x) for free variables
FV(e) as the type of the expression e. Thus, F’l Fe:t =
Ihbe:t.

By induction on the nontransitive typing derivation
P’,F/l,pc ¢’ : t and the structure of ¢’:

« Case (NT-Skip): Based on the
pcT,{c'} 'y holds.

Case (NT-WRITE): We separate this case for two sub-
cases according to the variable on the left side of the
assignment:

rule (TT-SKiP),

- If x € Vary,,, since T\Fe:t = TDke:r,

based on the rule (TT-WRITE-I), we write
pctTy{c"} Thlx - pcut'].
- If x € Varg,, we know that e = x,,,, is the only

case in program ¢’ at the final, section. Because
if P'(xgy) = ¢', then V¢ € T'(x,y,) Upc.t €
L) A C2E" = pe U T3, )EC =
Pell3(Xgepp) ET'3(xg). Hence, based on the rule (TT-
WRITE-II), pc=T'3{x :=e} 5.

. Case (NT-IF): Using the induction hypothesis and
et = T,ke: 1, the statement pcT,{c"} T3
holds for this case with respect to the rule (TT-IF).

« Case (NT-WHILE): Similar to the case (NT-IF), and

according to the rule (TT-WHILE).

Case (NT-SEQ): Using the induction hypothesis,

pcHTo{c 113 and pctT3{cy} Ty, then

pctTs{c;;c,} Ty by using the rule (TT-SEQ).

. Case (NT-SuB-II): Using the induction hypothesis,
we write pc;=Th{c}T). Since pc,Cpey, T3CI,
F’2 EFg and in combination with the rule (NT-SUB-I),
pcy ET3{c} Fg holds.
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Proof of Lemma 6. Clearly, the transformation only modifies
the labels in the input and output commands of the given
program, thus the behavior of the rest of the program stays
unaffected. The changes in the labels of the input commands
can be formulated as V£.I(£) = I'(£,.), where [ is the input
for the program ¢ and I’ is the input for the program ¢’.

By induction on the semantic rules shown in Figure 23, it is
proven that ¢’ progresses the same as ¢ with the difference that
outputs are sent to the channel ¢, instead of ¢. Therefore, we
formulate it for the two outputs O and O’ of programs ¢ and ¢’
respectively as O’ = O[v, — ve - Thus the only difference
between the output sequences O and O’ are the labels of output
values; ones with the label ¢ in O are recorded at the same
index in O' with the label ¢

snk*

O
Proof of Theorem 12. Let (' = Transform(c),
Ly 2 {€eres € sniclC € Ly} u {T,1} and
Ve, t' €Lyttt <= (,Ct (2 is reflexive)

such that (LT, C) is a lattice, and Vx eVar,. Ty)=¢ =
FT(X) vrc
) ,
1) We have Vf € LyVI,L.I, = v, < V{ e

Ly VI, 1.1 =T I’ because of Definitions 8 and 12.
Based on Lemma 6, we also know V¢ € L .I(¢) =
I,(gsrc)'

2) According to Definitions 10 and 14, and the

semantic relation presented in Lemma 6, the
c«
statement (w eLyv.L. (L L L A

(e,M, 1}, D) ~ 01) = 30,.{c,M,I,, D) -~
¢ ¢’

0, A O, = 02) PN (W’ €Ly VLI (I =5 T, A

(.M, 1,@)Mo’) = 30,(M.I,,@)
. t ¢’

0, A0 5, 0') holds if 0, =y, 0, < 0/ =, 0.

3) As stated in Lemma 6, we conclude 0’1 =

01 [Vf = Vbﬂ ]/\ 0, = 02[Vf = mek]. HCHCC,

¢’
0, N 0, < 0 =70, and consequently, the
theorem holds.
O





