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#KillerApps 

SAYLOR CRASH 

“Saylor”  
28 Aug ’09 

Source: http://www.nbcsandiego.com/news/local/CHP-Officer-Family-Killed-in-Crash-56629472.html 



2010	

Over	6000	complaints	of	unintended	
accelera>on	
	
US	Congress	ins>gates	NASA	inves>ga>on	
	
	
	



© Copyright 2014, Philip Koopman. CC Attribution 4.0 International license.

NASA Conclusions
• NASA didn’t find a “smoking gun”

• Tight timeline & limited information  [Bookout 2013-10-14AM 39:18-40:8]

• Did not exonerate system

• But, U.S. Transportation Secretary Ray LaHood said,
“We enlisted the best and brightest engineers to study Toyota’s 
electronics systems, and the verdict is in. There is
no electronic-based cause for unintended high-speed 
acceleration in Toyotas."
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[NASA UA Report. Executive Summary]

http://www.nhtsa.gov/PR/DOT-16-11

…
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Bugs	per	line	of	code?	



Concurrent	Programming	

Natural	programming	model	in		
•  embedded	systems	
•  opera>ng	systems	
•  GUIs	
	
But	it	is	easy	to	get	wrong!	



Sequen>al	program	



Concurrent	Program	



Demo		



Data	Race	



Learn	More!	

Concurrent	Programming		
TDA383/DIT390	LP1,	LP3	
	
Tes>ng,	Debugging,	and	Verifica>on	
TDA567/DIT082,	LP2	
	
	
	
	
	
	
	



Bugs	might	make	
things	go	wrong	

	



Bugs	might	make	
things	go	wrong	

	

will	





No	bugs	=	Secure?	



No	bugs	=	Secure?	

	
Does	the	so#ware	treat	our	sensi>ve	data	in	an	
appropriate	way?	



What Information Flow Controls do 
we want? 

•  Confidentiality, Privacy 
–  Information about sensitive data cannot be 

deduced by observing public channels 
•  Integrity 

– Untrusted data should not influence the 
values sent on trusted channels 

•  Erasure 
–  information is no longer available after use 

		







if (input != “attack at dawn”)  
    { output(“BANG!”); } 



Our Chief Weapon  

https://www.youtube.com/watch?v=Nf_Y4MbUCLY&t=15  



Our Chief Weapon  

Static Analysis 
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Main =  
do { x <- readFile 
“Contact”; 

system(“/usr/ 
ucb/mail “ ++ x) 
; etc etc etc. 

+ 
policy 

code 



Our Chief Weapons 

Transformation 
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Main =  
do { x <- readFile 
“Contact”; 

system(“/usr/ 
ucb/mail “ ++ x) 

; etc etc etc. 

+ 
policy 

code 

Code 
+ policy 



Our Chief Weapons 

Libraries 
 
 
 
 
 
 

 
 
 
 

Main =  
do { x <- readFile 
“Contact”; 

system(“/usr/ 
ucb/mail “ ++ x) 

; etc etc etc. 

+ policy 
code 

code 



Our Chief Weapons 

New Programming 
Languages 

 
Transformation 
Static Analysis 

Monitoring 
 
 

 
 
 
 

Main =  
do { x <- readFile 
“Contact”; 

system(“/usr/ 
ucb/mail “ ++ x) 

; etc etc etc. 

code   
policy 

 











What	do	we	need	to	achieve	this?	

	
Deep	understanding	of	programming	language	

design	and	implementa>on	
	



Where	to	start?	

	
	
Programming	Language	Technology	
LP2	DAT151/DIT230	
	
	
	



..	and	more	

	
•  Compiler	Construc>on						TDA283/DIT300,	LP4	

•  Language-based	Security		TDA602/DIT103,	LP3	
	
	
	



Also:	
	

Concurrent	programming	

Finite	Automata	Theory	
and	Formal	Languages	

Tes>ng,	Debugging	&	
Verifica>on	
	

Batchelor’s	level	

	

Language-Based	Security	

Compiler	Construc>on	

Programming	Language	
Technology	

So#ware	Engineering	
using	Formal	Methods	
	

Master’s	level	



…	an	error	in	java.u>l	



…	an	error	in	java.u>l	

hgp://www.envisage-project.eu/proving-android-java-and-python-sor>ng-algorithm-is-
broken-and-how-to-fix-it/		



The	KeY	project	
•  KeY	lets	you	specify	the	

desired	behaviour	of	your	
program	in	the	well-known	
specifica:on	language	JML,	
and	helps	you	prove	that	your	
programs	conforms	to	its	
specifica:on.	That	way,	you	
did	not	only	show	that	your	
program	behaves	as	expected	
for	some	set	of	test	values	-	
you	proved	that	it	works	
correctly	for	all	possible	
values!	

•  Wolfgang	Ahrendt	(Chalmers)	
and	others	



A	brief	demo	of	KeY	

hgps://www.key-project.org/		



Version control

I highly recommend that you use version control software.
Using version control software is an essential practice when
developing code.
However, do not put your code in a public repository, where
others can see your code.

Testing compilers

Trusting the compiler

Bugs
When finding a bug, we go to great lengths to find it in our own
code.

Most programmers trust the compiler to generate correct code
The most important task of the compiler is to generate correct
code

Establishing Compiler Correctness

Alternatives
Proving the correctness of a compiler is prohibitively expensive
(however, see the CompCert project)
Testing is the only viable option
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Version control

I highly recommend that you use version control software.
Using version control software is an essential practice when
developing code.
However, do not put your code in a public repository, where
others can see your code.

Testing compilers

Trusting the compiler

Bugs
When finding a bug, we go to great lengths to find it in our own
code.

Most programmers trust the compiler to generate correct code
The most important task of the compiler is to generate correct
code

Establishing Compiler Correctness

Alternatives
Proving the correctness of a compiler is prohibitively expensive
(however, see the CompCert project)
Testing is the only viable option

… but with testing you never know you caught all bugs!

Maybe it is worth the cost?

Cost reduction?



All (unverified) compilers have bugs

Finding and Understanding Bugs in C Compilers

Xuejun Yang Yang Chen Eric Eide John Regehr

University of Utah, School of Computing
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Abstract
Compilers should be correct. To improve the quality of C compilers,

we created Csmith, a randomized test-case generation tool, and

spent three years using it to find compiler bugs. During this period

we reported more than 325 previously unknown bugs to compiler

developers. Every compiler we tested was found to crash and also

to silently generate wrong code when presented with valid input.

In this paper we present our compiler-testing tool and the results

of our bug-hunting study. Our first contribution is to advance the

state of the art in compiler testing. Unlike previous tools, Csmith

generates programs that cover a large subset of C while avoiding the

undefined and unspecified behaviors that would destroy its ability

to automatically find wrong-code bugs. Our second contribution is a

collection of qualitative and quantitative results about the bugs we

have found in open-source C compilers.
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D.2.5 [Software Engineer-

ing]: Testing and Debugging—testing tools; D.3.2 [Programming

Languages]: Language Classifications—C; D.3.4 [Programming

Languages]: Processors—compilers
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compiler testing, compiler defect, automated testing,

random testing, random program generation

1. Introduction
The theory of compilation is well developed, and there are compiler

frameworks in which many optimizations have been proved correct.

Nevertheless, the practical art of compiler construction involves a

morass of trade-offs between compilation speed, code quality, code

debuggability, compiler modularity, compiler retargetability, and

other goals. It should be no surprise that optimizing compilers—like

all complex software systems—contain bugs.

Miscompilations often happen because optimization safety

checks are inadequate, static analyses are unsound, or transfor-

mations are flawed. These bugs are out of reach for current and

future automated program-verification tools because the specifica-

tions that need to be checked were never written down in a precise

way, if they were written down at all. Where verification is imprac-

tical, however, other methods for improving compiler quality can

succeed. This paper reports our experience in using testing to make

C compilers better.

c� ACM, 2011. This is the author’s version of the work. It is posted here by permission

of ACM for your personal use. Not for redistribution.

The definitive version was published in Proceedings of the 2011 ACM SIGPLAN

Conference on Programming Language Design and Implementation (PLDI), San Jose,

CA, Jun. 2011, http://doi.acm.org/10.
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Figure 1. We found a bug in the version of GCC that shipped with

Ubuntu Linux 8.04.1 for x86. At all optimization levels it compiles

this function to return 1; the correct result is 0. The Ubuntu compiler

was heavily patched; the base version of GCC did not have this bug.

We created Csmith, a randomized test-case generator that sup-

ports compiler bug-hunting using differential testing. Csmith gen-

erates a C program; a test harness then compiles the program us-

ing several compilers, runs the executables, and compares the out-

puts. Although this compiler-testing approach has been used be-

fore [6, 16, 23], Csmith’s test-generation techniques substantially

advance the state of the art by generating random programs that

are expressive—containing complex code using many C language

features—while also ensuring that every generated program has a

single interpretation. To have a unique interpretation, a program

must not execute any of the 191 kinds of undefined behavior, nor

depend on any of the 52 kinds of unspecified behavior, that are

described in the C99 standard.

For the past three years, we have used Csmith to discover bugs

in C compilers. Our results are perhaps surprising in their extent: to

date, we have found and reported more than 325 bugs in mainstream

C compilers including GCC, LLVM, and commercial tools. Figure 1

shows a representative example. Every compiler that we have tested,

including several that are routinely used to compile safety-critical

embedded systems, has been crashed and also shown to silently

miscompile valid inputs. As measured by the responses to our bug

reports, the defects discovered by Csmith are important. Most of

the bugs we have reported against GCC and LLVM have been

fixed. Twenty-five of our reported GCC bugs have been classified as

P1, the maximum, release-blocking priority for GCC defects. Our

results suggest that fixed test suites—the main way that compilers

are tested—are an inadequate mechanism for quality control.

We claim that Csmith is an effective bug-finding tool in part

because it generates tests that explore atypical combinations of C

language features. Atypical code is not unimportant code, how-

ever; it is simply underrepresented in fixed compiler test suites.

Developers who stray outside the well-tested paths that represent

a compiler’s “comfort zone”—for example by writing kernel code

or embedded systems code, using esoteric compiler options, or au-

tomatically generating code—can encounter bugs quite frequently.

This is a significant problem for complex systems. Wolfe [30], talk-

ing about independent software vendors (ISVs) says: “An ISV with

a complex code can work around correctness, turn off the optimizer

in one or two files, and usually they have to do that for any of the

compilers they use” (emphasis ours). As another example, the front

1

PLDI’11

“ Every compiler we tested was found to 
crash and also to silently generate 

wrong code when presented with valid input. ”

“ [The verified part of] CompCert is the only compiler 
   we have tested for which Csmith cannot find wrong-code
   errors. This is not for lack of trying: we have devoted 
   about six CPU-years to the task.” 



CakeML: A Verified Implementation of ML

Ramana Kumar ⇤ 1 Magnus O. Myreen † 1 Michael Norrish 2 Scott Owens 3
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2 Canberra Research Lab, NICTA, Australia‡
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Abstract

We have developed and mechanically verified an ML system called

CakeML, which supports a substantial subset of Standard ML.

CakeML is implemented as an interactive read-eval-print loop

(REPL) in x86-64 machine code. Our correctness theorem ensures

that this REPL implementation prints only those results permitted

by the semantics of CakeML. Our verification effort touches on

a breadth of topics including lexing, parsing, type checking, in-

cremental and dynamic compilation, garbage collection, arbitrary-

precision arithmetic, and compiler bootstrapping.

Our contributions are twofold. The first is simply in build-

ing a system that is end-to-end verified, demonstrating that each

piece of such a verification effort can in practice be composed

with the others, and ensuring that none of the pieces rely on any

over-simplifying assumptions. The second is developing novel ap-

proaches to some of the more challenging aspects of the veri-

fication. In particular, our formally verified compiler can boot-

strap itself: we apply the verified compiler to itself to produce a

verified machine-code implementation of the compiler. Addition-

ally, our compiler proof handles diverging input programs with a

lightweight approach based on logical timeout exceptions. The en-

tire development was carried out in the HOL4 theorem prover.

Categories and Subject Descriptors D.2.4 [Software Engineer-

ing]: Software/Program Verification—Correctness proofs, Formal

methods; F.3.1 [Logics and meanings of programs]: Specifying

and Verifying and Reasoning about Programs—Mechanical veri-

fication, Specification techniques, Invariants

Keywords Compiler verification; compiler bootstrapping; ML;

machine code verification; read-eval-print loop; verified parsing;

verified type checking; verified garbage collection.

⇤ supported by the Gates Cambridge Trust

† supported by the Royal Society, UK

‡ NICTA is funded by the Australian Government through the Department

of Communications and the Australian Research Council through the ICT

Centre of Excellence Program.
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1. Introduction

The last decade has seen a strong interest in verified compilation;

and there have been significant, high-profile results, many based

on the CompCert compiler for C [1, 14, 16, 29]. This interest is

easy to justify: in the context of program verification, an unverified

compiler forms a large and complex part of the trusted computing

base. However, to our knowledge, none of the existing work on

verified compilers for general-purpose languages has addressed all

aspects of a compiler along two dimensions: one, the compilation

algorithm for converting a program from a source string to a list of

numbers representing machine code, and two, the execution of that

algorithm as implemented in machine code.

Our purpose in this paper is to explain how we have verified

a compiler along the full scope of both of these dimensions for a

practical, general-purpose programming language. Our language is

called CakeML, and it is a strongly typed, impure, strict functional

language based on Standard ML and OCaml. By verified, we mean

that the CakeML system is ultimately x86-64 machine code along-

side a mechanically checked theorem in higher-order logic saying

that running that machine code causes an input program to yield

output or diverge as specified by the semantics of CakeML.

We did not write the CakeML compiler and platform directly in

machine code. Instead we write it in higher-order logic and synthe-

sise CakeML from that using our previous technique [22], which

puts the compiler on equal footing with other CakeML programs.

We then apply the compiler to itself, i.e., we bootstrap it. This

avoids a tedious manual refinement proof relating the compilation

algorithm to its implementation, as well as providing a moderately

large example program. More specifically,

• we write, and can run, the compiler as a function in the logic,

and we synthesise a CakeML implementation of the compiler

inside the logic;

• we bootstrap the compiler to get a machine-code implementa-

tion inside the logic; and

• the compiler correctness theorem thereby applies to the

machine-code implementation of the compiler.

Another consequence of bootstrapping is that we can include the

compiler implementation as part of the runtime system to form an

interactive read-eval-print loop (REPL). A verified REPL enables

high-assurance applications that provide interactivity, an important

feature for interactive theorem provers in the LCF tradition, which

were the original motivation for ML.

Contributions
• Semantics that are carefully designed to be simultaneously suit-

able for proving meta-theoretic language properties and for sup-

porting a verified implementation. (Section 3)

• An extension of a proof-producing synthesis pathway [22] orig-

inally from logic to ML, now to machine code (via verified

compilation). (Sections 4–6, 10)

POPL 2014

Scaling up…

First bootstrapping of a 
formally verified compiler.

Project	lead:	Magnus	
Myreen	

(now	at	Chalmers)	



…	and	the	programs		
we	actually	care	about:	



…	and	the	programs		
we	actually	care	about:	







						PRIVACY	POLICIES	

My supervisor cannot see the pictures I’m 
tagged in during the weekend My supervisor cannot see my posts from 

20:00 to 8:00 
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Where	to	start?	

	
TDA293	/	DIT270			
So#ware	Engineering	using	Formal	Methods	
	
(	DAT060	/	DIT201		Logic	in	computer	science	)	
(	DAT140	/	DIT232		Types	for	Programs	and	Proofs	)	
	
	
	



Also:	
	

Concurrent	programming	

Finite	Automata	Theory	
and	Formal	Languages	

Tes>ng,	Debugging	&	
Verifica>on	
	

Batchelor’s	level	

	

Language-Based	Security	

Compiler	Construc>on	

Programming	Language	
Technology	

So#ware	Engineering	
using	Formal	Methods	
	

Master’s	level	


