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SECURITY REVIEWS



Information Security in IT products

A common issue for users of IT products is how they will know that
the IT product is secure and suitable for the intended environment!

It is an issue that is anything but trivial to solve!

* Information security is difficult to measure,
to set requirements, grade and describe

Common Criteria is the leading standard for
evaluating IT security products. The result is
a certificate for the product.




Security reviews in general

Purpose
" |ndependently verify and validate IT-security
Goal

" To give trust that the product is secure to use in its
intendent environment

How? " Dynamic analysis
) ) ®  Test in operational environment
" Threat-/Risk analysis N operatl v

: . " Penetration tests
" Architectural analysis

. . " Fuzzin
" Static analysis 8

" Analysis of development
environments

®  Code reviews



COMMON CRITERIA EVALUATED
PRODUCTS



Product examples ...

®  Operating systems

®  MS Windows Server 2008 R2, MS Windows 7, Red Hat Enterprise Linux
Version 5.6, Apple Mac OS X 10.6, VMware, ...

" Firewalls, Routers, Switches

"  Products from Cisco Systems, Juniper Networks, Huawei Technologies,
Brocade Communications Systems, ...

" |Cs, Smart cards

®  Components from Oberthur Technologies , NXP Semiconductors,
Samsung Electronics, Infineon Technologies, Gemalto,...

® Databases
®  Databases from Microsoft, Oracle, IBM, EMC, ...

" USB-devices, multifunction printers, biometric systems, ...
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Common Criteria

.. IS ...

" mainly useful for products and non-complex systems with fixed
interfaces to the environment
" not useful for complex systems

® Evaluation is based on the requirements posed by security-critical
functions and all external interfaces

" Changes or updates to the configuration, components and
environment influences the evaluation

" applicable to both hardware, firmware and software



WHO WANTS COMMON CRITERIA
CERTIFIED PRODUCTS?
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Who wants Common Criteria certified
products?

B Governments

"  Requirement for US governments
"  National Security Directive 42, CNSS Policy 11 and CNSS Directive 502

" Will be recommended in Sweden by MSB for specific categories
of products (www.informationssakerhet.se)

" Vendors
®  VISA, Mastercard
" Military
®" DoD Directives (US) and in Swedish Defense in Sweden

® Organizations

®  Smart Card industries

11
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COMMON CRITERIA BACKGROUND
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Common Criteria

What

®  Common Criteria (CC) is a standard for evaluation of IT products
and to some extent systems

" Evaluation involves to verify and validate a product /a systems IT
security functions independently

®  Common Criteria comprise of foremost:
®  Protection of information from unauthorized access (secrecy)
®  Protection of information from unauthorized modification (integrity)
" Disregard of function (accessibility)
" Traceability (logging)



Common Criteria

Why

" The present international standard in terms of verification and
evaluation of IT Security

" Provides independent verification of the security features of the
product

® Valuable in a marketing context provides a clear mark of quality when it
comes to IT security

" Several countries demands in IT security under the Common Criteria,
e.g. the U.S.

" The foremost reason to perform an evaluation is to confirm that the
claims are meet;

" From an IT-security perspective, is the product secure?
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History

CTCPEC
(Canada)

T~

FC
(U.S.A.)

Common

Criteria

Editorial
Board

Common Criteria
Implementation Board
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Version 2.0
May 1998

CcC

V1.0

January 1996

\Version 2.1
August 1999

\Version 2.2
January 2004

Version 2.3
August 2005

International Standard
ISO/IEC 15408:1999

June 1999

-‘:?‘iCommon Criteria

% Common Criteria

-‘:?‘iCommon Criteria

% Common Criteria

% Common Criteria §

Version 3.0 — Draft
June 2005

\Version 3.1
2006



HOW TO DO A COMMON CRITERA
EVALUATION?
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Common Criteria — Protection Profile (PP)

Protection Profile (PP)

" An implementation independent description of security
objectives and requirements for a category of products

® “Describes what is needed/demanded!”
" Constitutes a security objective
" Usually created by a customer, interest group, authority etc.

" Normally certified



.  CCMBITECH

Common Criteria — Protection Profile
example

" Protection Profile — Encrypted Storage Device
" PP USB.pdf

" First PP for Swedish government



PP USB.pdf

Common Criteria — Security Target (ST)
Security Target (ST)

" A implementation dependent description of a product or a
system

" |Includes the security objectives which are fulfilled by the
product/system

®" Which threats the product/system meet

" Also includes a description of the roles, policies, assumptions
for the environment etc. that are assumed

" “Describes what is offered!”
® |s usually the answer of the developer to one/more PPs
" Must be produced for a evaluation of a product



Common Criteria — The standard

. Protection Profile/Security Target I
Security Targets and
Protection Profiles | PP/ST Introduction I
= All the headlines that exist for the _I
PP also exists for the ST, though g =5 e E (ST
the content differentiates —I
—| Security Problem Definition
" |In PP itis described "to fulfill”
® |In STitis described "how to fulfill” —| Security Objectives I
® One more headline is added for
the ST — | Extended Components Definition I
" TOE Summary Specification ﬁecurity Requirements
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Common Criteria — Target of Evaluation
(TOE)
Target Of Evaluation (TOE)

" The product / system to be evaluated, or the part of the product /
system to be evaluated

" Defined in the Security Target

® Physical and logical boundaries / interfaces to the environment
should be specified

" Can be difficult to define, especially for systems!
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Common Criteria — Evaluation

Microsoft
Windows Vista and Windows
Server 2008
Security Target

Virsan 19
iy 34,2008

Protection Profile

CONTROLLED ACCESS
PROTECTION PROFILE

Version 14
-
ﬂ l PRT—
ﬁ F
= -—
-~ -
'l ‘ Apple Mac 08 X 10.6 BSI0SZ-CC596-2018
_—r ‘securiy Target .
Aomie Moz 08 X 104

Information Systems o
Security Organization

e gl Inc

Mational Sacurity Agancy
9800 Savage Road
Fort George G, Meade, MD 207556000

# Octabar 1989

petL @ redhat

Red Hat Enterprise Linux
Version 5.3

Security Target

for CAPP Campliance on DELL 117
Generstion PowerEdge Servers

-
[R—————y

Security Target



Common Criteria — Evaluation process
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PP — Protection Profile
ST — Security Target
TOE — Target of Evaluation
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Common Criteria — Result

Example
" Certified product (www.csec.se):

CertID

Product name
Product category
Security Target
Assurance level
Certification date
Certification Report
Certificate

Sponsor

Evaluation facility

CSEC 2006002
Tutus Filkrypto 1.0.2
Filkryptering

ST Filkrypto 1.0.2
EAL3

2008-02-25

CR Filkrypto 1.0.2
Filkrypto 1.0.2
Tutus Data AB
Combitech AB

CCMBITECH

TS Uk RS

o
® e
CSEC

Swedish Certification Body for IT Security

COMMON CRITERIA
CERTIFICATE

Product Name: Filkeypto

FER-25-2008

FMV



http://www.csec.se/

Common Criteria — Evaluation

Execution of review

" Theoretical review of evaluation basis

" Development descriptions

" User Manuals

® Security policies

" Source code

® Configuration management routines (CM)
" Practically performing of functional and penetrations tests
" Analysis through performing vulnerability assessment

" Conducting an Site Visit, which means that the developer is visited and
that the CM-system, security policies and so on are inspected

" The results are presented in evaluation reports
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Common Criteria — Assurance levels

Assurance levels

® Evaluation can be done with varying degrees of accuracy, i.e. assurance
levels, EAL

" Depending on needs, protection values and threat
® Low assurance - low cost, high assurance - higher cost
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COMMON CRITERIA -THE
STANDARD



Common Criteria — The standard

" The Common Criteria standard is comprised of three parts

® Part 1, describes structure of and how to construct Protection Profiles

and Security Targets in general

" Part 2, Functional requirements

" Part 3, Assurance requirement

" Methodology is described in Common

Criteria Evaluation Methodology (CEM)

® Describes in detail, what the evaluator must do

" The Standard could be downloaded free of charge, from

® www.commoncriteriaportal.org

® Common Criteria is also an I1SO standard ISO15408
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Common O © HEG P oo @2 a-LKE O S
picress | €] il commencrtcrisporalorgprodcts DPbanOP __________________________________~

[ ] [ J
Criteria LASTUPOATS
" ABOUT THE CCRA )

oy c Criteri THE COMMON CRITERIA
3, OTHER PUBLICATIONS

I o rta I " CERTIFIED PRODUCTS

PROTECTION PROFILES

4% HOME

Example

. . Certified product list
® commoncriteriaportal.org

collapse all cateqories  expand all cateqories  download in CSY formiat  view statistic

m Access Control Devices and Systems

m Biometric Systems and Devices

m Boundary Protection Devices and Systems

A Data Protection

Mame
Cruzer Enterprise FIPS Edition, firmware v6.612 and v6.615
Manufacturer Assurance level Certification date

. EAL2+
SanDisk ALC_FLR.1

28-SEP-09
Certification report

SanDisk CR_2009-60 ¥1.0.pdf

Security target

SanDisk FIPS ST 1.1.pdf

Mame

IBM WehSphere Portal 6.0

Manufacturer Assurance level Certification date
IBM corporation EAL4 25-5EP-09
Certification report

st vid10205-vr.pdf

Security target

st wid10205-st.pdf




COMMON CRITERIA SECURITY
REQUIREMENTS

30
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Common Criteria — Functional requirements

Functional requirements

Security Audit (FAU)
Communications (FCO)
Cryptographic Support (FCS)

User Data Protection (FDP)
|dentification & Authentication (FIA)
Security Management (FMT)

Privacy (FPR)

Protection of the TOE Security Functions (FPT)
Resource Utilization (FRU)

10.TOE Access (FTA)

11.Trusted Path (FTP)

L 00N UREWNPRE



Common Criteria — Functional requirements

Protection Profile
Discretionary Access Control Policy (FDP_ACC.1)

"  The TSF shall enforce the Discretionary Access Control Policy on [assignment: list of
subjects] acting on the behalf of users, [assighment: list of named objects] and all
operations among subjects and objects covered by the DAC policy.

Security Target
Discretionary Access Control Policy (FDP_ACC.1)

® The TSF shall enforce the Discretionary Access Control Policy on processes acting on
the behalf of users as subjects and file system objects (ordinary files, directories,
device special files, UNIX Domain socket special files, named pipes), IPC objects
(message queues, semaphores, shared memory segments) and TCP ports as
objects and all operations among subjects and objects covered by the DAC policy.
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Common Criteria — Assurance requirements

Assurance requirements

" Describes
®  What the developer shall do
®  What shall be proven and presented
"  What the evaluator shall verify/inspect

" Are divided into seven Evaluation Assurance Levels
®  EAL1 - Functionally tested
®  EAL2 — Structurally tested
"  EAL3 — Methodically tested and checked
" EAL4 — Methodically designed, tested, and reviewed
®  EALS5 - Semiformally designed and tested
"  EAL6 — Semiformally verified design and tested
® EAL7 — Formally verified design and tested

® Are divided into six assurance classes



Common Criteria — Assurance requirements

Assurance classes

CCMBITECH
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COMMON CRITERIA - ROLES
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Common Criteria — Roles

Evaluation
participants

Evidences

LCOMBITECH

<__
Order

LCOMBITECH

Approva/ of
Evaluation ETRs Certificate

reports (E TR) Certification report

FMV/CSEC
- \
‘v AgreeV




'\ COMBITECH

COMMON CRITERIA SKILLS
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What skills are needed for a Common
Criteria evaluator?

" At least two, three years of general experience in the area
of information security

" Quite deep knowledge of security algorithms and functions
" Knowledge of performing tests and code reviews
®  Experience of performing threats-/risk analysis

" Competence in developing well-written reports

38
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COMMON CRITERIA - SUMMARY
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Common Criteria

Summary

" The present international standard in terms of verification and
evaluation of IT Security

" Provides independent verification of the security features of a product

" |t permits comparability between the results of independent security
evaluations

" |t provides a common set of requirements for the security functionality
of IT products and for assurance measures applied to these products
during a security evaluation.



Common Criteria — Links

® For more information

WWW.commoncriteriaportal.org

WWWw.ccusersforum.org

WWW.CSEC.S€E

www.itsef.se
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