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Course Slots

Tuesdays = presentations
Wednesdays = project updates, discussions
swl: tue / wed (8103)
sw2: tue/wed
sw3: tue/wed
swé: tue/wed
sw5: tue/thu: 05-02: 08-10 3364
— Glen Nivert: Cactus UniView
sw6: tue (8103); wed
— Rikard Bodforss: OmegaPoint
sw7: tue; wed
— Gunnar Bjorkman: ABB and EU Coordinator VIKING
sw8: tue (8103); wed



Aboutus ¥ Industries v Support ¥ Contact

World premiere of the new
supervisory system for water

Vital infrastructure is close to our heart.

We create systems that help infrastructure owners to secure and optimize operations. Such as
access to safe water, a modern railway and a sustainable energy supply.

Qur clients have something else in common: business activities that favour a long-term
sustainable society. The cactus was our inspiration when we named our company. It lives and
thrivesin environments that are harsh and demanding — just like our systems.

The art of running projects.

Qur project management ability has become samething of an institution. It encompasses
everything from punctual implementation of the highest quality, to keeping to agreed budgets. We
are certified to 150 9001:2008.

Thinking beyond.

Az a company, we have been working on the Swedish automation market for longer than many
others. Work with us and you will therefore be working with some of Sweden’s most highly
experienced project managers, process engineers, system developers and automation
engineers.

‘We delivered our first system back in 1974. You can rely on us, we know your business.
Thinking beyond.

For a sustainable
invironment

Cactus UniView is an
enviranmental diploma
businesses dealing with
enviranmental management
and is environmentally
friendly accaording to
established requirements.

B Read more

News

MAR 5 2013

We welcome Dennis Wanninger
We welcome Dennis Wanninger,
our new Sales manager, Business
area Process. Dennis will be
coached into our business by Sven-
Olof Clsson. Dennis comes from
Indico Systems, Copenhagen.

JAN 28 2013
New ARS installed at
Roslagsbanan

Cactus UniView has installed an
improved Automatic Route Setting
{ARS) functionality at Roslagsbanan.
Mew features means further
simplifications and improvements
controlling trains on the line.

B Read more about Cactus TMS at
SL

DEC 13 2012

Order from OKG

Cactus UniView wins an order from
OKG Muclear power plantin
Qskarshamn, containing expansion
of their test- and measurement
systems for BWR 2. OKG produces
more than 10% of the Swedish
electrical consumption.

NOV 52012

We welcome Bjorn Nilsson
Bjiorn Milsson starts today as a
Project Manager Process in
Helsingborg.

OCT 10, 2012

Big thanks!

Areally big thank you to all of you
whao visited us during the Water fair,
18-20th of Septemberin
Gothenburg. It was by far the best
show of this century. The future is
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Advisors & Experts.

Our advisors and expert consultants
provide more business value to your

[ %

development budget.

News

LESS! Essays on Business Transformations

Versatile Security and Omegapoint Announce Joint...

Omegapoint Group announces a new subsidiary in USA

Omegapoint initiates cooperation with BRIO

Omegapoint speaks at Datafdreningen

impany E-Business

E-BUSINESS

6 december 2012

3maj 2012

9 januari 2012

22 juni 2010

13 maj 2010

Advisors & Experts

ADVISORS & EXPERTS SECURITY SOLUTIONS

Blog

Begreppet "moln” - ar det sa smart?

Dreyfus - vad datorer inte kan

Pratar pa NFl Testforum

Java and the Machine

Presentation: The web performance testing toolbox

Security solutions Education

ENGLISH = SWEDISH

EDUCATION
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18 Days Ago

21 Days Ago

38 Days Ago

39 Days Ago

40 Days Ago
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News | About Viking |

SCADA system security poses major challenges for electric power distribution
companies today.

About viking o=

Written by Administrator

Sunday, 14 March 2010 18:46
The VIKING projectis an EU financed Framework 7 Collaborative STREP Project and is part of
themes 4, ICT, and 10, Security. VIKING stands for Vital Infrastructure, Metworks, [nformation and
Control Systems Management and will be executed between Movember 1, 2008 and October 31,
2011 by a consortium of industrial and academic partners.

The main objectives of VIKING are:

+ Toinvestigate the vulnerability of SCADA systems and the cost of cyber attacks on sociely

« Topropose and test strategies and technologies to mitigate these weaknesses

« Toincrease the awareness for the importance of critical infrastructures and the need to
protectthem

Society is increasingly dependent on the proper functioning of the electric power system, which in
turn supports most other critical infrastructures: water and sewage systems;
telecommunications, internet and computing senvices; air traffic, railroads and other
transportation. Many of these other infrastructures are able to operate without power for shorter
periods of time, but larger power cutages may be difficult and time consuming to restore. Such
outages might thus lead to situations of non-functioning societies with devastating economical
and humanitarian consequences. For this reason, this consortium has decided to concentrate its
research to the systems for transmission and distribution of electric power. We anticipate that
mast of the results will be applicable to the protection of other critical infrastructures.

The operation and management of the electric power system depend on computerized industrial
control systems. Keeping these systems secure and resilient to external attacks as well as to
internal operational errars is thus vital for uninterrupted senvice. However, this is challenging
since the control systems are extremely complex. Yet, the systems are operating under stringent
requirements on availability and performance: If contral and supervision are not done in real-time,
the power network may come to a collapse.

These computerized control system, normally called SCADA standing for System for Contral And
Data Acquisition, includes functions for remote acquisition of vast amounts of data from
measurements placed in strategic points, e g power stations, in the geoagraphically widely
spread electrical and for the remote control of process devices. Many SCADA systems include
computerized models of the process which enables simulation of alternatives process states
and of optimization. Due to legal and environmental constraints, e.qg. for building of new high
voltage power lines or power stations, the primary process itself is difficult to expand which in its
turn leads to higher and higher utilization of the existing transmission and generation resources.
The process is, in otherwaords, operated closerto its physical limits. Those the SCADA systems
are becoming increasingly critical for the operation of the process and therefore are becoming a
critical component for the availability and security of the supervised infrastructure.

The objective of the VIKING project is to develop, test and evaluate methodologies for the
analysis, design and operation of resilient and secure industrial contral systems for critical
infrastructures. Methodologies will be developed with a particular focus on increased robustness
of the control system. As mentioned, the focus is on power transmission and distribution
networks. The project combines a holistic management perspective—in orderto counteract sub-
optimization in the design—with in-depth analysis and development of security solutions adapted
to the specific requirements of networked control systems.

The traditional approach to verify the security of SCADA systems has been ad-hoctesting of



@Gﬁteborgfnerg] m Firetag Text: ([ | Anpassa | English  Om oss | Kontakt | Mina energisidor

_
Login | 5ite Map | Contact Us | Conditions | 5earch Help | Visa Qenna Sida pa svenska

Kundservice — -
\ | @
L i B i —
rtik bl 2 Bancsset Knowledge
Mina energisidor v m g Business aress | Technical Areas | Centres Courses & Seminars | Publications | Media | Jobswith 5P | IndexA-Z | AboutSP
viNN STARTPLATSER asd
Vaid i hiGlna db ) Qur business areas form . .
ad kan vi hjélpa dig med? clearly recognisable | L|fe Science News and Press Releases
TILL LILLA oc H " ELLA" Har du frigor om fakturan? portals that meet We are increasing in numbers and the B = B
customer needs and give b average age s also increasing in many “olmilforsimi

# Vill du ha e-faktura? direct access to 5P

.
GOTEBORGSVARVETI * Vill du gera felanmalan? knowledge and
] expertise.

> Dags att flytta?

countries. This is raising the demand for
averything from sustainable food
production to the development of
medicines and medical-technological aids.

project collaboration
between SP, Chalmers and
Lantmiteriet. The web
service is extremely helpful
for identifying problems with
satellite measurements.

» Read more.

> Lediga jobb
# Vill du kopa el?
Calibration services \
Certification L 1
Research New issue of technology;research
Som Vastsveriges ledande energiféretag erbjuder vi el, elnét, fidrrvdrme och gas. A new research institute is born. Bio-oil
Testing from pulp residues, Martin works with
Welcome to SP ultracold atoms. Some of the content
in Mo. 1/2013.
5 . 5P on LinkedIN SP applies its internationally leading competence to the development and evaluation of % Read more
ar du vill minska din 6lj din elanvindning pa timniva echnologies, material, products, and processes to meet its customers' needs an
> Nér du vill minska di > Félj din elanvindning pa timniva technol terial, products, and t tits custs ! needs and
miljspaverkan provide an effective link between research and commercialisation [ 7]
o Genom den kostnadsfria tjdnsten "Din Swedish glass-based technology
Nu har du genom vart erbjudande o T x| ed at giant Spanish trade
7 : S elanvandning” kan du nu félja din f;
Fjarrvarme markt med Bra Miljgval forbrukni G " air
maéilighet att ytterligare markera att du l f DI prrIandt, sxgnieler RI % Read more
Bra Mj|j<’jva| vill minska din miljop3verkan. 1. A
A - New research institute for
INSTITUTES b Sweden
- . . ) = Jobs with SP Monitoring of the earth’s New tool promotes solar % Read more
= > GoBiGas - en biogassatsning for > Dags att teckna nytt elavtal? atmosphere for safar enargy
- Job openings at SP. >
- - 2 satellite measurements w w i
= a—s ett hallbart Goteborg » Read more It will now be easier for [
e q":f' Har sk g b Hos DinEl kan du satta ihop ditt eget A new web service which consumers and importers to Swedish-Norwegian collaboration
f. G i Qlugas genom avtal, efter dina egna preferenser och predicts atmospheric compare the exchange of on fire technology
i férgasning av skogsravara. Se fimerna % = changes based on solar energy of different solar Read N
| ok 135 ek o praicktet har. boendesituation. activity is the result of a collectors with each other. » Read more
5
[ & B

Nyheter & pressreleaser Flar nyhater Avbrottsinformation % Read more

2013-02-27 Information om rivning och ombyggnation av Elnat

SP Technical Research Institute of Sweden, Box 857, SE-501 15 Bords Phone +46 10-516 50 00, E-mail info@sp.se
Reosenlundsverket

Fidrrvarme
2013-02-26 Vinnare av EM-biljetter | februari
. . . > Fjarrieyla
2013-02-36 > Géteborg Energi deltar i nationellt farskningsprogram
Gas

———————




Passing the course

* Projects
— Successfully completed project
— Written report

e Seminars & Reading papers
— Reading list

e Each person chooses one paper (approved by us)
Easy paper =» take two

e All people in the course read all these papers
— Presentation

e Each team present their 2 papers
* Another team actively prepares questions to “oppose”

e Participation for industry lectures and course activities.



Projects

Building a testbed for AMI
Security testing for AMI
Online monitoring of energy consumption

Simulation and in-network aggregation of smart
meters data

A simple demand response service

Power storage and distribution scheduling in
smart grid

Real-time sensor network topology visualization

http://www.doodle.com/siyha3fgcmz4bwcf



