Data Recovery
- What is possible to recover and how?

Data Erasure
- How to erase information in a secure way

Ake Ljungqvist, Country Manager Sweden
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Who Is |Ibas?

* Norway...
* Recovery of hard drives after fire exposure...
* Unforeseen costs...
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About Ibas

* Foundedin 1978
* Owner: Kroll Ontrack

* Business areas
- Data Recovery
- Data Erasure
- Computer Forensics

* Number of employed
(Nordic countries): 68

* World wide (Kroll Ontrack)
* Global customer service: 24/7/365
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Data Recovery
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Data recovery — when your
backup falls...

« Large amounts of data are stored on
hard drives

« Technology is stressed to its limit in
order to squeeze in more data

HH

640 000 A4 binders equals 640 GB of data
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Data recovery — when your
backup falls...

 Large amounts of data are stored on
hard drives

« Technology is stressed to its limit in
order to squeeze in more data

 Hard drives will crash...

« Backup systems fails or are missing

 Human errors occurs!
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Only 50% of the
companies in Sweden
have procedures for
backup of laptops!!
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PC users are the
biggest threat to

security!!

Prenu-
merera

Snabblankar

+ C5 =sam din startsida
+ E-post: cei@idg.se

+ Prenumerera
FANNONSErs

+ tgiwvningsplanTarman
v Adwertisement

Tidninman

Anvandarna storsta

sakerhetshotet

Ay Ola Eriksson

Tekniska sikerhetshal ir inte det stora hotet mot
informationssiikerheten. Det dr i stiallet okunniga anvandare som
utgir den storsta risken. Det var flera tunga branschforetradare
dverens om nar Microsoft bjod in till debatt om

informationssikerhet.

Hoten fran hackare och spammare blir allt
tner organiserade och gr mot en allt higre
aftarsmassighet. Men de yttre hoten mot
infarmationssakerheten dr fortfarande et
litet prablem jamfint med de inre.

— De stora problemen ar framfar allt 53
kallad social engineering, social
ingenjérskonst, att ndgon utiftdn lurar till
sig information eller att personer pé insidan
som man tror att man kan lita pé visar sig
vara opélitliga och sprider information
medvetet, sager Hans Peterson,
sakerthetschef pd Skandia.

Det &r Gven ett stort problem att anstallda
inte har tillrackligt stor férstielse fir vad
informationssakerhet egentligen handlar
orn, sager han.

— Manniskan ar ofta problemet. Slary,
okunnighet ach intern ignarans &r ett stérre
problem an tekniska hot utifran.

Problemomrade

Panelens punkter fér att
Lppng higre
informationssdkerhet:

= (ka medvetenheten hos
anvandaren och hoz
ledningen

= Farbéttra
dokumentharteringen

= Minzka gapet mellan teknik
och ledning

= Tydligare paviza
kostnaden far s&kerheten till
varanfroduktien

= Battre uppfdlining far att
viza vilka skydd=Stgsrder
z0m lanar sig.

= BiEttre matt for
sannolikheten for olika rizker
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-98% of the IT managers said
that all important data is
stored on their servers where
the backup is running

- 20% of the users said they
store data locally on their own
hard drive...

DAGENS NYHETER L e
J - Myheters nitupplaga, DM.se.
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Dalig databeredskap hos svenska foretag

Faretagens datainformation lever farligt. Yar femte anstalld sdger sig spara filerna
oskyddat i den egna datorn. Det visar en farsk undersikning som DN har tagit del
av.

UNDERSOKNINGEN BYGGER pi telefoninterviuer med 400 wanliga anstallda och 200 IT-
chefer munt om 1 Morden. Resultatet nskerar att f3 IT-cheferna att satta 1 halzen.

Far samtidigt som 98 procent av dem tror att filerna finns sloyddade o det egna natverket

wisar sig verkligheten vara en annan. 28 mycket som en femtedel av de vanliga
anvandarna séger sig spara filerna 1 den egna datorn, oskorddade den dag datorn sloalle bl
stulen eller lerazcha.

- Resultatet ar sloammande, sager Hardy Melzon, Mordenchef pd IT-sakerhetsforetaget
Werttas, som higger bakom undersaloungen.

HAN MENAR ATT undersikningen wisar pd en dwertro ute pa firetagen fir mutiner och
riktlinjer som sager hur de anstéllda skea hantera sina datafiler.

- Att ha en papperspolicy som sager att alla maste gira hacl-up en ging om dagen racker
mte speciellt langt, sager han, Medwvetenheten om den har typen av fragor vanerar helt
enkelt fir mycket bland de anstallda,

Lésmngen, menar Hardy MNelson, & att faretagen 1 stéllet ser till att sakerhetslkopiera de
anstalldas harddiskar automatisldt, warje ging de logear in. Trots att tekniken &r enkel ar
det bara war tionde foretag som bryr sig om att gora det 1 dag.

- D'e anstéllda borde inte hehdva fundera pa saler som hur man gor en back-up, sager
Hardy Melson. Vilever ju trots allt 1 IT-Aldern.

INTERVIUPERSONERNA FICK ocksd svara pd fragan om hur allvarligt det skulle wara om de
egna filerna fisvann. "En sméarre katastrof", svarade mer &n halften.

- Wan kan konstatera att enda dags farlust slulle =13 hért mot den anstalldes produlditet,
sager Hardy Melson.



Data recovery- In practice
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Data recovery - step by step

Economy Type of Problem  Order from Economy

4-6 days  Amount of data customer 6-10 days JetPak
Standard  Delivery time Standard Post

2 days Cost 3-5 days Taxi
Express Express Via Internet
Z hours 24 hours

All data handling and management is confidential, done by
emplyoees with a SAPO (Swedish Security Service) security
clearance
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Physical damage

« Head crash (1) (2) (3)
 What is that “click sound”? (OK disk) (Head crash)

« Shock damage — often happens to laptops
« Electronic failure

« Mechanical damage

« Water (4)(5)

* Fire/Heat (6)
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Logical damage

* Viruses

« Removed files

« Partial overwrite

« Lost/corrupt system information

« Loss of specific data due to physical damage
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..\My Documents\Mina videoklipp\Seagate head crash.mpeg

Typical damage - Tape

Physical damage

« Entanglement

* Breaches

« Mechanical failures on tape recorders

Logical damage

« Overwriting with a new backup

 Logical damage in header and raw data
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Recovery of flash memories

Pictures/music/data etc from all
types of flash memories on the
market can be recovered, e.g.:

* CompactFlash

* Secure Digital

* Memory Stick

* SmartMedia

* xD Picture Card D

* mini/ micro SD
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Photo by Helena Larsson, Naturfotograferna
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Photo by Helena Larsson, Naturfotograferna
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Photo by Helena Larsson, Naturfotograferna
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First advice to the user...

* Don’t panic!
* Disconnect the power
* Don'’t attempt a re-start

* Don'’t re-install the Operating System
or application S/W

* Don’t open the hard drive

* Make a thorough assessment of the
situation
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Data Erasure

“AS00ACACAD -
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Data Erasure

Protecting information in use is natural

* Firewalls

* Encryption

« Passwords

« Remote login security

But what happens to the information when we throw
away our computers....?

A TV news flash
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Why data erasure?

« SECURITY - correct methodology
prevents information leakage

« ECONOMY —re-use is economic -
- premature disposal is costly

* ENVIRONMENT - functioning hard
disks make re-use possible

 PUL — Legal requirements
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C E S G Imformation Assurance Services
A2, Hubie Road,
Cheltenham, Glousestershine, GLE1 DEX
Tel 01242 221451 Ext 35500

Fax 01242 709184
ST 1366 Ext 36500

erasure? e

CESG SECURE SANITISA B w
« SECURITY = correct methodology ‘ese Version N

Company: Kroll Onftrz C E S G
. H Client Configuration Platform: Windows }
prevents information leakage Crasur Test Patioms:  DellPreck
Erasure Standards: Lower Level & Higher Level
Overwriting [I155]
CESG Reference: §5012

. u References: [IS5] HMG Infpset: Standa.rd Mo. &: Secure Sanitisation of Protectively Marked
« ECONOMY -re-use is economic - i) S eporeaton A WS T Bucbate i Secire
Sanitisation & Disposal, Issue 2.0, September 2007.
H H R Qineti Test R - Kroll Ontrack Eraser Version 3.0,
= p re m a.t u re d | S p O S al | S C 0 St I y [reel Q::ﬂmE;EA;?:gun%mgswam, |s:u5:r1_1e,r:$aa TBA, second issues.
[UG] User Guide, Ontrack Eraser Software, Version 3.0.
The secure sanitisation product described above has been assessed by the

QinetiQ Data Recovery and Computer Forensics Laboratory (DRFL) Service
and has been checked for compliance against the reguirements of [155] and

« ENVIRONMENT - functioning hard ™

The Qineti@ DRFL has concluded that, when installed, configured and

1 H operated correctly, as described in the User Guide [UG], the product is

d | S kS m ake re-U S e p O S S I b I e suitable for wiping disks to the [I1S5] standards at the Lower Level and Higher
Level Overwriting Standards in accordance with [ManS].

CESG - the Mational Technical Secunty Authority for Information Assurance —
has completed their examination of the QinetiQ DRFL Test Report and has
therefore determined that the above product meets the [IS5] erasure

i P U L - L eg al req LI I rem e n tS standards for secure sanitisation in accordance with [ManS], subject to the

operational and risk management aspects noted overleaf.

Nigel Jones
Head of Assurance Services

CESG is part of Government Communications Headquariers
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Dalig databeredskap hos svenska i

Foretagens datainformation lever farligt. Var femte anst
oskyddat i den egna datorn. Det visar en farsk undersik
av.

UNDERSOKNINGEN BYGGER pi telefoninterviuer med 600 van
chefer munt om 1 Norden. Resultatet riskerar att f3 IT-chefer

Fir samtidigt som 98 procent av dem tror att filerna finns slo
wisar sig verkligheten wara en annan. 34 mycket som en fermn

anvandarna sager sig spara filerna 1 den egna datorn, osloydd
stulen eller krascha.

- Resultatet &r skrarmande, sager Hardy Melson, Mordench
Weritas, som higger balom undersikmngen,

HAN MENAR ATT undersélningen wisar pa en dvertro ute pa fi
rildthmer som sager hur de anstallda ska hantera sina datafile

- Att ha en papperspolicy som sager att alla méste gira hack
inte speciellt ldngt, sager han Medvetenheten om den har ty
enlcelt for mycket bland de anstallda.

Liosningen, menar Hardy MNelson, &r att foretagen 1 stallet ser
anstélldas harddiskar automatiskt, varje gng de loggar in. Tt
det hara var tionde firetag zom bryr sig om att gira det 1 dag

- De anstallda horde inte hehdwa fundera p& saker som hur n
Hardy Melson. Vilever ju trots allt 1 IT-8ldem.

INTERVIUPERSONERNA FICK ocksd svara pd frAgan om hur ¢
egna filerna fasvann. "En smarre katastrof", svarade mer an

- Man kan konstatera att enda dags farlust slaulle 518 hért mao
sager Hardy Melson.

Patientjournaler
dumpade pa soptipp

SKRAPDATOR P3 den har soptippen pad Orust 13g en

dator fran Uddevalla sjukhus. Den visade sig innehalla

omkring 1 800 sekretesshelagda patientjournaler., .
Foto: BEMGT KULEM

Kdnsliga uppgifter om nastan 2 000 patienter 13g pa den
har soptippen.
De patriffades i en kasserad dator fran Uddevalla

sjukhus.

Uppgifterna avsldjar patienternas diagnos och
behandling.

En privatperson hittade datorn nér han iglr besdkte

soptippen pa on Orst utanfor Goteborg,

Han tog med datorn hem.

Den wisade sig mnehalla tvd sekretessbelagda filer frén
Uddewvalla sjukhus — bada med kanslig information om
patienter.

I det ena delumentet redogérs fér patientens sjulodom,
blodgrupp samt patientens namn och fillstandiga
[ BT SONMTITET .
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av.
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De tva mdnnen tycks ha varit specialiserade pa
stolder fran atervinningsstationer.

Nu atalas mannen, som ar 30- respektive 40-3rsaldermn.

Enligt dtalet ska mannen vid flera tillfallen ha tagit sig in pa
Lusharpan och Boda atervinningsstationer i Boras, och
kommit éver mangder med grejer. Aklagaren raknar bland
annat upp 23 bilsterecapparater och lika manga harddiskar,
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elverktyqg.
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160 000 000 SEK down the drain... When the .
computers could be reused...
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overraskade medicinteknikbola-
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veta mer om utrikeshandel och

@
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o Do
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The Swedish Data Inspection Board:

Datainspektionen _ o
avser. Att personuppgifterna maste forstoras innebar att de
maste forstoras sa att de inte gar att aterskapa.

En sarskild fraga ar hur man ska bedoma saken om person-
uppgifterna har forts over pa papper genom utskrift. Da upp-
kommer fragan om uppgifterna pa papper ocksa maste
forstoras. Personuppgifter i pappersform omfattas normalt
inte av PuL:s tillampning om de inte utgor ett sadant manu-
ellt register som avses i b § 2 stycket Pul.. Svaret pa fragan ar
darfor nej. Eftersom sjalva utskriften av personuppgifterna i
sig ar en personuppgiftsbehandling maste man dock fundera
over om utskriften ar tillaten enligt Pul:s bestammelser. Om
man skriver ut uppgifterna pa papper i samband med att de
inte langre behovs for det andamal som de samlades in for
(dvs. nar de ska gallras) och utskriften gors enbart for att
uppgifterna anda ska bevaras ar utskriften inte tillaten enligt
Pul.. Om utskriften gors darfor att uppgifterna kan behovas i
pappersform for andra dndamal sasom t.ex. for bokforings-
andamal, _i i TTTEHETT CHTATeTT:

Nar man vidtar en atgard for att forstora personuppgifter som
inte langre far bevaras ar det viktigt att kdnna till vad som
tekniskt kravs for att uppgifterna verkligen ska forstoras.

4
\e

3. Datalagskommittens betinkande, SOU 1997:39s. 127



Data erasure — How?

FUNCTIONING hard drive

e OS-tools (Formatting/deletion)

e Not intended for complete erasure
e Dependent on the Operating System

e Tools for file removal
e Overwrites part of the hard drive
e Dependent on the Operating System

e Disk sanitizers

e Overwrites the whole hard drive
e Independent of the Operating System
e Independent of the BIOS
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What do we want to achieve?

« All magnetic storage is based on a single principle, i.e.:

« Data is stored by changing the polarity of magnetic domains

H ‘_.--P'-r-rpl-'l-:'-l-r-l.d-nr Hecording Mead
Rvorsing Medium

d

|

I IR ACAEEA

ibas }).Kroll Ontrack.




System overview:
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Erasure report - Traceability

Ontrack Eraser Report

Time of erasure Fri Sep 07 16:27:30 2007

Time of report upload Fri Sep 07 16:00:26 2007
Software Version 3.0.1.2

Overwrites 1

Verify False

Pattern SEKollOntrack Algorithm

Report Security Hash eba2f7cead6157a219ceaf13cf410403
Customer Defined Fields:

Media

Disk #1

Model ST3160828AS40Y9046LEN

Serial Number 4MT26SCK

Capacity 160041885696

Block Size 512

Type

Erasure Status Success

Unlock Success

Lock type No locking

Model IBM
Manufacturer IBM
Version O

Serial 65453168416871
BIOS:

Vendor IBM

Version 2EKT32AUS (12/16/2005)

RAM:

SlotJ10

Size 0

Slot J3

Size 536870912

Slot J4

Size 0

Slot J9

Size 536870912

Slot System board or motherboard

Size 1073741824

CPU:

Slot LGA775/PSC/TIS

Product Intel(R) Pentium(R) 4 CPU 3.40GHz
Vendor Intel Corp.
Capacity 3800000000
Width 64

Size 3400000000
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Data erasure — How?

Defect hard drives and other media

e Saturation of the magnetic layer

e Fast and secure method when data must
not be re-used _

e Erasure of hard drives, tape
and floppy disks

e Compliant to the Department of Defence
standard (DoD 5220.22M)
and Swedish military requirements
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What does the "data” look like?

A data track on a hard drive before degaussing
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What does the "data” look like?

A data track on a hard disk after degaussing
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Thank you for listening!

Ake Ljungqvist
070-397 10 55
ake@ibas.se
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