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1. Figure 1 shows the hardware architecture for a fault-tolerant unit (FTU) in a
distributed control system. The FTU consists of two processor modules and two
sensors. Each sensor is connected to one processor module. All units operate in
active redundancy. The processor modules are designed to be fail silent, but may in
rare cases exhibit value failures. The occurrence of a value failure is considered to
be a failure of the entire FTU.

a)

b)

d)

Divide the FTU including the communication buses into an appropriate
number of error containment regions. Motivate you answer.

(1p)

Draw a fault-tree of the FTU. Assume that all failures are silent failures.
(2p)

Derive an expression for the reliability of the FTU. Assume that the life times
of all units are exponentially distributed with the following failure rates and
coverage factors:

Ap  failure rate of one processor module

As  failure rate of one sensor

¢,  coverage factor for a processor module failure

C;  coverage factor for a sensor failure

Non-covered sensor failures and non-covered failures of the processor mod-
ules have the same effect; they cause a processor module to exhibit a value
failure. A covered failure causes the processor modules to fail silently.

(5p)

Derive an expression for the steady-state safety of the FTU. The FTU isin a
safe shutdown state when both processor modules have failed silently and in
a unsafe state when a value failure has occurred. Assume that the safe shut-

down state and the unsafe state are absorbing states.

(4p)
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2. Consider a file server consisting of one control unit and two mirrored disks, see
Figure 2. The mirrored disks allow the file server to be operational even if one disk
fails. Assume perfect fault coverage and that all function times and repair times
have an exponential distribution.

a)  Derive an expression for the steady-state availability of the control unit. The
control unit has two failure modes, Type A and Type B. The failure rate is 2
for Type A failures and A for Type B failures. The repair rate is 2, for Type
A failures and p for Type B failures. Assume that a Type A failure cannot
occur while the control unit is being repaired for a Type B failure, and vice

Versa.
(6p)

b)  Derive an expression for the steady-state availability of the disk subsystem.
The failure rate is A4 and the repair rate is pq for one disk. The disk subsystem
is repaired by one service technician. If both disks fail, the disk subsystem is
restarted immediately when one disk has been repaired.

(5p)

c) Derive an expression for the steady-state availability of the file server.
Assume that failures and repairs of the control unit occur independently of
failures and repairs of the disk subsystem.

(1p)
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Figure 2: File server with two mirrored disks and one control unit
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3. Afault-tolerant computer system consists of two active modules. The modules have
two failure modes, Type I and Type Il. The failure rate is A, for Type | failures and
A, for Type Il failures. The repair rate is p; for Type | failures and p, for Type Il
failures. Repairs are conducted by one service technician.

a)  Define a GSPN model for calculating the steady-state availability of the sys-

tem.
(6p)

b)  Draw the extended reachability graph of the GSPN.
(6p)

4. Answer the following questions related to time-triggered distributed real-time
systems.

a)  Explain how the use of time-triggered message scheduling ensures response
time predictability in peak-load situations.

(2p)
b)  Explain the term composability.

(2p)
c)  Explain how time-triggered message scheduling facilitates composability.

(2p)

5. Answer the following questions related to hazard and risk analysis.

a)  Describe the role of safety reviews in hazard analysis.

(2p)

b)  ThelSO 26262 standard uses a qualitative approach for determining the ASIL
class for an item. The ASIL class is determined based on three properties (or
factors). Describe the three properties.

(3p)

6.  Inthe paper “A Large-Scale Study of Failures in High-Performance Computing
Systems”, Schroeder and Gibson make several interesting observations concerning
failure rates and repair rates.

a)  What observation was made concerning the relationship between failure rate
and system size?

(2p)

b)  What observation was made concerning the variability of repair times?
(2p)

c) Inwhat way did the age of the investigated systems influence repair times?
(2p)
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7.
a)  Describe the principle of a multi-stage triple modular redundant (TMR) sys-
tem.
(3p)
b)  Show by an example how a multi-stage TMR system can tolerate Byzantine
failures.

(4p)
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Mathematical Formulas

Laplace transforms
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Steady-state probabilities for a general birth-death process
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