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VOLVO AERO CHALMERS

e Height: 4.5 m

e Wing area: 30.0 m?
~ » Max. takeoff weight: 14,000
kg (31,000b)
erplant: 1 x Volvo Aero
afterburning turbofan

e Dry thrust: 54 kN
e Thrust with afterburner: 80.5 kN
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Current state of practice

e FADEC systems in service use components with
proven reliability data. They have sufficient error
detection mechanisms and redundancy and are
therefore safe.

e Conservative choice of components delays the

advantages of new technologies.
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Trends in SRAM size

Node |Year |Component name On-chip Application
size SRAM
(estimated)”
260 nm |1997 |PowerPC 740/750 64k Desktops, video game
consoles, embedded
250 nm [1999 |DEC Alpha 21264A 128k Workstations, servers
180 nm |2000 |Intel Pentium Il 288k Desktop
130 nm |2002 |AMD Athlon XP and|384k-640k Desktops, workstations,
MP servers
130 nm |2006 |MPC5554 64k Embedded
90 nm 2007 |PowerPC 750CL 320k Laptops, video game
consoles, embedded
90 nm [2008 |MPC8640D 2176k Networking, Embedded
65nm |2007 |AMD Athlon (64) X2 |1280-3328k Desktop
45-22 [2008- |Intel® Core™ i7 4-16M Desktops, laptops,
nm 2012 |processor family workstations, servers

*The amount of SRAM has been estimated based on on-die cache memory size. One microprocessor
type can have different cache size variants.
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Failure mechanisms in integrated circuits

Aging effects
e Gate oxide breakdown
o Negative bias temperature instability (NBTI) —

Permanent and
e Hot Carrier Injection (HCI) _— intermittent faults

/

e Electro-migration

Particle radiation effects

o Radioactive impurities
. s Transient faults
e Cosmic radiation

(Soft errors)
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Research Question

e Future generations of FADEC systems will use more complex
microprocessors and large memories.

e These circuits will be implemented in circuit technologies with
smaller nodes sizes, and are therefore likley to be more
susceptible to cosmic ray-induced soft errors.

Research question:

¢ Is the existing approach to error detection adequate for future
FADEC systems?
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Study objectives

e Preliminary investigation of the sensitivity of the FADEC software

with respect to soft errors

e Focus on the impact on microprocessor faults that manifest as
bit-flips in the instruction set architecture registers .

e Fault model: single bit-flips
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Scheduling
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EDM Description
WDM A timer which must be reset periodically to prevent it from tripping, i.e.
signalling that an error has occurred
Hardware | Hardware EDMs supported by the Motorola 68340 processor.
(] exceptions
Software | Software checks generated automatically by MATRIXx or by the
[ exceptions | programmer using the exception-clause in the ADA-language. They
detect erroneous execution, erroneous calculations and other errors.
Software | Range checks on engine parameters.
assertions
S/W assertion Failure condition Possible cause Effect when not detected
NH overspeed [ The measured speed of the Overspeed of the HP | There is a risk for engine
(HP shaft) compressor and high-pressure |shaft, failure in the disintegration.
turbine is too high. input data.
Software exception Description
MATH_ERROR Raised when the predefined ADA exception NUMERIC_ERROR or
\\> CONSTRAINT_ERROR is raised. This happens if a numeric operation is undefined or
when a variable is erroneously assigned.
Hardware No Description
exception

SN

Illegal instruction

Occurs if the processor attempts
unimplemented instruction.

to execute an
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Software Implemented Fault Injection

Information downloaded to FADEC board

e The register for fault injection

e The bit to manipulate

e The address where execution is interrupted

e The number of times to execute the address before fault injection

Memory: Program: Trap-handling:
0x10000000 |[Begin Copy back OP-code
1/ |Adjust return address for PC
Modify SR (Trace on)
2.
Address for  |Trap/Original
trap OoP
Trace-handling:
if (time for FI) then
Perform FI
else
Write trap instruction.
0x101FFFFF [End. Modify SR (Trace off)
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Category Description

Detected error

An error detected by the watchdog monitor (WDM), a hardware or
software exception or a software assertion.

No effect

The outcome No effect occurs when nothing can be observed that
is different from a fault free experiment. The injected error is
either overwritten or remains in the system but does not have any
impact on the outputs of the system (dormant error).

Non-critical failure

A negligible deviation in the control system outputs caused by an
undetected error.

Critical failure

Asignificant change in engine thrust caused by an undetected
error.

Failed experiment

Occurs when the fault injection routine uses a non-valid fault time.
1t can happen if the address for the injected fault is never executed
by the software or if it is executed a fewer number of times than
specified as condition for the fault injection routine.
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Fault Injection Campaigns

Campaign A — Random Fault Selection

Campaign B — Scheduler Fault injection

Campaign C — Control Subsystem Fault injection

Campaign D — Partially Exhaustive Fault injection

Campaign E — Faults in the Program Counter and Status Register

Campaign F — Fault injection Time
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Ratio of effective and non-effective faults in
different campaigns

A (Random)

m Non effective

m No. of eff. exp.

E (PCreg.) B (Scheduler)

D (Subsys 1)

C(Subsys 1)
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Result
(effective errors)

A(Random) ®Weeheos

W Hardware Excep.

W Software Excep.

W Software Assertion
W Non-crit. falure
non-
W Critical failure detected
E (PCreg.)

# B (Scheduler)

D (Subsys 1) C(Subsys1)
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Summary

e The number of non-effective experiments is high, 69-
86%.

e The number of critical failures varies signficantly
between campaigns.

e The number of critial failures is in average 2% of the
effective experiments and 0.5% av all experiments.
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Conclusions

e The experiments show that soft errors may result in
critical events (0.5% = several crashes during fleet
lifetime).

e Preliminary study — more extensive experiments are
required to fully assess the need for a redesign and/or
extension of the error detection techniques.

» As new technologies evolve, we need to consider
other fault models than the single bit-flip model.
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Thank You for Your Attention!
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Exceptions

Hardware | No Description
exception
Buserror |2 Occurs when the processor attempts to use information
from an aborted bus cycle (illegal memory access).
Address 3 Occurs if a misaligned memory access is attempted. For
error instance a word transfer to an odd address.
Illegal 4 Occurs if the processor attempts to execute an
instruction unimplemented instruction.
Line 1111 |11 | A special case of illegal instruction. The name originates
Emulator from the contents of the most significant bits for
unimplemented instructions.
Format 14 | This check ensures that the program does not make
error erroneous assumptions about information in the stack
frame.
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Software exception Description
EXEC_ERROR Raised by execution checks generated by the MATRIXXx-tool.
MATH_ERROR Raised when the predefined ADA exception NUMERIC_ERROR or
CONSTRAINT_ERROR is raised. This happens if a numeric operation is
undefined or when a variable is erroneously assigned.
TIME_ Two types of scheduler errors can cause time overflow. 1) If the scheduler is
OVERFLOW interrupted while executing the non-interruptible critical section and 2) If a
subsystem is ready to run but has still not finished running. Both are due to
inconsistency in the scheduler.
STOP_BLOCK This refers to a Stop Simulation Block.
UCB_ERROR Error in a User Code Block.
UNKNOWN_ An error that is not recognized by the code generated by MATRIXx. A possible
ERROR cause is an incorrect user-written error condition.
OTHERS Raised if an unexpected exception occurs, i.e. it is not identified as any of the
other defined exceptions.
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