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Fault-Tolerant Computer Systems 2011 Exercise 8

Exam problem 2004-08-23

A fault-tolerant computer node consists of three redundant processor modules
(PM 1 to PM 3) and two redundant sensors (S1 and S2). The processor modules
operates in active redundancy. The sensors are read by the processor modules
via point-to-point connections.

1 a

Fault/error containment aims at preventing faults/errors in one unit from af-
fecting other units.

• Fault/error containment should be maintained at all unit interfaces where
fault and error propagation may lead to a reduction of system reliability.

• Fault/error containment is not needed between units that constitute a
series system.
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Figure 1: Computer node in Problem 1 from exam 2004-08-23
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Figure 2: Fault containment regions

There are seven fault containment regions:

• S1

• PM1 + sensor bus

• PM2

• Sensor bus between S1 and PM2

• Sensor bus between S2 and PM2
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• S2

• PM3 + sensor bus

1 b

Assume that the failure rates of the sensors and the point-to-point connections
are negligible and that the life times of the processor modules are exponentially
distributed with the failure rate λp. The coverage factor for faults occurring in
the processor modules is c. Derive an expression for the reliability of the node.
Disregard the system buses.
Solution
The failure rates for the sensors and point-to-point connections are negligible,
and the buses are not included ⇒ Only processor failures can occur!
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Figure 3: Markov chain model

P ′(t) = P (t)Q

P (0) =
[

1 0 0 0
]

Q =


−3λp 3λpc 0 3λp(1− c)

0 −2λp 2λpc 2λp(1− c)
0 0 −λp λp
0 0 0 0


Laplace transform:

L{P ′(t) = P (t)Q} ⇒ sP (s)− P (0) = P (s)Q


sP0 − 1 = −3λpP0

sP1 = 3λpcP0 − 2λpP1

sP2 = 2λpcP1 − λpP2

sP3 = . . .

P0 =
1

s+ 3λp

P1 =
3λpc

s+ 2λp
P0 =

3λpc

s+ 2λp

1

s+ 3λp
= 3c

(
1

s+ 2λp
− 1

s+ 3λp

)
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P2 =
2λpc

s+ λp
P1 =

6λpc
2

s+ λp

(
1

s+ 2λp
− 1

s+ 3λp

)
= 6λpc

2

(
1

λp

(
1

s+ λp
− 1

s+ 2λp

)
− 1

2λp

(
1

s+ λp
− 1

s+ 3λp

))
= 3c2

(
2

s+ λp
− 2

s+ 2λp
− 1

s+ λp
+

1

s+ 3λp

)
= 3c2

(
1

s+ λp
− 2

s+ 2λp
+

1

s+ 3λp

)
P3 = . . .

P0(t) = e−3λt

P1(t) = 3c
(
e−2λpt − e−3λpt

)
P2(t) = 3c2

(
e−λpt − 2e−2λpt + e−3λpt

)
R(t) = P0(t) + P1(t) + P2(t)

= e−3λpt
(
1− 3c+ 3c2

)
+ e−2λpt

(
3c− 6c2

)
+ 3c2e−λpt

1 c

Derive an expression for the reliability of the node. Assume ideal coverage (c
= 1) and that the failure rate of the point-to-point connections is negligible.
Disregard the system buses.

RPM (t) = e−λpt

RS(t) = e−λst

Rsystem =
R3
PMR

2
S all modules are ok

+3R2
PM (1−RPM )R2

S one PMs is broken
+3RPM (1−RPM )2R2

S two PMs are broken
+R3

PM2RS(1−RS) one sensors is broken
+3R2

PM (1−RPM )2RS(1−RS) one PM and one sensor broken
+4RPM (1−RPM )2RS(1−RS) two PMs and one sensor broken

(not including PM1+PM2+S2
or PM2+PM3+S1)

Only one PM broken:

PM2+PM3 working R2
PM (1−RPM )

PM1+PM3 working R2
PM (1−RPM )

PM1+PM2 working R2
PM (1−RPM )

=⇒ 3R2
PM (1−RPM )

Two PMs and one sensor broken:

PM3+S2 working RPM (1−RPM )2RS(1−RS)

PM1+S1 working RPM (1−RPM )2RS(1−RS)

PM2+S1 working RPM (1−RPM )2RS(1−RS)

PM2+S2 working RPM (1−RPM )2RS(1−RS)

=⇒ 4RPM (1−RPM )2RS(1−RS)
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The system does not work if three processor modules or two sensors are broken
or if S2+PM1+PM2 or S1+PM2+PM3 are broken.
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Exam 2010-01-11 
Problem 3



Exam 2010-01-11
Solution 3



• Exam 2011-08-16  problem 1 
– You can find the problem and the solution on the 

course homepage under folder named “Old 
Exams”.  

http://www.cse.chalmers.se/edu/course/EDA122/old-exams-2011/tenta-110816.pdf�
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