@ CHALMERS Maskinorienterad programmering

Undantagshantering och interna avbrott

ARM Cortex-M4 “exceptions”, programmering av
undantagshantering

Ur innehallet:
Faults
Software traps
Avbrott fran interna enheter, "Systick”
Lasanvisningar:
Arbetsbok kap 6
STM32F4xx Cortex M4 programming manual
Kap 2.3 “"Exception model”
SCB, sidor 206-227
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Exception Handling

“Undantagshantering” ar det sammanfattande begreppet for nar
normal sekventiell exekvering inte kan, eller ska, fortsatta.

Detta ar foranlett av nagon “exceptionell” handelse i systemet.

Ett inledande exempel pa undantagshantering:
Vi vet att ARM-processorns load/store- instruktioner optimerats genom att inte kunna

referera word (4 bytes) pa en udda address. 4
Men vi kan enkelt skriva ett program som gor det, vad hander da? 0
@ exception unhandled.asm voild main (void)

{
start: int *ip, 1i;

_ ip = (int *) 0x20001001;
LDR  RO,=0x20001001 IR
LDR RO, [RO] \
NOP

This is an address to
a short NOT to an int!

Undantagshantering och interna avbrott
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Exception handling - "exception”

Med “undantag” menar vi har en rad

Applikationskod

"Thread mode” RESET | olika typer av handelser:
» RESET (aterstart):
"Exception <—— EXCEPTION (undantag) | = power on (kallstart )
returmn”
(uttride) .~ "Exception entry” (intrade) = warm reset (varmstart)
) . * FAULT:
Kod for undantagshantering _ _
"Handler mode” = Exekveringsfel — kan inte
fortsatta
FAULT e TRAP:
TRAP = Programmerat avbrott, initierat
INTERRUPT g )

av maskininstruktion

* INTERRUPT:
v = Hardvarusignalerat avbrott

"Chained exception” (aterintrade)

Undantagshantering och interna avbrott
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Exception type

%ﬁ
B
e

Hogsta
prioritet

RESET:

« power on (kallstart)

* warm reset
(varmstart)

Maskinorienterad programmering

De olika undantagstyperna har en naturlig, fallande

prioritet

NMI:
Non Maskable Interrupt

FAU LT:
Hard fault
generellt fel
*  Memory
management fault
fel anvéndning av minne

* Bus fault
exvis obefintligt minne

+ Usage fault

exvis “unaligned”

INTERRUPT:

TRAP:
e SVC- instruktion
 BPKT-instruktion

INTERNA:

» SysTick

« Watchdog

» Periferikretsar

EXTERNA
|O-pinnar kan
konfigureras som
avbrottsingangar

« EXTI (External
Interrupt) modul

Lagre prioritet

Undantagshantering och interna avbrott
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Exception execution

L _ e e e = ——

0x04 | RESET-vektor

— Ox00 MIEWEI(eCRie]d\/ ] R13

(MSP)

Aterstart (Reset aktiverad)

Ladda MSP (Main Stack Pointer) fran adress 0x00
Ladda RESET-vector fran adress 0x04
RESET-hantering exekveras i “Thread mode”
Systemets huvudprogram startas

Ok wh =

Undantagshantering och interna avbrott
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L S e —_—— -—— -

—_—— e e e m— e ————T T -

Undantagsvektor

Nagot undantag intraffar

e Pagaende instruktion utfors klart

* Vektortabellen adresseras

Den specifika undantagsvektorn hamtas
Undantagshantering i “Handler Mode”
Atergang efter undantagshantering
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Vector table

Anger position for de olika
undantagsvektorerna.

De 16 forsta positionerna ar
samma for alla Cortex-M4.

Resten av tabellen ar
specifik for den aktuella
microcontrollern.

Undantagshantering och interna avbrott
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N

. . . Reserverad stack 0x0000 0000
-3 fixed Reset Reset 0x0000 0004
-2 fixed NMI Non maskable interrupt. The RCC 0x0000 0008
Clock Security System (CSS) is inked
to the NMI vector.
-1 fixed HardFault All class of fault 0x0000 000C
0 settable | MemManage Memory management 0x0000 0010
1 settable | BusFault Pre-fetch fault, memory access fault 0x0000 0014
2 settable | UsageFault Undefined instruction or illegal state 0x0000 0018
. Reserved 0x0000 001C -
0x0000 002B
3 settable | SVCall System service call via SWI 0x0000 002C
instruction
4 settable | Debug Monitor Debug Monitor 0x0000 0030
- - - Reserved 0x0000 0034
5 settable [ PendSV Pendable request for system service 0x0000 0038
- 8 settable | SysTick System tick timer 0x0000 003C =
0 |7 settable | WWDG Window Watchdog interrupt 0x0000 0040
1 ] settable | PVD PVD through EXTI line detection 0x0000 0044
interrupt
2 |19 settable | TAMP_STAMP Tamper and TimeStamp interrupts 0x0000 0048
through the EXTI line
3 10 settable | RTC_WKUP RTC Wakeup interrupt through the 0x0000 004C
EXTI line
4 11 settable | FLASH Flash global interrupt 0x0000 0050
5 |12 settable | RCC RCC global interrupt 0x0000 0054
6 [ 13 settable | EXTIO EXTI Line0 interrupt 0x0000 0058
7 14 settable | EXTI1 EXTI Line1 interrupt 0x0000 005C
8 |15 settable | EXTI2 EXTI Line2 interrupt 0x0000 0060
9 |16 settable | EXTI3 EXTI Line3 interrupt 0x0000 0064
10 | 17 settable | EXTI4 EXTI Line4 interrupt 0x0000 0068
81| 88 FPU FPU global interrupt 0x0000 0134
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Exception handling -
details

EXCEPTION (FAULT,
TRAP, INTERRUPT)

Kod fér undantagshantering
"Handler mode”

| 1
| |
| |
| |
| |
| |
J 1

Applikationskod

Maskinorienterad programmering

“Intradet” hanteras automatiskt av processor.

“Uttradet” initieras och handhas av programvaran
(undantagsrutinen)

Uttrade:

Aterstill avbruten processorstatus)
(“‘restore context”)

Aterstall PC fran LR. Det speciella
EXC_RETURN véardet som dd hamnar i PC
avkodas.

Registerinnehall aterstillls da fran stacken

"Thread mode”

"Exception "Exception
entry” return”
(intrade) (uttrade)

Intrade:

Spara aktuell processorstatus (“'save context”),
dvs.

— Spara registerinnehall pa stacken

—  Satt nytt speciellt innehall i LR (EXC_RETURN)
baserat pa processorstatus

Andra processorstatus for undantagshantering
- Satt undantagsnummer i PSR
— Placera undantagsvektor i PC

Undantagshantering och interna avbrott

» varvid PC far ratt aterhoppsadress.

Flyttal aktiverat | Flyttal ej
Anvant aktiverat
stackutrymme Ater till handler mode — OxFFFFFFE1 OxFFFFFFF1
anvand main stack
xPSR(bit9=0) Ater till thread mode — OxFFFFFFE9 OxFFFFFFF9
returadress anvand main stack
Minskande Ater till thread mode — OxFFFFFFED |OxFFFFFFFD
adress LR anvand process stack
R12
R3
R2
R1
[ SP(R13) | RO
31]a0]20]28]27[26 25 24 2z 2z [21 oo [oJte a7 [ [is a1 [zt ighg s [T e [s [« 3 [2 1 [0 |\
F3 via AP\SR
U] ISR_NUMBER IPJR
[reum 7] [ e TN\ PSR
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Relocation of the
vector table

Vektortabellen startar pa address O i
minnet (Alltid RO-minne) ....

... men kan relokeras sa att

vektorerna hamnar i RWM, exempelvis:

#define SCB_VTOR

*SCB VTOR = 0x2001C00

0;

Tilllverkar-
specifikt

Externa
enheter

Externt
RAM-
minne

Maskinorienterad programmering

2001 FFFE

2001 C400

2001 BFFF

20000000

2001 C3FF
/
2001 €000

((unsigned long *)0xEOO0OEDO0S)

Monitor/
debugger

stack och data
Relokerade
avbrottsvektorer

Reserverat for
applikationen

System Control Block (SCB) OxEOOEDOO
Vector Table Offset Register (VTOR) 0x8

EXEMPEL: Initiera avbrottsvektor
“‘usage fault”

void usage fault handler( v

;k(void (**) (void) ) 0x2001C

ST lduIT

vicividliaye

WIZIHHIULY HHganidyeineiil

UAUUUU UU 1V

U
| 2
3

1 settable | BusFault Pre-fetch fault, memory access fault 0x0000 0014
settable | UsageFault Undefined instruction or illegal state 0x0000 0018)
. Reserved 0x0000 001C -
0x0000 0038
settable | SVCall System service call via SWI 0x0000 002C

old );
):

usage fault handler;

Undantagshantering och interna avbrott
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Return from interrupt

Maskinorienterad programmering

Vardet i LR (EXC_RETURN) anger detaljerna for
aterstallning av stack och PC efter avbrott

Flyttal aktiverat

Flyttal e aktiverat

Ater till handler mode — anvand main stack OxFFFFFFE1 OxFFFFFFF1
Ater till thread mode — anvand main stack OxFFFFFFE9 OxFFFFFFF9
Ater till thread mode — anvand process stack OxFFFFFFED OxFFFFFFFD

[ Kan atervanda fran avbrott med foljande instruktioner da PC laddas med “det

magiska vardet” OxFFFF_FFFX

 LDRPC, ....
* LDM/POP da PC ingar i registerlistan
 BXLR mest vanligt, typiskt retur fran en subrutin

[ Om inga ytterligare avbrott avvaktar:
» aterstalls stack och tillstand baserat pa EXC_RETURN

[ Om avbrott avvaktar:

e aterstallning av stack/tillstand fordrojs (“tail-chaining”)
* avvaktande avbrott betjanas

Undantagshantering och interna avbrott
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|nte 'ru pt priority Flera avbrott, pending, active och prioriteter

é ‘ —
active 2
[active 7 active Avbrott 2 har hdgre prioritet,
» Ytterligare “context switch”
pending 1 pending 2
Avbrott 2 har lagre prioritet,
p— J— tail-chained” interrupt
>
pending 1 pending 2

Undantagshantering och interna avbrott
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Special registers

Speciella register anvands for att
ange:

* Om flyttalsprocessor ska aktiveras
* Vilken stack som anvands

* Vilken exekverings-mode som
anvands

Maskinorienterad programmering

EXEMPEL:
volid = setCONTROL ( unsigned int val)
{
__asm(
" MSR CONTROL,RO\n"
) i

* Om avbrott ska betjanas TERE

272625 24 23 2221 2o 1o [ig i 115 [1a[1a[iz[1iJrof e [e [7 [6 s[4 [a[2[1 [0
Z[clv]a APSR
[ ISR_NUMBER IPSR
[ieur 7] [ ot | EPSR

a1 [3o]2e 2827 (26 [25]24 [23]22[21 2019 [18 |17 [16 |15 [14 1312 |11 |10 a |8 [ 7 |6 [5 [4 JaT2 |1 |0

FIs[P] CONTRDL |

~_

a1 [3o]2e 2827 (26 [25]24 [23]22 [21 [20 1o [18 |17 [16 |15 [14 |13 [12[11 |10 a |8 [ 7|6 [s [4 |3 [2]1 0

M| PRIMASK |

R12 i
aaaaaaaaaa L SRIRIBE L ] PSP ] [

a1 [3o]2e 2827 (26 [25]24 [23]22[21 [20 19 [18 |17 [16 |15 [14[13[12[11 |10 a |8 [ 7|6 [s [4 |3 [2]1 0

M | FAULTMASK |

a1 [30]2e 2827 (26 [25]24 [23]22[21 [20 1o [18 |17 [16 |15 [14 |13 [12[11 |10 a |8 [ 7|6 [s [4 |3 [2]1 |0

PRIORITY BASEPRI |

Undantagshantering och interna avbrott
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Mask exceptions

| undantagsrutinen kan man tillfalligt hoja den egna prioriteten till hogsta niva genom
att satta prioritetsmasken i PRIMASK till 1.

vold disable interrupt( void )

{

__asm(

" CPSID I\n"
) ;

Undantagsrutinen maste da ocksa aterstalla prioritetsmasken till 0 innan atergang.
| annat fall kommer alla framtida avbrott att blockeras.

Undantagshantering och interna avbrott 12
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The different states of the processor

Handler (undantagshantering)/Thread mode (normal
exekvering), skots automatiskt av processorn.

For att underlatta konstruktion av operativsystem finns ocksa:
Privileged/Non-privileged state, kan programmeras.

I Non-priveleged state fungerar priviligierade instruktioner som
NOP.

Main stack/Process stack — kan programmeras, processorn

anvander olika fysiska register (MSP eller PSP) som stackpekare.

Operativsystemets programvara (kernel) exekveras med alla
resurser tillgangliga (priviligierat).

Applikationsprogrammet exekveras i en begansad miljo (icke
priviligierat), 6vervakad av kernel.

Undantagshantering och interna avbrott

Maskinorienterad programmering

privileged
(kernel,
Supervisor)

kernel

startar

undantag Drocess

non privileged
(task, process)

13
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. . . Ej akti d flyttalsenhet
The stack in the interrupt function =" = >

Anvant Anvant
stackutrymme stackutrymme
Anvant
stackutrymme xPSR(bit9=0)
| SP(R13) || Sist ill stacken returadress xPSR(bit9=1)
Minskande LR Minskande returadress

adress R12 adress LR

R3 R12

R2 R3

J R1 R2

 SPIR13) |- RO RT

SP(R13) 9 RO

Minskande
adress

Fore avbrott

Undantagshantering och interna avbrott

Processorn fyller automatiskt ut med 4 bytes om detta skulle

kravas for att SP ska innehalla adress pa adress jamnt

delbar med 8. Detta indikeras med att bit9 i PSR satts till 1.
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Internal interrupts

K ’ lfe.augmented

STM32F405xx
STM32F407xx

ARM Cortex-M4 32b MCU+FPU, 210DMIPS, up to 1MB Flash/192+4KB RAM, USB

OTG HSIFS, Ethemet, 17 TIMs, 3 ADCs, 15 comm. interfaces & camera

WLCSPEO

L

e,

LOFPE4 (10 x 10 mm)
LOFP100 (14 x 14 mm)

LOFP144 (20 x 20 mm)
Loers{zt % 24 mm|

Features

Core: ARM 32-bit Cortex™-M4 CPU with FPU,

Adaptive real-time accelerator (ART

Accelerator™) allowmg 0-wait state execution

from Flash memory, CSMF to 168 MHz,

memory protecﬁon unlt 210

1.25 DMIPS/MHz (Dhrystone 2.1), and DSP

instructions

Memories

— Up to 1 Mbyte of Flash memory

— Up to 192+4 Kbytes of SRAM including 64-
Kbyte of CCM (core coupled memory) data
RAM

— Flexible static controller
supporting Compact Flash, SRAM,
PSRAM, NOR and NAND memories

LCD parallel interface, 8080/6800 modes

Clock, reset and supply management

— 1.8V to 3.6 V application supply and 1/Os

- POR, PDR, PVD and BOR

— 4-to-26 MHz crystal oscillator

— Internal 16 MHz factory-trimmed RC (1%
accuracy)

— 32 kHz oscillator for RTC with calibration

— Internal 32 kHz RC with calibration

Low power

— Sleep, Stop and Standby modes

— Vpgar supply for RTC, 20x32 bit backup
registers + optional 4KB backup SRAM

3x12-bit, 2.4 MSPS A/D converters: up to 24

channels and 7.2 MSPS in triple interleaved

2x12-bit D/A converters

General-purpose DMA: 16-stream DMA
controller with FIFOs and burst support

Up to 17 timers: up to twelve 16-bit and two 32-
bit timers up to 168 MHz, each with up to 4

Datasheet - production data

IC/OC/PWM or pulse counter and quadrature

(incremental) encoder input

Debug mode

— Senial wire debug (SWD) & JTAG
interfaces

— Cortex-M4 Embedded Trace Macrocell™

Up to 140 /O ports with interrupt capability

— Up to 136 fast I/Os up to 84 MHz

— Upto 138 5 V-olerant I/Os

Up to 15 communication interfaces

— Upto 3 x I%C interfaces (SMBus/PMBus)

— Upto4 USARTs/2 UARTs (10.5 Mbit/s, ISO
7816 interface, LIN, IrDA, modem oontrol]

- Upto3 SPI55(42 Mbits/s), 2 with muxed
full-duplex IS to achieve audio class
al%cctlj(racy via intemal audio PLL or external
cl

— 2 x CAN interfaces (2.0B Active)
— SDIO interface
Advanced connectivity

— USB 2.0 full-speed device/host/OTG
controller with on-chip PHY

— USB 2.0 high-speed/full-speed
device/host/OTG controller with dedicated
DMA, on-chip full-speed PHY and ULPI

— 10/100 Ethernet MAC with dedicated DMA:
supports IEEE 1588v2 hardware, MII/RMI|

8- to 14-bit parallel camera interface up to
54 Mbytes/s

True random number generator

CRC calculation unit

96-bit unique ID

RTC: subsecond accuracy, hardware calendar

Table 1. Device summary

Part numbsr

STMIZFADSX | STM30FA0S0G STMZFA0SOE

STM32FA0SRG, STMI2FA0SVG, STM3ZF40SZG

STM3ZFA0To | STM3ZFADTVG STM32F207IG STM32F2072G,

STM32FA0TVE, STM32FA07ZE, STM3Z2FA0TIE

Undantagshantering och interna avbrott
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STK_CTRL Status och styrregister

offset|31 30292827262524232221201918[1716 15|14]13[12]11{10/918]7]6]5[4]3]2

"SysTick” with interrupt... = i

Bit 16: (COUNTFLAG):
Biten dr 1 om riknaren riknat ned till 0. Biten nollstills da registret ldses.
Bit 2: (CLKSOURCE) biten ar 1 efter RESET:
0: Systemklocka/8
1 chfernl(]n{‘l(a
Bit 1: (TICKINT): Aktivera avbrott
0: Inget avbrott genereras.

=]

Register
STK _CTRL

LEED
S

Raknarkrets - "SysTick"

1: Da riknaren slagit om till 0 genererar SysTick avbrott.
Anm: Man kan programvarumassigt underséka om riaknaren riaknat ned till 0 genom att
'M }*‘ b STT{%"S kontrollera biten COUNTFLAG, det &r alltsd inte nddvindigt att anvinda
Systemklocka____, | Nedraknare 24 bar = ;5‘;‘;@55 vbrottsmekanismen.
i L Bit 0: (ENABLE) Aktivera riknare

\__I%ﬂ. SysTick IRQ Da ENABLE ettstills laddas virdet fran STK_LOAD till STK_VAL och riknaren bérjar rikna
STK_VAL ned. Da riknaren natt 0, ettstills COUNTFLAG och proceduren upprepas.
0: Riknare deaktiverad

STK_LOAD 1: Réknare aktiverad
STK_VAL — | \ ]
0 Reload Reload Reload t Algorltm ' o .
STK_CTRL=0 Aterstall SysTick
Algoritm: , STK_LOAD = CountValue
STK_CTRL=0 Aterstall SysTick _ il :
STK LOAD = CountValue STK_VAL=0 Nollstall raknarregistret
STK_VAL=0 Nollstall raknarregistret STK CTRL=7 Starta om raknaren
STK_CTRL=5 Starta om raknaren o
Vanta till COUNTFLAG=1
STK CTRL=0  Aterstall SysTick Avbrott genereras da COUNTFLAG=1
"Blockerande” — ty programmet kan
inte gora nagot annat an vanta.... "Icke-blockerande” — ty programmet kan

fortsatta med att exekvera "parallell” kod

Undantagshantering och interna avbrott 16
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Maskinorienterad programmering

EXAMPLE: Interrupt from”SysTick”

Skapa en fordrojningsfunktion
med en global variabel i form av
ett "'meddelande”.

Visa hur ett testprogram kan
anvanda funktionen for att
astadkomma fordréjning i en
bunden programslinga utan att
blockeras.

Testprogrammet ska tanda en
diodramp under den tid
fordrojningen varar.

Vi I6ser pa tavian...

Undantagshantering och interna avbrott

void 1init app( void )
{

/* Initiera port D ... */
*((void (**) (void) )

}
#define DELAY COUNT 10000

void main (void)

{
init_app ()
*GPIO ODR LOW = 0;
delay ( DELAY COUNT );
*GPIO_ODR _LOW = OxFF;

while (1)
{
if( systick flag )
break;

/* "Parallell kod” ...

}
*GPIO ODR LOW = 0;

0x2001C03C ) = systick irg handler;

*/
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