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● Compete in challenges

● Follow favorite game/challenge/studios for updates
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Introduction
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● Compete in challenges

● Follow favorite game/challenge/studios for updates
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USER_ID NAME EMAIL FAVORITE_ID

1234–abcd–5678–efgh Emilia Emilsson emilia@chalmers.se 2132–asdf–5876–qazs

4321–swmm–3569–abdc Someone Elsson sum1@gu.se 3456–aeio–2468–lkio

3431–ghyu–5786–aade Mikael Jacksson thriller@chalmers.se 7890–gfea–4579–logt
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USER_ID NAME EMAIL FAVORITE_ID

1234–abcd–5678–efgh Emilia Emilsson emilia@chalmers.se 2132–asdf–5876–qazs

4321–swmm–3569–abdc Someone Elsson sum1@gu.se 3456–aeio–2468–lkio

3431–ghyu–5786–aade Mikael Jacksson thriller@chalmers.se 7890–gfea–4579–logtUser

String userId
String name
String email
String favoriteId
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USER_ID NAME EMAIL FAVORITE_ID

1234–abcd–5678–efgh Emilia Emilsson emilia@chalmers.se 2132–asdf–5876–qazs

4321–swmm–3569–abdc Someone Elsson sum1@gu.se 3456–aeio–2468–lkio

3431–ghyu–5786–aade Mikael Jacksson thriller@chalmers.se 7890–gfea–4579–logtUser

userId = “1234–abcd–5678–efgh”
name = “Emilia Emilsson”
email = “emilia@chalmers.se”
favoriteId = “2132–asdf–5876–qazs”
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USER_ID NAME EMAIL FAVORITE_ID

1234–abcd–5678–efgh Emilia Emilsson emilia@chalmers.se 2132–asdf–5876–qazs

4321–swmm–3569–abdc Someone Elsson sum1@gu.se 3456–aeio–2468–lkio

3431–ghyu–5786–aade Mikael Jacksson thriller@chalmers.se 7890–gfea–4579–logtFAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

3456–aeio–2468–lkio 8012–dgff–4567–trhb 2022–01–03 0

2132–asdf–5876–qazs 1322–abhu–4587–tbgt 2021–12–13 1



Technicalities

Hibernate: maps OO model to a relational database

15

USER_ID NAME EMAIL FAVORITE_ID

1234–abcd–5678–efgh Emilia Emilsson emilia@chalmers.se 2132–asdf–5876–qazs

4321–swmm–3569–abdc Someone Elsson sum1@gu.se 3456–aeio–2468–lkio

3431–ghyu–5786–aade Mikael Jacksson thriller@chalmers.se 7890–gfea–4579–logtFAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

3456–aeio–2468–lkio 8012–dgff–4567–trhb 2022–01–03 0

2132–asdf–5876–qazs 1322–abhu–4587–tbgt 2021–12–13 1

User

String userId
String name
String email
String favoriteId

List<Favorite> favorites
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USER_ID NAME EMAIL FAVORITE_ID

1234–abcd–5678–efgh Emilia Emilsson emilia@chalmers.se 2132–asdf–5876–qazs

4321–swmm–3569–abdc Someone Elsson sum1@gu.se 3456–aeio–2468–lkio

3431–ghyu–5786–aade Mikael Jacksson thriller@chalmers.se 7890–gfea–4579–logtFAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

3456–aeio–2468–lkio 8012–dgff–4567–trhb 2022–01–03 0

2132–asdf–5876–qazs 1322–abhu–4587–tbgt 2021–12–13 1
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USER_ID NAME EMAIL FAVORITE_ID

1234–abcd–5678–efgh Emilia Emilsson emilia@chalmers.se 2132–asdf–5876–qazs

4321–swmm–3569–abdc Someone Elsson sum1@gu.se 3456–aeio–2468–lkio

3431–ghyu–5786–aade Mikael Jacksson thriller@chalmers.se 7890–gfea–4579–logtFAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

3456–aeio–2468–lkio 8012–dgff–4567–trhb 2022–01–03 0

2132–asdf–5876–qazs 1322–abhu–4587–tbgt 2021–12–13 1

User

userId = “1234–abcd–5678–efgh”
name = “Emilia Emilsson”
email = “emilia@chalmers.se”
favoriteId = “2132–asdf–5876–qazs”
favorites = [...]
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USER_ID NAME EMAIL FAVORITE_ID

FAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

GAME_ID TITLE AGE_RATING AVERAGE_RATING
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USER_ID NAME EMAIL FAVORITE_ID

FAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

GAME_ID TITLE AGE_RATING AVERAGE_RATING

User

String userId
String name
String email
String favoriteId

List<Favorite> favorites

Favorite

String favoriteId
String gameId
Date dateAdded
int displayOrder

Game game

Game

String gameId
String title
AgeRating ageRating
double averageRating
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USER_ID NAME EMAIL FAVORITE_ID

FAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

GAME_ID TITLE AGE_RATING AVERAGE_RATING

User

String userId
String name
String email
String favoritesId

List<Favorite> favorites

Favorite

String favoriteId
String gameId
Date dateAdded
int displayOrder

List<Game> games

Game

String gameId
String title
AgeRating ageRating
double averageRating

FavoriteRepository

Page<Favorite> findByFavoriteId(String favoriteId, Pageable pageable)
List<Favorite> findByGameOrderByDisplayOrderAsc(Game game)
Optional<Favorite> findByFavoriteIdAndGame(String favoriteId, Game game)
long countByGame(Game game)
boolean existsByDateAddedNull()
Favorite save(Favorite favorite)
...

Favorite

String favoriteId
String gameId
Date dateAdded
int displayOrder

Game game
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USER_ID NAME EMAIL FAVORITE_ID

FAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

GAME_ID TITLE AGE_RATING AVERAGE_RATING

User

String userId
String name
String email
String favoritesId

List<Favorite> favorites

Favorite

String favoriteId
String gameId
Date dateAdded
int displayOrder

List<Game> games

Game

String gameId
String title
AgeRating ageRating
double averageRating

FavoriteRepository

Page<Favorite> findByFavoriteId(String favoriteId, Pageable pageable)
List<Favorite> findByGameOrderByDisplayOrderAsc(Game game)
Optional<Favorite> findByFavoriteIdAndGame(String favoriteId, Game game)
long countByGame(Game game)
boolean existsByDateAddedNull()
Favorite save(Favorite favorite)
...

SELECT *
FROM favorites
WHERE game_id = :value
ORDER BY display_order ASC
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USER_ID NAME EMAIL FAVORITE_ID

FAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

GAME_ID TITLE AGE_RATING AVERAGE_RATING

User

String userId
String name
String email
String favoritesId

List<Favorite> favorites

Favorite

String favoriteId
String gameId
Date dateAdded
int displayOrder

List<Game> games

Game

String gameId
String title
AgeRating ageRating
double averageRating

FavoriteRepository

Page<Favorite> findByFavoriteId(String favoriteId, Pageable pageable)
List<Favorite> findByGameOrderByDisplayOrderAsc(Game game)
Optional<Favorite> findByFavoriteIdAndGame(String favoriteId, Game game)
long countByGame(Game game)
boolean existsByDateAddedNull()
Favorite save(Favorite favorite)
...

SELECT *
FROM favorites
WHERE game_id = :value
ORDER BY display_order ASC

Favorite

favoriteId
gameId
dateAdded
displayOrder

game

Favorite

favoriteId
gameId
dateAdded
displayOrder

game

Favorite

favoriteId
gameId
dateAdded
displayOrder

game

Favorite

favoriteId = “1156–rtcf–6745–aski”
gameId = “9851–plgt–4673–frnh”
dateAdded = 2022–02–16
displayOrder = 3

game = {...}
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USER_ID NAME EMAIL FAVORITE_ID

FAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

GAME_ID TITLE AGE_RATING AVERAGE_RATING

User

String userId
String name
String email
String favoritesId

List<Favorite> favorites

Favorite

String favoriteId
String gameId
Date dateAdded
int displayOrder

List<Game> games

Game

String gameId
String title
AgeRating ageRating
double averageRating

FavoriteRepository

Page<Favorite> findByFavoriteId(String favoriteId, Pageable pageable)
List<Favorite> findByGameOrderByDisplayOrderAsc(Game game)
Optional<Favorite> findByFavoriteIdAndGame(String favoriteId, Game game)
long countByGame(Game game)
boolean existsByDateAddedNull()
Favorite save(Favorite favorite)
...

SELECT *
FROM favorites
WHERE favorite_id = :value1
AND game_id = :value2
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USER_ID NAME EMAIL FAVORITE_ID

FAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

GAME_ID TITLE AGE_RATING AVERAGE_RATING

User

String userId
String name
String email
String favoritesId

List<Favorite> favorites

Favorite

String favoriteId
String gameId
Date dateAdded
int displayOrder

List<Game> games

Game

String gameId
String title
AgeRating ageRating
double averageRating

FavoriteRepository

Page<Favorite> findByFavoriteId(String favoriteId, Pageable pageable)
List<Favorite> findByGameOrderByDisplayOrderAsc(Game game)
Optional<Favorite> findByFavoriteIdAndGame(String favoriteId, Game game)
long countByGame(Game game)
boolean existsByDateAddedNull()
Favorite save(Favorite favorite)
...

SELECT *
FROM favorites
WHERE favorite_id = :value1
AND game_id = :value2

Favorite

String favoriteId
String gameId
Date dateAdded
int displayOrder

Game game

(nothing)
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FavoritesService

FavoriteRepository favoriteRepository

Page<Favorite> getFavorites(User user, Pageable pageable)
Favorite addFavorite(User user, Game game)
void deleteFavorite(Favorite favorite)
...
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FavoritesService

FavoriteRepository favoriteRepository

Page<Favorite> getFavorites(User user, Pageable pageable)
Favorite addFavorite(User user, Game game)
void deleteFavorite(Favorite favorite)
...

Autowired
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FavoritesService

FavoriteRepository favoriteRepository

Favorite addFavorite(User user, Game game) {
  Favorite newFavorite = new Favorite();
  ...
  favoriteRepository.save(newFavorite);
  ...
  return newFavorite;
}
...

Autowired
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GamesService

FavoriteRepository favoriteRepository

GameDetails getGameDetails(User user, Game game) {
  GameDetails details = new Details();
  details.setTitle(game.getTitle());
  ...
  Optional<Favorite> maybeFavoriteId =
      favoriteRepository.findByFavoriteIdAndGame(
        user.getFavoriteId(), game);
  if (maybeFavoriteId.isPresent()) {
    details.setFavoriteId(maybeFavoriteId.get());
  }
  ...
  return details;
}
...

Autowired
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GamesController

GamesService gamesService

Page<Game> getGames(Pageable pageable)
GameDetails getGameDetails(User user, Game game)
void playGame(Optional<User> maybeUser, Game game)
void rateGame(User user, Game game)
...

Autowired
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ServiceServiceServiceServices

Data base Other services
● Opera auth, …
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Spring

Controller

ServiceService

Data base Other services
● Opera auth, …

ServiceServices
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Technicalities

Front end Back end

Spring

Controller

ServiceServiceServiceServices

Data base Other services
● Opera auth, …

35



Technicalities

Example time!

36



Technicalities

Front end Back end

Give me details

37



Technicalities

Front end Back end

Give me details
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Controller calls 
service…
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39

Service calls game 
repository…
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40

Found your 
game.
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Give me details

41

Need to know if 
game is a favorite.
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Front end Back end

Give me details

42

Service now queries 
the favorites 
repository…
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Front end Back end

Give me details
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Not found for 
this user.
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Front end Back end

Give me details
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Then it’s not a 
favorite!
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There you go!
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Front end Back end

There you go!
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Add to favorites.
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Add to favorites.

Controller calls 
service…
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Add to favorites.

Service updates the 
user’s favorites…
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Add to favorites.

Everything 
saved!
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Add to favorites.

Added to favorites!
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Front end Back end

Done.
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The problem

Front end Back end

Give me details
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The problem

Front end Back end

56



The problem

Front end Back end

…what happened?
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The problem

Front end Back end

Give me details

58

Need to know if 
game is a favorite.
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Front end Back end

Give me details
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Service now queries 
the favorites 
repository…
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Front end Back end

Give me details
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Can you tell me the 
user favorite ID for 
this game?



The problem

Front end Back end

Give me details

61

Sure, there’s 
plenty of 
them!
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Front end Back end

Give me details
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Wait wha—



The problem

Front end Back end

Give me details

63

Wait wha—



The problem

Front end Back end● Service queried favorite repository for a given game

● Service expected one entry or nothing

● Data base returned a list instead!

● Service crashed…
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The problem

Front end Back end● Service queried favorite repository for a given game

● Service expected one entry or nothing

● Data base returned a list instead!

● Service crashed…

● How did this happen?
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The race condition
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The race condition

Front end Back end

67

Add to favorites.



The race condition

Front end Back end
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Add to favorites.

Add to favorites.



The race condition

Front end Back end

Add to favorites.Add to favorites.
Add to favorites.
Add to favorites.
Add to favorites.
Add to favorites.
Add to favorites.
Add to favorites.
Add to favorites.
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The race condition
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FAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

… … … …
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FAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

… … … …

Need to fix this…



• Add FE script to prevent double clicks?

Solution?
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Solution?

Front end Back end

Add to favorites.Add to favorites.

Add to favorites.
Add to favorites.
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• Add FE script to prevent double clicks?

• Change “favorites” table definition??

Solution?
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The race condition
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FAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

… … … …

Unique



The race condition

76

FAVORITE_ID GAME_ID DATE_ADDED DISPLAY_ORDER

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

2132–asdf–5876–qazs 7909–adse–1462–ytts 2021–12–07 0

… … … …

Unique



• Add FE script to prevent double clicks?

• Change “favorites” table definition??

• Do something with Spring????

Solution?
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Solution

EntityManager

void persist(Object entity)
void remove(Object entity)
T find(Class entityClass, Object primaryKey)
void refresh(Object entity, LockModeType lockMode)
void clear()
...
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Solution

EntityManager

void persist(Object entity)
void remove(Object entity)
T find(Class entityClass, Object primaryKey)
void refresh(Object entity, LockModeType lockMode)
void clear()
...

1. Reloads entity from data base;

2. Applies a lock to the data base row;

3. Removes lock when transaction is 
committed.



Solution?

Front end Back end

81

Controller calls 
service…

Controller calls 
service…

Controller calls 
service…

Controller calls 
service…



Solution?

Front end Back end
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Service locks the 
user entity…

Service locks the 
user entity…

Service locks the 
user entity…

Service locks the 
user entity…



Solution?

Front end Back end
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Service locks the 
user entity…

Service locks the 
user entity…

Service locks the 
user entity…

Service locks the 
user entity…



Solution?

Front end Back end
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Service updates the 
user’s favorites…

Waiting…

Waiting…

Waiting…



Solution?

Front end Back end

85

Everything 
saved!



Solution?

Front end Back end

86

Looks like it’s 
already a favorite.

Looks like it’s 
already a favorite.

Added to favorites!

Looks like it’s 
already a favorite.



• Add FE script to prevent double clicks?

• Change “favorites” table definition??

• Do something with Spring???? ✅

Solution?
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• Add FE script to prevent double clicks?

• Change “favorites” table definition??

• Do something with Spring???? ✅
• Delete any existing duplicates.

Solution?
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• Add FE script to prevent double clicks?

• Change “favorites” table definition??

• Do something with Spring???? ✅
• Delete any existing duplicates. ✅
• Change “favorites” table definition.

Solution?
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• Add FE script to prevent double clicks?

• Change “favorites” table definition??

• Do something with Spring???? ✅
• Delete any existing duplicates. ✅
• Change “favorites” table definition. ✅

Solution?
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A data base is a shared resource!

• Locking a row before update is a good idea.

In summary…
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A data base is a shared resource!

• Locking a row before update is a good idea.

Fixing a problem takes more time than preventing it!

• Know the tools you’re using.

In summary…
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A data base is a shared resource!

• Locking a row before update is a good idea.

Fixing a problem takes more time than preventing it!

• Know the tools you’re using.

Learn from your mistakes!

• Today favorites, tomorrow…

In summary…

93



PosgreSQL: postgresql.org

Hibernate: hibernate.org

Spring: spring.io

• persistence: Spring data access reference

…and, of course, gxc.gg 😎

Useful links

94



Thanks for
watching!

Denis Furian
denisf@opera.com


