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Soudness for LIO

[Stefan, Russo, Mitchell, Mazieres 11]

« Formalizes the non-interference guarantee
provided by LIO

« For the proof, we consider a core and simple and
functional language

« Why not full Haskell?

 A-calculus extended with boolean values, pairs,
recursion, monadic operations, references

« We formally prove that the concept of monads
works to guarantee non-interference
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Proof Technique

e Similar technique as the one used by Li and
Zdancewic [Li, Zdancewic 10]

 Programs are expressions
* Main idea Is simple:

e If a program, that involves secret and
public information, computes a public
result, then the same public result can be
obtained by a program that consists on
the original one where the secret data

has been erased!

CHALMERS Secure Programming via Libraries - ECI 2011
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Proof Technique

* More technically, we build a simulation between

B Reduces one step .

~ Program with secret
€1 —> €9
(€.9. Labeled H Int) 1 2 - Program with secret
and public data (e.g. Labeled H Int)
and public data
and

Reduces one step

Program where secrets

| where erased Er (61 ) —7 €7 (62) Program where secrets

where erased

CHALMERS Secure Programming via Libraries - ECI 2011 4
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The Language
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The language

 The language and types

Label:
Address:

Term:

Expression:

Type:

Store:

CHALMERS

[

a
v:i= true |false| QO |l |a| x| Ax.e| (e e)
| fixe|Lbove|(e) | e
e= v|ee|me|if e thene elsec
| let x =eine | returne |e>>=¢e| ...
7= Bool | O |7 — 7| (7,7)

| /| Labeled ¢ 7 | LIO £ 7 |Ref £ T
¢ :Address — Labeled ¢ T

Secure Programming via Libraries - ECI 2011 6
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The language

 The language and types

Special syntax node: internalwwa

representation LIO computations Special syntax node:
| it represents term erasure
Address: w /
~ Term: » = true | farsel O |l]a’ x| Ar.e] (e €)

Special syntax node: internal | e 0 Ni1g 1
representation of Labeled values ~~<i:e | Lb v e | ()™ | o

Expression: e= v|ee|me|if e thene elsec

| let x =eine | returne |e>>=¢e| ...

Type: 7= Bool | O |7 — 7| (7,7)
| /| Labeled ¢ 7 | LIO £ 7 |Ref £ T
Store: ¢ :Address — Labeled ¢ 7
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return and >>=

 Every monad has two operations: return and bind

return: a — Ma
>>=:: Ma — (a — Mb) — Mb

» So far, we wrote programs using do

ep >>= >\$-€2 i do x +— el
e2

CHALMERS Secure Programming via Libraries - ECI 2011
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The Semantics
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Operational Semantics

* |t describes how a valid program is interpreted as a
sequence of computational steps [Winskel]

* \We describe the steps via evaluation contexts
 Evaluation contexts
« An evaluation contexts £ is just a term with a “hole”

« Fle] is the substitution of e into the hole
* Intuitively, if a term M is being evaluated where M = Ele]

- F' is the context
- e is the part of the term being evaluated

Secure Programming via Libraries - ECI 2011 10
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Evaluation Example

Expression to

e:= true| false|(e,e)|me|if etheneell evalate
F:u=|]|mFE|if Etheneelsee] ...

M =if m (true,false) then trueelse (false,true)
Fi1=1if |-|thentrueelse (false,true) " Expressed in terms of
M = Fq|m (true, false)] evaluation contexts
Ei|m (true, false)] — Ej[true] - Reduction step

Filtrue| =if true thentrueelse (false,true)

Filtrue] = |/][1f true then true else (false,true)]
|]|[1f true then true else (false,true)] — [-|[true| = true
M —" true

E[m; (e1,e2)] — Elei]
tRedUCtiO”} Flif true thene; else es] — Fleq]

rules L
Flif false thenej else es] — Fleo]

CHALMERS Secure Programming via Libraries - ECI 2011 11
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Operational Semantics for LIO

vi= ...|Lbvel ...

e:= ...|labelee|unlabele|toLabeledec
| newRefee] ...

E:@=[]] ...

* LIO computations have state

 Current label, clearance, and an store for references
State of the

IO computation >, Ele]) —s (&', E[e']) Reduction step

Current label Current clearance m

Y.1bl Y.clr 2..Q

CHALMERS Secure Programming via Libraries - ECI 2011 12
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Operational Semantics for LIO

* The security checks are done in the semantics

 Dynamic approach

It respects the current
label and clearance

(LAB)
. 1bl L[ L Y.clr

(3, Ellabel le]) — (3, Elreturn (Lb [ e)])

If the security checks are not fulfilled,
the execution gets “stuck”. It evaluates to the

In practice, it could be an uncaught internal representation

exception, etc.

CHALMERS Secure Programming via Libraries - ECI 2011
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Operational Semantics for LIO

It is the join of the current label
and the label that protects e

Clearance is respected It sets a new current label

(UNLAB)
" =3%.1bl Ul 'C Y.clr ¥ = X¥[1bl ]

(¥, Elunlabel (Lble)]) — (X', E[return e])

It extracts the value e and

_ returns it
contents is e

A Labeled value which

CHALMERS Secure Programming via Libraries - ECI 2011 14
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Operational Semantics for LIO

The current label after executing e
should be below |

The label of the result is among
the current label and clearance

It executes the LIO computation e

[LAB)
Y¥.1blCIC Y.clr (X, e) —* (X, (v)7°)
> 1bl C 1 ¥ =%'1bl — ¥.1bl,clr — Y.clr]

(3, E[toLabeledl e]) — (X", E[label [ v])

Observe that this state has
(only) the same current label and
clearance values as when starting
executing e

The label of the result of computing e

CHALMERS Secure Programming via Libraries - ECI 2011 15
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Operational Semantics for LIO

The allocated memory location The store in the state gets
is “new” modified
(NREF)

a fresh ».1bl1 CILC X.clr ¥ =Y.¢la— Lbl e
(3, E[newRef [ e]) — (3, E[return a|)

It returns a memory location

CHALMERS Secure Programming via Libraries - ECI 2011 16
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Operational Semantics for LIO

* You have seen a few rules

 Check the paper for the rest of them
[Stefan, Russo, Mitchell, Mazieres 11]

 You should be able to understand them after the
lecture

CHALMERS Secure Programming via Libraries - ECI 2011
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The Types
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Typing

* |tis not very interesting for our library

 |tis a dynamic approach, not static one

* Typing judgment ~ Expression
to type
- Assumptions
Labout the type l |_ / ‘ . |
f free variables . /
| in e F e . T

- I'=|x:Bool] w=lr 'Fax+ax:7

I'Fx+x:7 ©®

~——

['= [z : Int] > I'kxz+x: Int

CHALMERS Secure Programming via Libraries - ECI 2011 19
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Typing rules

Type system
(very simple)

* They indicate how to perform type-checking
* Rules are usually syntax-directed rules

* An expression type-checks if we can construct a type
derivation (application of the typing rules) Fe1:Int

Here you have the ' true : BRool

type derivation!
I'Fe:T | R

I'E(e,e): (7,7
I'Ftrue:Bool I'F1: Int

['F(true,l):(Bool, Int) I'-true: Bool
'+ ((true,1l),true): ((Bool,Int),Bool) Wht?,t)s’?the

CHALMERS Secure Programming via Libraries - ECI 2011 20
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Interesting typing rules

ﬁpeoial syntax node: inter ”aﬁ Special syntax node: internal
rep

resentation of Labeled values representation LIO computations
. e LIO Special syntax node:
Term: Vo= ... | Lbve | (8) | ¢ it represents term erasure
Store: ¢ :Address — Labeled ¢ T
['Feq: ¥ I'Feo:T 'Fe:T
['FLbeyes: Labeled T ['F(e)":LIOLT
I'-e:7T

* The rest of the typing rules are just like the ones
iImplemented in Haskell

CHALMERS Secure Programming via Libraries - ECI 2011 21
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So far

e \We have seen

 The language
« Semantics
 Types

* What is coming now?

 Combine all of them (and some other techniques) in
order to prove non-interference in programs written
using LI1O

CHALMERS Secure Programming via Libraries - ECI 2011
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CHALMERS

Soundness
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Proof Technique

* More technically, we build a simulation between

B Reduces one step .

~ Program with secret
€1 —> €9
(€.9. Labeled H Int) 1 2 - Program with secret
and public data (e.g. Labeled H Int)
and public data
and

Reduces one step

Program where secrets

| where erased Er (61 ) —7 €7 (62) Program where secrets

where erased

CHALMERS Secure Programming via Libraries - ECI 2011 24
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The Erasure Function

* Function €
 |tis responsible for performing term erasure
* |tis often applied homomorphically
er(if ethene; elsees) =

ifer(e) thenep(er) elsecp(eo)

* |ntuitively, the function removes values and
expressions that are not below L

e [, is the attacker level

CHALMERS Secure Programming via Libraries - ECI 2011
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The Erasure Function

CHALMERS Secure Programming via Libraries - ECI 2011 26

|[dempotent
- c1((0)™) = (e1(e))™

It removes labeled
(Lb [ ) Lble [ z L values where the
E €) — .
L Ibleg (8) otherwise label Is not below L

It propagates the
€L(Z.¢) — {(a:', 5L(Z,¢(1’)) - C dom(2.¢)} application of the

erasure function to

5L(E) — Z[@ —> 5L(Z¢)] the labeled values

stored by references

o I
EL(<Z,€>) — { <8L(Z)’ > 2.1bl [Z L Erasure in

<8L (Z), T, (8)) otherwise configurations
(technical reasons)
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Proof Technique

* More technically, we build a simulation between

B Reduces one step .

~ Program with secret
€1 —> €9
(€.9. Labeled H Int) 1 2 - Program with secret
and public data (e.g. Labeled H Int)
and public data
and

Reduces one step

Program where secrets

| where erased Er (61 ) —7 €7 (62) Program where secrets

where erased

CHALMERS Secure Programming via Libraries - ECI 2011 27
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A new evaluation relationship

(3, e) — (X', e’)
<Z,€> — 8L(<Z,,€,>)

 Expressions under this evaluation relationship are
evaluated as before

|t guarantees that confidential data (above L) is erased
as soon as it is created

CHALMERS Secure Programming via Libraries - ECI 2011 28
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Simulation

* This is the main idea behind the proof

(3, e) > (X e
JaL lsL
er((X;e)) > 1 en((3,¢))

CHALMERS Secure Programming via Libraries - ECI 2011
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Preliminaries

« In order to prove the simulation, it is necessary to
show several auxiliary results

« You can read it from the paper

« The proof consists on establishing the simulation in
two phases

« For expressions that do not execute any toLabeled
« For expressions that execute n-toLabeled
« Why is that?
« The semantics for toLabeled uses big-step semantics

CHALMERS Secure Programming via Libraries - ECI 2011
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Establishing the simulation

Lemma 1 (Single-step simulation without toLabeled).

If

Subject reductoin

o I'He:T, and

o X, e) — (3 e)

where toLabeledis not executed, then

i) 'Feée :7, and Subject reductoin

ii) 5L(<Z,€>) —] 5L(<Z/,€/>).

CHALMERS Secure Programming via Libraries - ECI 2011
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Establishing the simulation

* The proof going on case analysis on the expression
being evaluated

» Recall that evaluation is performed using evaluation
contexts

CHALMERS Secure Programming via Libraries - ECI 2011 32
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Establishing the simulation

Case:
Y. 1bl L [LC Y.clr

(3, Ellabelle]) — (3, F|return (Lbl e)]):

o [ L:

It applies the definition 6[,((2, E[l abel [ e]))
in a left-to-right manner

It just applies

— €L(<6L(Z ,EL(E)[return (Lb [ 6[,(8))]))
the definition — <€L

E)ler(return (Lble))|)
Idempotent =er((X, Elreturn (Lb [ e)]
erasure function

It applies the
CHALMERS Secure Programming via Libraries - ECI 2011 rigﬁte-];l(?.l::é?{]nl]naﬁner 33
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Establishing the simulation

Case:
Y. 1bl L [LC Y.clr

(%, E[label le]) — (%, E[return (Lble)])’

o [ [/ L:
It applies the definition er((3, Ellabel le]))
in a left-to-right manner _ (EL(Z), e (E)[la]oel / EL(Q)D
— 6L(<6L(Z),€L(E)[return (Lb [ 6[,(8))]))

It just applies
the definition

E)ler(return (Lble))|)
= e, ((3, Elreturn (Lble)]))

l[dempotent
erasure function

It applies the

definition in a 34

Secure Programming via Libraries - ECI 2011 |
CHALMERS right-to-left manner
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Establishing the simulation

Lemma 2 (Simulation for expressions not executing toLabeled).

If
o ['Fe: T and
o X,e) —* (3, e
where toLabeledis not executed, then
i) e 7 and
i) er,((3,e)) —7 e (X', €e)).

« The proofis on inductionon ——*
 The base case is Lemma 1

CHALMERS Secure Programming via Libraries - ECI 2011 35
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Establishing the simulation

Lemma 3 (Simulation). IfI' Fe: 7 and (3,e) —* (3, €’ then
I'Fe :randep((3,e)) —7 e ((3,€e)).

* The proof is on induction on the number of
toLabeled being executed

e Base case is Lemma 2

. For the inductive case, we rewrite the big-step = o -=eted

SemanthS |nt0 Nno toLabeled <K toLabeled
first big-step second| g-step

~, 7 V "

ZZ,@} —* (3, E[toLabeledl eg]) —* (3, ¢")

CHALMERS Secure Programming via Libraries - ECI 2011 36
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Non-interference

 Having the simulation established

* \We proceed with a formulation of the theorem that
proves non-interference

* The formulation is “standard”
* |t requires a notion of low-equivalence
|t captures the observational power of the attacker

* |f we run the program twice but with the same public
Input, the same public output must be observed

CHALMERS Secure Programming via Libraries - ECI 2011
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Low-equivalence

/
mi my
The public
data is the same
— L — L
The public
output is the same
m /
2 My

CHALMERS Secure Programming via Libraries - ECI 2011 38
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Low-equivalence

 \We considered labeled values as the input and output
of programs

* |ntuitively, two expressions are low-equivalent if the
are equal, modulo labeled values whose labels are
above L

e~y € [C L [ L L
Ible~y Lblé Ible~y Lblé

If the label is not below L, then

the content of labeled values it is

not important

if true then (Lb H false)else false &
if true then (Lb H true)else false

CHALMERS Secure Programming via Libraries - ECI 2011
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Low-equivalence

* \We define low-equivalence between stores as well

* |ntuitively, two stores are low-equivalent if the stored
labeled values below L are the same

The public labeled values

are low-equivalent

Both stores contains the
same public labeled values

domy, (X.¢) = domyp, (X.¢) Va € domyp,(X.¢) - X.¢(a) =1, X'.¢(a)

Z¢ ~ T Z’é

CHALMERS Secure Programming via Libraries - ECI 2011 40
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Low-equivalence

* \We now define low-equivalence for configurations

|t essentially means to have low-equivalence in the
store and the expression to be evaluated when the
current label is below L
e~ e
Y.~ Y. ¥.1bl = ¥'.1bl Y.clr =Y .clr Y.1bl C L
<27 €> ~L <2,7 €/>

¥.¢ ~p, Yo ¥.1bl IZ L Y. 1blZ L
<Zv €> ~L <Z/7 €/>

CHALMERS Secure Programming via Libraries - ECI 2011 41


http://www.chalmers.se/cse/EN/

Non-interference

Theorem 1 (Non-interference). Given a computation e (with no e, ( )**°,
or Lb) where I' - e : Labeled{ ™ — LIO¥ (Labeled/l 7'), initial
environments X1 and Y9 where Y1.¢0 = Yo.¢0 = 0, security label l,

an attacker at level L such that | C” L, then

Vejeo.(I' -e;: Labeledl T)i=1 2
A(e;=1Tble))i—12N{(X1,ee1) = (Do, e ea)
A (X1, ee) —" (37, (Lbly )™
A (Zg,e ea) —" (35, (Lb 1o e5)™™)
= (X, Lbly e]) =~ (35, Lbls el)

CHALMERS Secure Programming via Libraries - ECI 2011 42
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Non-interference (specialized)

Theorem 1 (Non-interference). Given a computation e (with no e, (1 )**°,
or Lb) where I' - e : Labeled{ T — LIO{ (Labeled( '), initial
environments 1 and Yo where Y1.¢ = Yo.¢0 = (), an attacker at level

L, then

Vejes.(I' Fe; : Labeledl T)i—12
AN(e; =LbH e;)— 12/\<Zl,eel>z
A (S5, eer) —* (2], (Lbly el)¥)
A (3o, e e) —* (X5, (Lbls e5)™)
= (S, b1y €)) ~op (S, Ib 1y €

<227 € €2>

It should have use (eZ =Lb L (Lb H €;))i=1.2
but for simplicity | did not

CHALMERS Secure Programming via Libraries - ECI 2011 43
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Proof Sketch

* \We will use our simulation
 \WWe asumme (you can prove it) that

ep(e) =ep(el) = e~y €

CHALMERS Secure Programming via Libraries - ECI 2011
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Proof Sketch I

(e; =1Lb He))im12 AN {E1,ee1) = (3o, e e3)
A (X1,e(Lb H e))) —* (X1, (Lb l; 1))
A (¥2,e (Lb H ep)) —" (X3, (Lb I3 €5)")

* By our simulation, we know that

er((B1,e (Lo H e))) — e (X3, (Lo Iy e7)”
er((Zo,e (Lb H €h))) —% er((Sh, (Lb la €)™

CHALMERS

"))

)

By the simulation

Secure Programming via Libraries - ECI 2011
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Proof Sketch Il

eL((X1,e (Tb H e1))) —7 en((E1, (Lb by e1)"))

er((32,e (Lb H €3))) — 7 e ((35, (Lb l2 €3)"°)) ( Erase function

goes inside the
configuration

 We expand it

(er(E1),er(e (Lb H e1))) —" e (X1, (Lb [y €1)"))
(e(X2),er(e (Lb H e3))) —" e ((X5, (Lb Iz €5)"))

e Alittle bit more

(eL(E1),eL(e) (Lb H ) —" e ((X7, (Lb [y €1)"))
(er(32),er(e) (Lb H o)) —" er,({(X3, (Lb I3 €3)"°))

CHALMERS Secure Programming via Libraries - ECI 2011 46
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Proof Sketch IV

These are the same

configurations

(eL(E1),eL(e) (Lb H o)) —7 €1 ((X1, (Lb l1 €1)"))
(er(%2),er(e) (Lb H o)) — e.((35, (Lb Iz €5)"))

N’

By equality and
definition of
erasure function

« We know that —7 is deterministic

e Then,
er((X, (Lo Iy €])™°)) = eL((X5, (Lb Iz e

Remember
what we
e \Which means By definition of assume in the
’ erasure function begining
er((Lb 1y e])"°) = e ((Lb Iz €)=
5L(Lb [1 €I1,) — EL(Lb lo 6,2/) = LDb ll 61 ~71, LD lg

CHALMERS Secure Programming via Libraries - ECI 2011 47
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Proof Sketch V

e Then,

er((Z1, (Lo Iy €7)")) = er((X3, (Lb l2 €5)"°))
. By equality and
 Which means, - definition of
erasure function

cr(X).0) = 21 (Xh.6) = domy (X,.¢) = domy, (X.6)

* For any “public” labeled value in the store, we have

er(X7.0(x)) = en(X5.90(x)), for any x € domp, (X7.9) -
. By definition of
erasure function

= Y1.0(x) =~ X5.¢(x), for any x € domp (X].¢) and equality |
/ ~ / oy What we assume
= 2.0 R, 2. ¢ By definition of o i

low-equivalence for stores

CHALMERS Secure Programming via Libraries - ECI 2011 48
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Proof Sketch VI

 Now, we have that
Y.~ 5.0 Lbly ] ~p Lbls €]
* We still need to prove
(X7, Lb 1y ef) =~ (X5,Lb s e5)
 From the simulation, we had
eL((X1, (Lb ly €1)")) = e ((X3, (Lb Iz €3)"7))

Which implies that
>1.1b1 = YX5.1bl AX.clr = ¥i.clr

CHALMERS Secure Programming via Libraries - ECI 2011
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Proof Sketch VIl

e S0, having
Y.~ 5.0 Lbly ] ~p Lbls €]
¥{.1bl =%,.1bl Xj.clr = 3¥.clr
 We can prove
(X0, Lbly ef) =1 (35, Lb 15 b))

* by just case analysis if X7.1b1 T L and applying the
definition of low-equivalence for configurations

CHALMERS Secure Programming via Libraries - ECI 2011
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Final Remarks

 We formalize the ideas behind LIO

 Language: simple call-by-name lambda-calculus

e Semantics

« Security checks

» Types (not very interesting)

 Simulation

 Low-equivalence

 Non-interference theorem

CHALMERS
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