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Motivation

● It is usually common to consider the simple two-point 
lattice to represent confidential and public information
● Information flows from public to secret

● In scenarios of mutual distrust, things are a little bit 
more complicated

● Let us see a concrete scenario 

http://www.chalmers.se/cse/EN/
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Disjunction Category Labels
[Stefan, Russo, Mazieres] (work-in-progress)

● For short: DCLabels

● It is a label system to express restrictions on data 
which allows to reflect the concern of multiple parties

● Principal
● Source or authority (e.g., Alice, Bob, and Charly)

● Disjunction Category (just category)
● Set of principals
● Each principal is said to own the category

● Categories are associated to data

http://www.chalmers.se/cse/EN/
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 or 
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integrity
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● We do not always know all the principals in the system 

– Principals can come and go 

http://www.chalmers.se/cse/EN/
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Join and Meet Operations

● It is possible to define the join and meet operations 
and proof their correctness 
● The authors of DLM [Myers, Liskov 98] have not proved 

this formally
– “The formula for meet is sound, but unlike the formula for 

join, it does not always produce the most restrictive label 
for all possible extensions P'”

– “The result is that label inference must be conservative in 
some cases, which does not seem to be a significant 
problem” 

http://citeseer.ist.psu.edu/viewdoc/summary?doi=10.1.1.29.9924
http://www.chalmers.se/cse/EN/
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● These operations might introduce categories which are 
redundant 

http://www.chalmers.se/cse/EN/
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confidentiality but it also holds for integrity

http://www.chalmers.se/cse/EN/
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A Library for DCLabels in Haskell

● It is in a experimental phase 
● Remember that it is work-in-progress!

● I adapted the library for this course

● In the future, you might refer to the official release

● Check the webpage of the course to get the installation 
instructions

http://www.chalmers.se/cse/EN/
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Creating DCLabels

module Labels where 

import DCLabel.Safe 
import DCLabel.PrettyShow 

c1 = "Alice" .\/. "Bob"

l1 =  "Alice" .\/. "Bob" ./\. "Carla" 

l2 = "Alice" ./\. "Carla" 

dc1 = newDC l1 l2

dc2 = newDC "Deain" "Alice" 

It can use DCLabels
without the capability
to create privileges

Categories 
(disjunctions)

Labels
(conjunctions of 

disjunctions)

DCLabels

http://www.chalmers.se/cse/EN/
file:///home/ale/Dropbox/ECI11/Lectures/4/ExamplesDCLabels.hs
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>

>

>

>

*ExamplesDCLabels> canflowto bottom dc1
True

http://www.chalmers.se/cse/EN/
file:///home/ale/Dropbox/ECI11/Lectures/4/ExamplesDCLabels.hs
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Privileges

import DCLabel.Core
import DCLabel.PrettyShow
import DCLabel.NanoEDSL

l1 =  "Alice" .\/. "Bob" ./\. "Carla" 

l2 = "Alice" ./\. "Carla" 

dc1 = newDC l1 l2

dc2 = newDC "Deain" "Alice" 

pr = createPrivTCB (newDC ("Alice" ./\. "Carla") )

Only trusted code
can create privileges

Creation

http://www.chalmers.se/cse/EN/
file:///home/ale/Dropbox/ECI11/Lectures/4/ExamplesDCLabels2.hs
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Privileges

*ExamplesDCLabels> pShow dc1
<{["Alice" \/ "Bob"] /\ ["Carla"]} , {["Alice"] /\ ["Carla"]}>
*ExamplesDCLabels> pShow dc2
<{["Deain"]} , {["Alice"]}>
*ExamplesDCLabels> canflowto dc1 dc2
False

*ExamplesDCLabels> pShow $ priv pr
{["Alice"] /\ ["Carla"]}
*ExamplesDCLabels> canflowto_p pr dc1 dc2
True

Secrecy category
of dc1 cannot be 

fullfiled by dc2

Now it is possible
given privileges

http://www.chalmers.se/cse/EN/
file:///home/ale/Dropbox/ECI11/Lectures/4/ExamplesDCLabels2.hs
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Final Remarks

● Label system for mutual distrust scenarios (DCLabels)
● Conjunction of categories
● Categories are disjunction of principals

● It allows to express the interest of different parties

● Precisely compute join and meet 

● Work-in-progress
● Comparison with DLM (we have a precise meet)

● More systems need to be built using DCLabels  

http://www.chalmers.se/cse/EN/
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