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ABSTRACT

Wireless sensor networks, consisting of a vast number ol ser@gsor nodes
that can monitor large areas, are a promising field with marsgible applica-
tions in many different application areas. In civil secusettings, e.g., they
can be of great help by monitoring things like disaster gressricted areas,
crowds and structural integrity. The sensor nodes are ge@lm an area that
is to be monitored in some way. Typically the nodes do not fzenyepreexist-
ing information about network topology and instead comroatd wirelessly to
organize the network.

Sensor nodes are often very limited in computing power, nigrand bat-
tery life. In addition the traffic patterns are generallyfeliént than for other
types of networks. Therefore, algorithms often need to bertenade for sen-
sor networks. Furthermore, for networks that consists oérg large amount
of nodes, algorithms have to scale well. Security and faldrance is of high
importance for many sensor network applications and fat sacurity in par-
ticular. The sensor network application needs to remaiotfaning even when
nodes fails or are attacked in different ways. Sensor nofes meside in harsh
environments that can destroy them, during or after deptmtmOne potent
form of fault tolerance is Self-stabilization. A self-siii#ing system can re-
cover from an arbitrary state within a finite amount of timec@&ity in wire-
less sensor networks is further complicated by the fact tetnodes often
are physically available for attackers to destroy, captun@anipulate in other
ways. The threat of compromised nodes inside the netwotlkatieacontrolled
by an attacker is a concern that needs to be taken into account

High precision synchronized clocks are a fundamental néethay appli-
cations and of other services. We present the first secureselfidtabilizing



algorithm for sensor networks that is resilient towardsrgattacks both from
the outside and by compromised nodes from the inside. Sansess also needs
to organize their own network. A common way is to cluster reotdgether into
groups. They are used by many applications and other functairgervices.
We present a secure and self-stabilizing algorithm fortehirsg. It uses redun-
dant paths to be resilient against captured nodes in theonletw

Keywords: Secure and Resilient Computer Systems, Sensor-Network Systerh®,cAd
Networks, Clock-synchronization, Clustering, Self-Stabilization
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Introduction

1.1 Background

1.1.1 Wireless Sensor Networks and Ad Hoc Networks

A wireless sensor network is a network of small computenss@enodes, that
can gather information via its sensors, do computationcamimunicate wire-
lessly with other sensor nodes. In general a wireless seesaork is an ad hoc
network in which the nodes organize themselves without aegxyisting infras-
tructure. Nodes could be deployed randomly, e.g., by béirayin out from an
helicopter over an area that is to be monitored. Once in tha,dhe nodes
that survived the deployment procedure communicate wéltother nodes that
happened to end up in its vicinity, and they set up an infuastire.

3
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There are many application areas for sensor networks. Thsilplities
spans areas as civil security, health care, agricultusgareh, environmental,
commercial and military applications [1, 2]. There are mé#mipngs in these
areas that a sensor network can monitor, e.g., disastes, aesdricted areas,
wildlife, crowds, manufacturing machinery, structurategrity, earthquakes,
agriculture, traffic, pollution or even heart rates.

The sensor nodes in a sensor network is often small and chetpc They
can therefore be used in great numbers over a large area.cahiprovide
fault tolerance, in which the system can withstand loss n§senodes without
loosing coverage of the monitored area or loosing functipnaf the network.
In addition, compared to more centralized long range sensorch a sensor
network can give a high number of more precise local readingslarge areas.
The areas monitored can be chosen in according to needs amth@age over
time [3]. The possibility of rapid deployment is of high valtor civil security
applications, e.g. monitoring disaster areas.

Sensor nodes, in contrast to computers in general ad hooretyare often
very limited in computing power and memory capacity. As aaregle, the
popular MICAz sensor node has a 16 MHz processor and only 4f ERAD/
memory and 128 kB of program memory [4]. These limitatiorstriets the
algorithms that feasibly can be used.

Furthermore, the nodes typically run on battery power amdroanicating
is usually the most expensive activity of a sensor node. A AM@ode in
receive mode uses around 20mA [5], which would empty 1000rhatteries
in just 50 hours. The corresponding lifetime for an idle noldat does not
communicate or sense could be several years. Thus, it isrienan sensor
networks to be conservative in communication.

A sensor network often consists of a large number of nodegh&umore,
nodes eventually run out of batteries and new nodes are bl maintain
the network. Therefore, even if the nodes are immobile, #teork topology
changes over time. Thus, algorithms both have to scale wkhrid need to
cope with topology changes.
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1.1.2 Security in Wireless Ad Hoc and Sensor Networks

Security is critical for many applications of sensor netkgprjust as for ap-
plications in other kinds of networks. Confidentiality andvacy is needed
for sensitive, classified or proprietary information, engedical data, sensitive
information in civil security, industrial secrets or mdiy information. It is im-
portant to be able to withstand attacks that aims to degraeldunctionality
of the network. Any kind of application can come under atthiokn someone
that wants to disturb the network. For some applicatiorsadtitical to keep as
much functionality as possible during an attack. Applicas, e.g., that moni-
tors restricted areas might have active attackers thatdmusterest in making
the sensor network report erroneous information and theoseretwork plays a
critical role in maintaining security and/or safety of tlaeifity. Wireless sensor
networks comes with additional security challenges thatiseo be addressed
and researched [7-10].

Sensor networks are deployed in areas that is to be monitdtresl usually
implies that they are physically available for attackersrtirermore, to feasi-
bly deploy large number of nodes, they need to be inexpen3mmper-proof
nodes are therefore often out of the question. The limitatim computing
power, memory and battery makes many security algorithspropriate for
use in sensor networks [11]. This also limits the cryptobyapossibilities,
especially for public key cryptography. Sensor networkemhave very dif-
ferent traffic patterns than other networks. Informationally flows between
the sensor nodes and the base station, or between nodedcleseh other,
but not between any pair of nodes in general. In additiorgrimétion is of-
ten aggregated on the way to decrease the total amount oédhéxedfic. The
wireless medium makes it easy for an attacker to eavesdrdpeotraffic, to
jam communication or to inject messages into the networks €bmbination
of circumstances that holds for many sensor networks opgeasset of security
issues that needs to be considered. It also means thattggmatocols that
are used in other networks, e.g. the Internet, are oftenuitattde at all for the
sensor network setting.
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The physical access to nodes, the environment and the opemuoica-
tion medium makes security for sensor networks especiadliggt There are
many ways an attacker can use this to attack the network [IB§ attacker
could place own sensor nodes in the area that is used toldstunfiltrate the
network. The attacker can capture and reprogram nodesrthpaé of the net-
work. A much stronger node, e.g. a laptop, can be used taratéland attack
the network either as a new node or to replaced a capturedafteteextract-
ing secret information, like cryptographic keys. To havdiaraus nodes like
this inside the networlkgompromised nodess a challenge to deal with and is
an important area for research. Compromised nodes can dotdamage to
the network. They can steal encrypted information, theyregort erroneous
information and they can degrade routing in the network. yTten behave
in arbitrary ways and break protocols that are not resiliermisbehavior. If
countermeasures against misbehaving nodes are takermahegport innocent
nodes as misbehaving.

Security is not something that can be added to an insecutensys be able
to withstand attacks. Security needs to be part of most potg@nd algorithms
in the system. Otherwise the attacked can chose to attackngecured parts.
Therefore, it is important to have secure algorithms forttadl basic services
that are needed in sensor networks.

1.1.3 Self-stabilization

Self-stabilizing algorithms [13—15] cope with the occuee of transient faults
in an elegant way. Starting from an arbitrary state, selfibzéng algorithms
let a system stabilize to and stay in a consistent state gsaleithe algorithms’
assumptions hold for a sufficiently long period.

There are many reasons why a system could end up in an intemtsssate
of some kind. Assumptions that algorithms rely on could teragly be invalid.
Memory content could be changed by radiation or other el¢snefrharsh en-
vironments. Messages could temporarily get lost to a mugheridegree than
anticipated. Topology changes happens when nodes evigrturabut of mem-
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ory, if they get physically destroyed in harsh environmemte/hen new nodes
are added to the network to maintain coverage. Such topalbggges could
break assumptions and lead to temporary inconsistendiesoften not feasi-
ble to manually reconfigure large ad hoc networks to recawen fevents like
this. Self-stabilization is therefore often a desirableparty of algorithms for
ad hoc networks and especially for sensor networks [16].

In the sensor network setting assumptions about the systeitd eventu-
ally be violated when an attacker, far more powerful thanliimited sensor
nodes, starts disturbing the sensor network. It is hard tiwipate all possi-
ble states the network could end up in after an attack. Langeber of nodes
could get compromised and send incorrect information, s@delld be physi-
cally attacked in different ways or the attacked might ja ¢bommunication
medium. Self-stabilization makes sure that the networkreaover from any
state as long as assumptions hold once again, e.g., aftattteder has been
chased away or more nodes have been added to the network.

Thus, in civil security settings it is very useful for disaisareas where the
harsh environment might destroy or corrupt the nodes aral inlsituations
like intrusion detection scenarios where attackers haeedst in disturbing the
network.

Just like security, fault tolerance is not something that lsa added in ret-
rospect to a system. It needs to be an integral part of thersystherefore it
is important that basic services for sensor networks ar¢ tislerant from the
beginning.

1.2 Our Approach

As we have seen above both security and self-stabilizatiepreferable char-
acteristics for algorithms used in sensor networks in opehumattended envi-
ronments. We have also seen that compromised nodes can tofaliomage.
For many needs there are either secure or self-stabilizgayithms, but often
not secure and self-stabilizing. Moreover, many algorghhat takes security
into account does not take compromised nodes into accoortivil security
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settings we can anticipate bursts of events, unpredictiméor malicious be-
havior and natural circumstances that destroys nodes. stit@sgthens the re-
quirement for security and self-stabilization.

Our approach is to provide high level networking protocolsdensor net-
works and/or ad hoc networks that are both secure and sdlitizing. We aim
for solutions that can withstand both faults and attacks. s&le above that
compromised nodes inside the network can mislead othersrindbe network
and/or disturb the functionality of the network. This is ampiortant area of
research and a serious threat. We take this into account iresearch.

So far we have looked at two fundamental network servicesatteasecure
and self-stabilizing, clock synchronization and clustgri For many applica-
tions it is critical that the nodes have a shared view of tinite Wigh precision.
For that, clock synchronization protocols are needed. esrof areas that re-
quires high precision global time include pinpointing aratking events, e.qg.
fire propagation and intrusions, scheduling shared radidiumg e.g. using
Time Division Multiple Access (TDMA), and detecting dupte events. Clus-
tering nodes together into groups is a basic need for sermdaorks. Sensor
networks and other ad hoc networks need to organize theassafter deploy-
ment. Clustering sets up a structure that, e.g., can be wsddrfning back-
bones, for routing in general, for aggregating data fromynasdes to reduce
the amount of data that needs to be sent through the netvaorkuiiding hier-
archies that allow for scaling and for nodes to take turneglenergy intensive
tasks.

1.3 Contributions

1.3.1 Paperl

As we have seen above, accurate clock synchronization isratipe for many
applications in sensor networks, such as mobile objeckitmg¢ detection of
duplicates, and TDMA radio scheduling. Broadly speakixigsteng clock syn-
chronization protocols are too expensive for sensor nétsvbecause of the
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nature of the hardware and the limited resources that sewstes have. The
unattended environment, in which sensor nodes typicalides necessitates
secure solutions and autonomous system design critetiathaelf-defensive
against a malicious adversary.

In the first paper, we propose the first self-stabilizing &thon for clock
synchronization in sensor networks with security conceWs consider an ad-
versary that capture nodes and intercepts messages thtdritéplays — a so
calledpulse delay attack Our algorithm guarantees automatic recovery after
the occurrence of arbitrary failures. Moreover, the altoni tolerates message
omission failures that might occur, say, due to the algorishmessage colli-
sions or due to ambient noise.

The core of our clock synchronization algorithm is a mecs@nior sam-
pling the clocks of neighboring nodes in the network. Of esgdémportance is
the sampling of clocks at reception of broadcasts calleddrea A beacon acts
as a shared reference point because nodes receive it akapately the same
time (propagation delay is negligible for these radio traissions).

The algorithm secures, with high probability, sets of coetglneighbor-
hood clock samples with a period that(X(logn)?) times the optimum. The
optimum requires, in the worst case, the communication letatO (n?) times-
tamps. Here: is a bound on the number of sensor nodes that can interfelne wit
a node. Our design tolerates transient failures and satitstes from an ar-
bitrary configuration that could have been created whennagtons did not
hold. Once all assumptions hold again, the system will Bzabwithin one
communication timeslot (that is of sizg(n logn)).

1.3.2 Paperll

As we have seen, in large sensor networks it is often impbftarthe nodes
to organize themselves into some infrastructure. Thuslgamithm for cluster-
ing nodes together in an ad hoc network serves an importent Back bones
for efficient communication can be formed using cluster Beadlusters can
be used for routing messages. Cluster heads can be rededpsiadggregating
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data, e.g. sensor readings in an ad hoc sensor networkginbots to decrease
the number of individual messages needed to rout throughettveork. Hierar-
chies of clusters on different levels can be used for impt@aaling of a large
network. Nodes in a cluster could take turns doing energshctasks to save
power over all.

One way of clustering nodes in a network is for nodes to aagathem-
selves with one or more cluster heads. In the (k,r)-clusgeproblem. Each
node in the network should have at leastluster heads withim communi-
cation hops away. This might not be possible for all nodeséf number of
nodes withinr hop from them is smaller thain In such cases a best effort ap-
proach can be taken for getting as closé tuster heads as possible for those
nodes. Assuming that the network allowsluster heads for each node, the
set of cluster heads forms a total (k,r)-dominating set énrtetwork. In gotal
(k,r)-dominating set the nodes in the set also needs to haales in the set
within » hops, in contrast to an ordinary (k,r)-dominating set inchhthis is
only required for nodes not in the set.

In this second paper, we present the first self-stabiliZing:)-clustering
algorithm for ad hoc networks. The algorithm is based on Bsgmmous rounds
and makes sure that, withid(r) rounds, all nodes have at ledstluster heads
(or all nodes within- hops if a node has less thamodes within hops) using
a deterministic scheme. A randomized scheme complementetierministic
scheme and lets the set of cluster heads to stabilize to Artananum, with
high probability, withinO(gr log n) rounds, wherg is a bound on number of
nodes within2r hops, andh is the size of the network. Multiple paths are used
to improve security in presence of compromised nodes, todagpavailability
and fault tolerance.

The communication costs in this algorithm might be too steepome sen-
sor network nodes. We discuss some simplifications of thear&tstructure to
reduce message complexity to make it more suitable for selwbos networks.
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1.4 Conclusions & Future Work

In this thesis, we have presented two secure and selfigiagihigh level net-
working protocols. One for clock synchronization and onecfastering — both
crucial needs for many sensor networks and other ad hoc retwo

With all the potential application areas security is goingoecome more
and more important for sensor networks in the future. Masdywtion of small
cheap nodes will open up endless possibilities, but alsa apeeasy venues of
attacks. The general physical availability of sensor nadgsther with the pos-
sibility for an attacker to capture and/or insert contrdlt®des implies that it is
of utmost importance to defend against insider attacksam#iwork. Intrusion
detection is also something that could be of help in thesmtsins. Together
with the possibilities to monitor all kinds of data in all kis of places comes
the importance of privacy, especially in areas like me&@and monitoring of
public places.

An interesting future direction is to provide additionahtilamental network
services for which no present algorithms take both selfiization and secu-
rity into account. Routing is needed in any sensor networiiegtion that
does not merely store sensor readings locally. Thus, topsatsecure sensor
network, secure routing is one such needed service. Anatteresting direc-
tion is to combine different protocols together into a secand fault tolerant
package for increased efficiency and ease of use.

There are more to be done in terms of analyzing our clusteziggrithm
and the result of the clustering. We would like to quantilyi measure what
security properties we can get from the multiple paths thaipaovided in the
clustering algorithm. We also would like to analyze how eltise local minima
we achieve, of cluster heads, are to corresponding globahmai The clus-
tering algorithm relies upon synchronous rounds. A gooddtion for future
work is to get rid of that dependency or to combine the clirsgerith our clock
synchronization algorithm to achieve synchronous rounds.
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In sensor networks, correct clocks have arbitrary staniifgets and nondeter-
ministic fluctuating skews. We consider an adversary thasait tampering
with the clock synchronization by intercepting messaggslaying intercepted
messages (after the adversary’s choice of delay), andriagtuodes (i.e., re-
vealing their secret keys and impersonating them). We ptese efficient
clock sampling algorithm which tolerates attacks by thigemgary, collisions,
a bounded amount of losses due to ambient noise, and a boundgakr of
captured nodes that can jam, intercept, and send fake naesssEHge algorithm
is self-stabilizing, so if these bounds are temporarilylatied, the system can
efficiently stabilize back to a correct state. Using thiskleampling algorithm,
we construct the first self-stabilizing algorithm for sexalock synchronization
in sensor networks that is resilient to the aforementiorthesarial attacks.

19
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2.1 Introduction

Accurate clock synchronization is imperative for many &glons in sensor
networks, such as mobile object tracking, detection of idapts, and TDMA
radio scheduling. Broadly speaking, existing clock synaimation protocols
are too expensive for sensor networks because of the natiine dardware
and the limited resources that sensor nodes have. The ndettenvironment,
in which sensor nodes typically reside, necessitates semlutions and au-
tonomous system design criteria that are self-defensig@gafga malicious ad-
versary.

To illustrate an example of clock synchronization impocgnconsider a
mobile object tracking application that monitors obje¢tattpass through the
network area (see [1]). Nodes detect the passing objeasrdéhe time of
detection, and send the estimated trajectory. Inaccutaté& synchronization
would result in an estimated trajectory that could diffgngiicantly from the
actual one.

We propose the first self-stabilizing algorithm for clockskironization in
sensor networks with security concerns. We consider anrsawethat capture
nodes and intercepts messages that it later replays. Ouanithlg guarantees
automatic recovery after the occurrence of arbitrary fagu Moreover, the
algorithm tolerates message omission failures that migbtig say, due to the
algorithm’s message collisions or due to ambient noise.

The core of our clock synchronization algorithm is a mecs@nior sam-
pling the clocks of neighboring nodes in the network. Of esgdémportance is
the sampling of clocks at reception of broadcasts calleddrea A beacon acts
as a shared reference point because nodes receive it akepately the same
time (propagation delay is negligible for these radio traissions). Elson et
al. [2] use such samples to approximate the clocks of neigidpoodes. They
use linear regression to deal with differences in clocksiaiée basic algorithm
synchronizes a cluster. Overlapping clusters with shastelgpy nodes can be
used to convert timestamps among clusters. Karp et al. [Bpd} clock sam-
ples of beacon receipts into an iterative algorithm, basa@sistance networks,
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to converge to an estimated global time. Romer et al. [5] giveverview of
methods that use samples from other nodes to approximateckheks. They
present phase-locked looping (PLL) as an alternative talimegression and
present methods for estimating lower and upper bounds ghbers’ clocks.
Note that none of these articles takes security or selflistation into account.

As mentioned above, the short propagation delay of messagkse range
wireless communications allows nodes to use broadcasirmiasions to ap-
proximate pulses that mark the time of real physical evargs peacon mes-
sages). In theulse-delayattack, the adversary snoops messages, jams the
synchronization pulses, and replays them at the advessahgice of time
(see [6-8] and Section 2.2.3). We are interested in finexgdaclock syn-
chronization, where there are no cryptographic countesomea for such pulse-
delay attacks. For example, thencetechniques strive to verify the freshness
of a message by issuing pseudo-random numbers for ensbenhgltt commu-
nications could not be reused in replay attacks (see [9]jottimately, the lack
of fine-grained clock synchronization implies that the rrip time of mes-
sage exchange cannot be efficiently estimated. Theretasaat clear how the
nonce technique could detect pulse-delay attacks.

The system strives to synchronize its clocks while forevenitoring the
adversary. We assume that the adversary cannot breakngxtstiptographic
primitives for sensor networks by eavesdropping (e.g.1(§). However, we
assume that the adversary @apturenodes, reveal their entire state (including
private variables), stop their execution, and impersottaen. The adversary
can also lead them to send erroneous information and laameimjng (or col-
lision) attacks.

We assume that, at any time, the adversary has a distindtdoda space
and a bounded influence radius, uses omnidirectional bastslérom that dis-
tinct location, and cannot intercept broadcasts for antranidly long period.
(Namely, we consider system settings that are comparahieetsettings of
Gilbert et al. [11], which consider the minimal requirengefdr message deliv-
ery under broadcast interception attacks.) We explain loosift out responses
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to delayed beacons by following the above assumptions tragider many
practical issues.

A secure synchronization protocol should mask attacks tadaarsary that
aims to make the protocol give an erroneous output. Unfatgip due to the
unattended environment and the limited resources, it ikeiglthat all the de-
signer’s assumptions hold forever. We consider systenshthee the capabil-
ity of monitoring the adversary, and then stopping it by exdé intervention.
In this case, the nodes start executing their program frorarhitrary state.
From that point on, we require rapid system recovery. Salfibzing algo-
rithms [12, 13] cope with the occurrence of transient faiitan elegant way.
Bad configurations might occur due to the occurrence of aitrarp combina-
tion of failures. Self-stabilizing systems can be starte@rny configuration.
From that arbitrary starting point, the algorithm must easthat it accom-
plishes its task if the system obeys the designer’s assangptor a sufficiently
long period.

We focus on the fault-tolerance aspects of secure clocksgnization pro-
tocols in sensor networks. Uncaptured nodes behave cgregctll times. Fur-
thermore, the communication model is fair. It resembles dhg14] and does
not consider Byzantine behavior in the communication medidowever, cap-
tured nodes can behave in a Byzantine manner at the prodegsibiWe design
a distributed algorithm for sampling the clocks gheighboring nodes in the
presence off captured and/or pulse-delay attacked nodes. Althoughucsgbt
nodes remain captured, a node whose pulse-delay attackeshges are no
longer in the buffer of any uncaptured node will not countadosvf anymore.
We focus on captured nodes and delay attacksf lmain be extended to include
nodes with timing failures and other ways of not followingfarcol.

The clock sampling algorithm facilitates clock synchratian using a va-
riety of existing masking techniques to overcome pulsexdelttacks in the
presence of captured nodes. For example, [7] uses Byzamgim@ment (this
requires3f + 1 < g), and [8] considers the statistical outliers (this regsiire
2f + O(1) < g). (See Section 2.7 for details on the masking techniques.)
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Although Byzantine agreement is one possible filtering néqpie, we do not
consider Byzantine faults, as stated above.

The execution of a clock synchronization protocol can bssifeed between
two extremeson demanandcontinuous Nodes that wish to synchronize their
clocks can invoke a distributed procedure for clock synotzation on demand.
The procedure terminates as soon as the nodes reach theirpaecision. An
execution of a clock synchronization program is classified¢@ntinuous if no
node ever stops invoking the clock synchronization proced@ur generic de-
sign facilitates a trade-off between energy conservaiien On-demand oper-
ation) and fine-grained clock synchronization (i.e., cwntius operation). The
trade-off allows budget policies to balance between appbia requirements
and energy constraints (more details appear in [15]).

2.1.1 Our Contribution

We present the first design for secure and self-stabilizZiogkesynchronization
in sensor networks resilient to an adversary that can captodes and launch
pulse-delay attacks. The core is a secure and self-stabii@gorithm for sam-
pling clocks of neighboring nodes.

The algorithm secures, with high probability, sets of coetglneighbor-
hood clock samples with a period that(X(log n)?) times the optimum. The
optimum requires, in the worst case, the communication letastO (n?) times-
tamps. Here: is a bound on the number of sensor nodes that can interfelne wit
a node (potentially the number of nodes within transmissamge of the node).
It is of high importance for high-precision clock synchrroation that the clock
sampling period is small since the offsets and frequendi#iseonodes’ clocks
change over time.

Our design tolerates transient failures that may occur dtenhporary vio-
lation of the designer’s assumption. For example, the numbeaptured and/or
pulse-delay attacked nodes could exceed more flaard then sink belovy (de-
layed messages eventually vanish from queues). After thieisyresumes op-
eration according to the designer’'s assumption, the sysiirstabilize within
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one communication timeslot (that is of sizénlogn)). We assume that (be-
fore and after the system’s recovery) there are messageiomifailures, say,
due to ambient noise, attacks or the algorithm’s messadjsionk.

The correct node sends beacons and responds to the othat hedeons.
We use a randomized strategy for beacon scheduling thaaigiess regular
message delivery with high probability.

2.1.2 Document structure

We start by describing the system settings (Section 2.2)f@amdally present

the algorithm (Section 2.3). A description of our executsgstem model (Sec-
tion 2.4) and a proof of the algorithm correctness (Sectiéh &re followed by

a performance evaluation (Section 2.6). Then we reviewitdature and draw
our conclusions (Section 2.7).

2.2 System Settings

We model the system as one that consists of a set of commungjcaitities,
which we call processors (or nodes). We denote the set okpsacs byP.
In addition, we assume that every procesgporc P has a unique identifier,
i. A processor identifier can be represented by a known and fixetber of
bits in memory. In that respect there is a known upper bounth@mumber of
processors.

2.2.1 Time, Clocks, and Their Notation

We follow settings that are compatible with those of Hermad Zhang [16].
We consider three notations of timesal timeis the usual physical notion of
continuous time, used for definition and analysis omigtive timeis obtained
from a native clock, implemented by the operating systemmfinardware coun-
ters;logical timebuilds on native time with an additive adjustment factorisTh
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factor is adjusted to approximate a shared clock, whetteal lm a neighbor-
hood or global to the entire netwotk.

We consider applications that require the clock interfadadlude theread
operation, which returnstimestampwith 7' possible state$Let C?(¢) denote
the valuep; € P gets from aead of the native clock at real time

Clock counters do not increment at ideal rates, becausesatitlvare oscil-
lators have manufacturing variations and the rates aretaffeby voltage and
temperature. The clock synchronization algorithm adjtisslogical clock in
order to achieve synchronization, but never adjusts thizenatock. We de-
fine the native clocloffsetbetween any two processagssandp; asd; ;(t) =
C'(t) — C9(t). We assume that, at any given time, the native clock offsat-is
bitrary. Moreover, theskewof p;’s native clock,p;, is the first derivative of the
clock value with respect to real time. Thps= lim,_o(C*(t+ 1) — C(t))/7.
We assume thai; € [pmin, pmax] fOr any processop; , wherepp,in = 1 — &
andpn.x = 1 + « are known constants,is the real time unit ané > 0. The
second derivative of the clock’s offset is calleédft. \We allow non-zero drift as

long asp; € [Pmin, Pmax)-

2.2.2 Communications

Wireless transmissions are subject to collisions and ndise processors com-
municate among themselves using the primitivBsast andLBrecv, for local
broadcast, with a transmission radius of at m@gt We consider the potential
of any pair of processors to communicate directly, or torfete with each
other’s communications.

We associate every processpf, with a fixed and unknown location in
space,L;. We denote the potential set of processors that processerP can
directly communicate with bg; C {p, € P | Ry, > |L,—L,|}. Furthermore,
we denote the set of processors that can interfere with threreoications of

ILenzen et al. [17, 18] and Sommer and Wattenhofer [19] also teféhe term of logical time
as “logical clock values”. Herman and Zhang [16] refer to itaxzl time and build global time on

top of the local time. See Section 2.7.
2In footnote 6 we show what the minimal sizeBfis.
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i by(jz C {p; € P | 2Ry, > |L; — L;|}. We note that7; is not something
processop; needs to know in advance, but something it discovers asdives
messages from other processors.

A successful broadcast by a procesgpoccurs when the message is re-
ceived by all other processors ;. A successful broadcast to a 96tC G,
occurs when the message is received by all other processars i

We assume that > |CT§| for any processop;. In other wordsn is a
known upper bound on the number of nodes that can interfelte aviy one
node’s communication (including that node itself). In therst-case scenario
G, = a and thus potentiallyG;| = n. Furthermore, a node will receive
information from neighbors about their neighbors, so invleest-case scenario
a node needs to keep track of data aboubdes. For simplicity we therefore
usen as a bound of the number of neighbors (including the nod&)itsewell.
This does not mean that we only consider a cluster nbdes.

Communication Operations

We model the communication channgleue; ;, from processop; to processor
p; € G; as a FIFO queue of the messages hdtas sent tp; andp; is about
to receive. Whem; broadcasts message the operatio.Bcast inserts a copy
of m to everyqueue; j, such thap; € G;. Every messager € queue;,; is
associated with a particular time at whieh arrives atp;. Oncem arrives,
p; executed Brecv. We require that the period between the time at which
enters the communication channel and the time at whidkaves it is at most
a constantd. We assume that is a known and efficient upper bound on the
communication delay between two neighboring processarsncludes both
transmission delay and propagation delay, even thoughrtdpapgation delay is
negligible in comparison with the transmission delay.

We associate eadtBcast andLBrecv operation with a native clock times-
tamp for the moment of sending and receiving. We assume ik&eage of an
efficient algorithm for timestamping a message in transfieramessage being
received as close to the physical layer as possible (seg [10]
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The Environment

Messages might be lost to ambient noise as well as collisibriee nodes’
transmissions. Collisions due to attacks made by the aaweos by captured
nodes are calleddversarial collisions Message collisions due to concurrent
transmissions of nodes that follow the message schedulitige @lgorithm are
callednon-adversarial collisions A broadcast that is not lost due to ambient
noise or adversarial collisions is said to faér. We note that a fair broadcast
can still be lost due to non-adversarial collisions.

The environment can execute the operatomission(m;) (which is asso-
ciated with a particular message,;, sent by processqs;) immediately after
LBcast;(m;). The environment selects a (possibly empty) subsgt'e®heigh-
bors (K; C G;) and removes any messagg from their queuegueue; ; (such
thatp; € K;).

Below we talk about what “the environment” selects when ihes to mes-
sage omission. Here we see the environment as a global adyessparate
and independent from the “regular” malicious and locallyihd adversary of
Section 2.2.3. The term “adversary” is only used for thagtlar’” malicious
adversary.

When a processgy; and a processqy; < C_lz do concurrent broadcasts
of messagesn; andm; we assume that the environment arbitrarily selects
K; C G; N G; when invokingomission(m;) due to the collision (and vice
versa form;). For details on what it means in our execution system maoekel s
Section 2.4.3. In other words, when two processors withlapgping commu-
nication ranges broadcast concurrently, there are no gtees of delivery, for
those messages, within the overlap (regardless of noides$.iJ a simple and
general model for message collisions. It is possible to letoae specialized
physical layer model resolve the subsét

The environment selects messages to omit due to ambieeta®gescribed
at the end of Section 2.2.2. The adversary selects messagssit due to
omission attacks as described at the end of Section 2.2.3.
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Ambient noise

The paramete¢ > 1 denotes the maximal number of repeated transmissions
required (by any particular processor) to get at least oindfaadcast. Such a
broadcast can still be lost due to non-adversarial colisid’ hese assumptions
model the ambient noise of the communication channel, dsas@mission at-
tacks by the adversary and by captured nodes (see Secti@h E@rthermore,
we assume that all processors kngw

The environment selects messages to remove due to ambiset bat is
limited by ¢ as described above. We assume that the choice of messagesiomi
due to ambient noise is independent from the choice of messamitted due
to non-adversarial collisions.

2.2.3 The Adversary

We assume that there is a single adversary. The goal of thersady is to
disturb the clock synchronization algorithm so that cloeknglings become
erroneous, or even misleading. At the same time, the adyeds&s not want
to let its presence be known by launching obvious attacks.

Omission Attacks and Delay Attacks

The adversary can launch omission and delay attacks agaimstssage sent
by another processor. We assume that at any time the adyersstrlike all
processors, has a distinct (unknown) location in space. %8amae that the
adversary's radio transmitter sends omnidirectional dcaats (using antennas
that radiate equally in space). Therefore, the adversamyatarbitrarily control
the distribution in space of the set of recipients for whidieacon’s broadcast
is omitted or delayed.

Consider a messagey;, broadcast by a processef, and attacked by the
adversary. We assume that the adversary chooses a sphertswitn location
in the center. We denote the set of processors within therggheThe nodes
in S N G; will be affected by the attack against;.
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The adversary launches message omission attacks (alsamlasointercep-
tion attacks) by jamming the medium. The environment ingakaission(m;)
for all processors it N G;. This selection is limited by the assumptions re-
gardingé, as described in Section 2.2.3.

For delay attacks, we follow the model of Ganeriwal et al.7p, The ad-
versary can receive (at least part of) a message, jam theumedr a set of
nodes before they receive itin whole, and then replay thesagesslightly later.
The adversary resends the message to the process®rs (#; after a chosen
delay. The resent message is potentially lost due to amba@sé or collisions,
like any other message. The processorS in G; that receiven; thus receive
it later than they normally would have.

Other ways to do delay attacks include considering an admeveith direc-
tional antennas (which we do not consider) sending the sagseaye at slightly
different times in different directions, or having a caginode sending a mes-
sage within a smaller radius and having the adversary riegetitat within an
area that was left out (see [8] for details). Both these dattacks require the
delayed message to originate from the adversary impeisgraataptured node
or from a captured node. We make the weaker assumption thassage from
any processor can, potentially, be delayed by the adversary

Omission Attack Limitations

We leté (see Section 2.2.2) include ambient noise as well as antiésdleliber-
ately produced by the adversary and by captured nodes. Megsady or the
captured nodes could jam the medium such that the assungdtipdoes not
hold. If too many messages are lost, however, that can act alem that an
adversary is present. This is something that the adversdny, wants to go
undetected, wants to avoid. Furthermore, if the adversdaajly jams the com-
munication medium, clock synchronization will not takeqaaAs a result, the
adversary has no possibility to directly influence the labatock. Thus, this is
not an option for an adversary that wants to manipulate ingcklgorithms to
present a misleading view of its whereabouts and movements.
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We note that the adversary cannot predict the broadcasthegsle of un-
captured nodes. Thus, adversarial collisions, covered(lygether with ambi-
ent noise), are independent from non-adversarial cafigsio

Gilbert et al. [11] consider the minimal requirements forssege delivery
under broadcast interception attacks. They assume thattrezsary intercepts
no more thans broadcasts of the algorithm, whefeis an unknown constant
that reflects the maximum amount of energy an adversary waunise for dis-
ruption of communications. We note that the result of Gille¢al. is applicable
in a model in which, in every period, the algorithm is able todzlcast at most
« messages and the adversary can intercept at fhosthe algorithm’s mes-
sages. Our system settings are comparable to the assumptaate by Gilbert
et al. [11] on the ratio of3/a. However, in contrast to the unknowh we
assume that the maximum ratio is a known constant that reflleetmaximum
amount of disruption the adversary can get away with, with@ing detected.

Captured Nodes

The adversary can capture nodes by moving to their locatimhacessing
them physically. For any processer, we assume that the number of captured
and/or pulse-delay attacked nodes is no more thamithin its neighborhood,
G;. Here, f depends onG;| and the filtering mechanism that is being used.
(For example3df + 1 < |G,| for the Byzantine agreement masking technique
as in [7] and2f + ¢ < |G;| for the outlier masking technique as in [8]; see
Section 2.7 for more details.)

When the adversary captures a procegspthe adversary gains all infor-
mation contained in the processor's memory, like secres kegeds for pseu-
dorandom generators, etc. The adversary can lead a captioegssop; to
send incorrect data to processorgdn It can also lead the captured node to
jam the communication media with noise or with collisionscam processors
in C_JZ The set of target processors are further limited to a sphihethe cap-
tured node in the center (cf. the sphere limitation for &sdaunched directly
by the adversary, in Section 2.2.3.) These noise and awiliattacks are also
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limited by ¢ as described in Section 2.2.3, just like attacks launchesttly by
the adversary.

Security Primitives

The existing literature describes many elements of thersémplementation of
the broadcast primitivesBcast andLBrecv using symmetric key encryption
and message authentication (e.g., [9, 10]). We assumeeigtboring proces-
sors store predefined pairwise secret keys. In other wpyds; € P : p; € G;
store keyss; ; : s;,; = s;;. The adversary cannot efficiently guesg. Confi-
dentiality and integrity are guaranteed by encrypting tlessages and adding a
message authentication code. We can guarantee messagbsidss by adding
a message counter (coupled with the beacon’s timestampetmessage be-
fore applying these cryptographic operations, and bynigtteceivers reject old
messages, say, from the clock’s previous incarnation. Mwatethis requires
maintaining, for each sender, the index of the last propetgived message.
As explained above, the freshness criterion is not a seitaltérnative to fine-
grained clock synchronization in the presence of pulseydattacks.

2.3 Secure and Self-Stabilizing Clock Synchroniz-
ation

In order to explain better the scope of the algorithm, wegmea generic orga-
nization of secure clock synchronization protocols. Thgdtive of the clock
synchronization protocol is (1) to sample the clocks of ggghbors by peri-
odically broadcast beacons, (2) respond to beacons, ared)¢B¢gate beacons
with their responses in records and deliver them to the ulayer. Every node
estimates the logical clock after sifting out responseselayed beacons. Un-
like objectives (1) to (3), the clock estimation task is ndtaad real-time task.
Therefore, the algorithm outputs records to the upper léngisynchronizes the
logical clock after neutralizing the effect of pulse-detdtacks (see Section 2.7
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for details on techniques for filtering out delayed messpagése algorithm
focuses on the following two tasks.

e Beacon Schedulingfhe nodes sample clock values by broadcasting beacons
and waiting for their response. The task is to guaranteed-ttip message
exchange.

e Beacon and Response Aggregati@nce a beacon completes the round-trip
exchange, the nodes can deliver to the upper layer the reobtde beacon and
its set of responses.

We present a design for an algorithm that samples clocks ighhering
processors by continuously sending beacons and responsismut synchro-
nized clocks, the nodes cannot efficiently follow a predefisehedule. More-
over, assuring reliable communication becomes hard in tesemce of noise
and message collisions. The celebrated Aloha protocol (@8]ch does not
consider nondeterministic fluctuating skews) inspiresoutake a randomized
strategy for scheduling broadcasts. We overcome the difésuabove and
show that, with high probability, the neighboring processare able to ex-
change beacons and responses within a short period. Oufuitigestrategy is
simple; the processors choose a random time to broadcastfpyedefined pe-
riod D. We use a redundant number of broadcasting timeslots i toawer-
come the clocks’ asynchrony. Moreover, we use a paramgtased to trade
off between the minimal size dp and the probability of having a collision-free
schedule.

2.3.1 Beacon and Response Aggregation

The algorithm allows the use of clock synchronization téghes such asef-
erence broadcastin§R] and round-trip synchronizatiorié, 7]. For example,
in the round-trip synchronization technique, the sendesends a timestamped
message€t,) to receiversp, € G, which receive the message at time
The receivep, responds with the messagg, ¢, t3), which p; sends at time
t; and p; receives at time,. Thus, the output records are in the form of
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(g, t1, {{k, (ta, t3,t4)) }), Where{(k, (t2,t3,t4))} is the set of all received re-
sponses sent by nodgs.

We piggyback beacon and response messages. For the sakserfitation
simplicity, let us start by assuming that all beacon scheslalke in a (deter-
ministic) Round Robin fashion. Given a particular nggdeand a particular
beacon thap; sends at time, we definet’’s round as the set of responses,
(t2,t7), thatp; sends to node; € G; for p;'s previous beacony/, wheret!
is the time in whictp; receivedp;’s beacon’. Nodep, piggybacks its beacon
with the responses to nodgs;, and the beacon message;), is of the form
(t%, (¢ t3r), (72, ¢32), . . .), which includes all processops, € G;.

Now, suppose that the schedules are not done in a Round Rahiioh. We
denotep;’s sequence of up tLog most recently sent beacons with(k)]y,
where0 < k < BLog, among whicht/(k) is the k-th oldest andBLog is a
predefined constadt.We assume that, in every schedule receives at least
one beacon from; € G; before broadcastingg Log beacons. Thereforg,’s
beacon messagéy;), can include a response tg's most recently received

beacont!(k), whered < k < BLog.

Since not every round includes a response to the last belaatgn sendsp;
stores its lasBLog beacon messages in a FIFO queyés] = [#Z]o<k<BLog-
Moreover, every beacon message includes all responses 9/thg most re-
cently received beacons from all nodes. bet= g;[klo<k<BLog DEP;’S FIFO
queue of the lasB Log records of the forn{t (k), tJ(k)), among whicht’ (k)
is p;'s k-th oldest beacon from;, t/ (k) is the time at which it was received and
i # j. The new form of the beacon messagé&;isg;, , ¢;,, - - -), Which includes
all processorg;, < G;. Inthe round-trip synchronization, the nodes take the
role of asynchronizetthat sends the beacon and waits for responses from the
other nodes. The program of nogeconsiders both cases in whighis, and is
not, respectively, the synchronizer.

3We note thatB Log depends on the safety parameterfor assuring that nodes successfully
broadcast and other parameters such as the bound on numbtsrfering processors, and the
bound on clock skewp,,,i, andpmax (See Section 2.2).
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2.3.2 The Algorithm’s Pseudo-code

The pseudo-code, in Fig. 2.3, includes two procedures: d9-torever loop
that schedules and broadcasts beacon messages (lines@@&tal&2) an upon
message arrival procedure (lines 82 to 87).

The Do-Forever Loop

The do-forever loop periodically tests whether the “timieas expired (in lines
67 to 74)* In case the beacon’s next schedule is “too far in the pasttoar far
in the future”, then processqr;, “forces” the “timer” to expire (line 69). The
algorithm then removes data, gatheredghyitself, that are too old (lines 70
to 71). (Note that under normal circumstances, the datarrima@me too old
before they are pushed out by new data at line 77 or line 86g alporithm
then tests that all the stored data (including data recdieed others) are or-
dered and timely (line 72). Timely here means that timestogilected by a
processop; is not too old or in the future compared to the latest time c§
native clock, thap; has received. In the case where the recorded information
about beacon messages is incorrect, the algorithm fluskepigues (line 73).
The data received by others are tested at line 72 in the samasat reception
(line 83). Data that do not pass the test at line 83 are neverdt Therefore, if
the buffers are flushed it is due to internal data corruptiorie starting con-
figuration), and not due to receipt of bad data (during exeoyut We note that
transient faults can be the source of such internal datajgton. However, bad
data may be received (and therefore rejected) at any timegltive execution,
say, from captured nodes.

When the timeslot arrives, the processor outputs a synceooase record
for the oldest beacon, in the queue with its own beacons T)e It contains,
for each of the other processops,c G, the receive time of that beacon. More-
over, it contains for processpr, the send and receive times for a later message

4Recall that by our assumptions on the system settings ($e2®), the do-forever loop’s timer
will go off within any period ofu/2. Moreover, since the actual time cannot be predicted, we
assume that the actual schedule has a uniform distributientbe periodu. (A straightforward
random scheduler can assist, if needed, to enforce thessstrgotion.)
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back fromp; to p,. These data can be used for the round-trip synchronization
and delay detection in the upper layer. Thgnenqueues the timestamp of the
beacon it is about to send during this schedule (line 77).nex¢ schedule for
processop; is set (lines 78 and 79) just before it broadcasts the beaessage
(line 80).

The Message Arrival

When a beacon message arrives (line 82), processgetsj, the id of the
sender of the beacon, p;’s native time at the receipt of the beacon, anthe
message of the beacon. The algorithm sanity checks theveglogata (line 83).

If they are ordered and timely (not too old or in the future pamed to the
latest timestamp from;) the data are processed (lines 84 to 87). Otherwise the
message is ignored.

Passing the sanity check, procesgpithen outputs a record of the non-
synchronizer case (lines 84 to 85). These data can be uselefoeference
broadcast technique in the upper layer. It finds the oldestdrein the queue
with data on beacons received py. The record contains responses from pro-
cessory,, € G that refer to this beacon. Furthermore, it contains dataiabo
later messages back, from the receiving procesgpte processop;. Now
that the information connected to the oldest beacon fpgrhas been output,
processop; can store the arrival time of newly received message (linea8é
the message itself (line 87).

2.4 Execution System Model

2.4.1 The Interleaving Model

Every processop;, executes a program that is a sequendatafimic) stepsFor
ease of description, we assume the interleaving model veteps are executed
atomically, a single step at any given time. An input everticly can be either
the receipt of a message or a timer going off, triggers eagh atp;. Only
steps that start from a timer going off may include (at mostedranLBcast
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Constants
2 i =id of executing processor
n = bound or# of interfering processorsincl. itself)
4w = compensation time between lin&s and 80
d = upper bound on message communication delay
6 U= size of atimeslot in time uni(@ > d + w)
¢ = tuning paramete(see Corollary2.1)

8 BlLog=2[¢ ““’5'2&(Qgg;;/jyy:ﬂ D)1 backlog size

D =3n([pmax/pmin]| + 1), the broadcast timeslots
10 T = number of possible states of a timestamp

pmin = lower bound on clock skew
12 pmax = upper bound on clock skew

14 Variables:
m[n] = all received messages and timestamp
16 each entry is an array[n]
each entry is a queug[ B Log]
18 each entry is a pai(s, r)

20 native_clock immutable storage of the native clock
cslot: [0,D-1] = current timeslot in use
22 next: [0, T -1] = schedule of next broadcast

cT = last do-forever loogs timestamp

External functions:
26 output(R) : delivers record R to the upper layer
choose(S) : uniform selection of an item from the set S
28 keys(v) : the set of ick that indexes v
enqueue(Q) : adds an element to the end of the queue Q
30 dequeue(Q) : removes the front element of the queue Q
size(Q) : size of the queue Q
32 first(Q) : least recently enqueued element innM@mber0
last(Q) : most recently enqueued element in Q
34 full(Q) : whether queue Q is full
flush(Q) : empties the queue Q
36 get_s(Q) : list elements of field s in Q
get_r(Q) : list elements of field r in Q

Figure 2.1: Constants, variables and external functions for the secure and self-
stabilizing native clock sampling algorithm in Fig. 2.3

operation. We note that there could be steps that read thk alad decide not
to broadcast.

Since no self-stabilizing algorithm terminates (see [18] program of a
processor consists of a do-forever loop. An iteration isl $aibe complete
if it starts in the loop’s first line and ends at the last (relfss of whether it
enters conditional branches). A processor executes o#res pf the program
(and other programs) and activates the loop upon a timeWeatassume that
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Macros and inlines
40 border(t) : (D-cslou+t mod T
schedule(t) : cslotu+t mod T
22 leq(x,y):(3b:0<b<2BLogDuAy mod T=x+b mod T)
enq(qg, m) : {while full(q) do dequeugq); enqueugm) }
44 G(j) : keys(m[j].v)

46 expire_s(q,t): (x Expires data based on send times
while size(q) > 0 A — leq(first(q).s, t) do
48 dequeue(q)
expire_r(q,t): (x Expires data based on receive timesasexpire_s but with.r instead of.s )
s0 check() : A{checkdata(m(j].v,j) :j € keys(m[i].v)}
checkdata(v,j) : (* Coherency test for data from processar)j
52 A {checklist(get_s(v[k].q), Iclock(v,j)) A (j = k V checklist(get_r(v[k].q), Iclock(v,j))) : k € keys(v)}
checklist(q,t) : (* Checks that all elements of a list are chronologically ordered andmthte futurex)
54 size(q) = 0V (leq(first(q),t) Aleq(last(q).t) A {leq(q[by ],q[b2]) : b1 < bz, {b1,b2} C [1,size(q)})
Iclock(v,j) : last(v]j ].q).s
56
(* Get responseecord forpy,, for p; as the synchronizer)
s8 ts(s,j, k) : {if (3b], b3, bF, bh:
s=mij]v(].alb] .s=mik] v ].alb} 1.s A
e mik].vk].abs ].s=m(j]vk].q[b}]sA
leq(m(j].vij ].a(by ].s mij].vik].q[b3 1r) A
62 leq(mfk].vj].q[b} |.r, mk].vk].q[b ].5)) ,
then return (m{k].v[j (b} ].r, mk].v[K].q[b% |.s m(j ].v[k].q[b3 ].r)
64 elsereturn L}

Figure 2.2: Macros and inlines for the for the secure and self-stabilizing native clock
sampling algorithm in Fig. 2.3.

every processor triggers the loop’s time-out within evesyigd ofu/2, where
u > w + d is the(operation) timeslotwherew < u/2 is the time it takes to
execute a complete iteration of the do-forever loop. Sinoegssors execute
programs other than the clock synchronization, the aciom, t, in which the
timer goes off, is hard to predict. Therefore, for the sakesiofplicity, we
assume that timeis uniformly distributec

The state s; of a processop; consists of the value of all the variables
of the processor (including the set of all incoming commatian channels,
{queue;;|p; € G;}). The execution of a step in the algorithm can change the
state of a processor. The tesystem configuratiois used for a tuple of the
form (s1, s2,...), where eackhs; is the state of processgx (including mes-

5We note that a simple random scheduler can be used for the agidh timet does not
follow a uniform distribution.
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Do forever, everyu/2

let cT = read(native_clock +w

if = (leq(next2Du, cT) A leq(cT, nextru)) then
next«— cT

expire_s(m[i .v[i ].q, cT)

Vj e G(i)\{i} doexpire_r(m[i].v[j].q, cT)

if = check() then
Vjk e P doflush(m]j].vlk].q)

if leq(next cT) Aleq(cT, next+ u) then
let s=first(m[i ].v[i ].g).s
output (i, s, {{j,ts(s.i,})) :j € GH)\{i}})
enq(m[i].v[i].q, (cT, L))
(next cslot) <— (border(nexf, choose([0,D-1]))
next<«— schedule(nex®
LBcast(mi ])

Upon LBrecv(j, 1, v) (ki #]x*)
if checkdata(v,j) then
let s=first(m[i ].v[j ].g).s
output (j, s, { (k. ts(s.}, K)) : k€ G()\{i}})
enq(mfi v |.q, (last(v[j |.g).s. 1))
mfjl.v v

Figure 2.3: Secure and self-stabilizing native clock sampling algorithm (code.far
P).

sages in transit fop;). We define arexecutionE’ = ¢[0], a[0], ¢[1], a[1],... as
an alternating sequence of system configuratitmsand steps:[x], such that
each configuratior[z + 1] (except the initial configuration[0]) is obtained
from the preceding configuratiorjz] by the execution of the stegz]. We
often associate the notation of a step with its executinggssorp; using a
subscript, €.9g;.

2.4.2 Tracing Timestamps and Communications

As stated in Section 2.2.2, we associate elaBhast and LBrecv operation
with a timestamp for the moment of sending and receiving. fiimestamp
of an LBcast operation is the native time at which messagds sent, and
this information is included in the sent message. When peuces executes
the LBrecv operation, an event is triggered with the arguments and (m):
p; € G, is the sending processor of message, whichp; receives whemp,’s

native clock ist. We note that every step can be associated with at most one

communication operation. Therefore it is sufficient to ascthe native clock
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counter only once during or at the end of the operation. Weteby C(a;)
the native clock value associated with the communicaticeraton in step;,
which processop; takes.

2.4.3 Concurrent vs. Independent Broadcasts

We say that processar, € P performs anindependent broadcash a step
a; € E if there is no processqy; < C—Jz that broadcasts in a steg € F,
such that either (19; is performed aften; and before stepj, that receives the
message that was sentin(wherep;, € G;), or (2)a; is performed aftes; and
before step:), that receives the message that was seaj ifwherep,: € G;).
We say that processgr, € P performs aconcurrent broadcasin a stepa;

if a; is dependent (i.e., “not independent”). Concurrent braaticcan cause
message collisions, as described in Section 2.2.2.

2.4.4 Fair Executions

We say that executioy hasfair communicationsif, whenever processqr;
broadcastg successive messages (successive in terms of the alg@ithes-
sages sent by;), at least one of these broadcasts is fair, i.e., not losbigeror
adversarial collisions. We note that fair communicatioesinot imply reliable
communication even fof = 1, because a message can still be lost due to non-
adversarial collisions. An executiah is fair if the communications are fair
and every correct processgr, executes steps in a timely manner (by letting
the loop’s timer go off in the manner that we explain above).

2.4.5 The Task

We define the system'’s task by a set of executions céalgal execution$L F)

in which the task’s requirements hold. A configuratiois asafe configuration
for an algorithm and the task dfE provided that any execution that starts in
c is a legal execution (belongs #F). An algorithm isself-stabilizingwith
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relation to the task of F if every infinite execution of the algorithm reaches a
safe configuration with relation to the algorithm and thétas

2.5 Correctness

In this section we demonstrate that the task of random besidszheduling
is achieved by the algorithm that is presented in Fig. 2.3mélg, with high
probability, the scheduler allows the exchange of beacndse@sponses within
a shorttime. The objectives of the random broadcast scimgrhalsk are defined
in Definition 2.1 and considdrsroadcasting roundsTo consider a number of
broadcasting rounds from a point in time (such as the timecist®d with a
stepa), is to consider the time needed for every processor to fiha tany
partitions, i.e., broadcast that many times.

Definition 2.1 (Nice executions)Let us consider the executions of the algo-
rithm presented in Fig. 2.3. Furthermore, let us consider@cpssor; and let

I'; be the set of all execution prefixdsy,, such that, within the firskR broad-
casting rounds of’r,, (1) every processas; € G; (includingyp;) successfully
broadcasts at least one beacon to all procesgegrss G; N G; and (2) every
such processop; gets at least one response from all such procesgprsWe
say that executioy is nicein relation to processop; if £ has a prefix ifl’;.

The proof of Theorem 2.1 (Section 2.5.3, page 53) demoastthat, when
consideringR = 2R, for any processop;, the algorithm reaches a nice ex-
ecution in relation tg; with probability of at leastt — 2—+!, where/ is a
predefined constant arfel = [¢ ”log{(l[fgr;‘“‘("l/ f;"/i;}“)”)] is the expected time
it takes all processors; € G; (when considering the neighborhood of any pro-
cessolp;) to each broadcast at least one message that is receivet dihel
processors iit;; N G;.°

Once the system reaches a nice execution in relation to &gsomp;, and
the exchange of beacons and responses occurs, the follbwidg. There is a

6 To distinguish between timestamps that should be regardeglragin the past and timestamps
that should be regarded as being in the future, we requitédtha 4R. In other words, we want to
be able to consider at leastound-trips in the past ariround-trips in the future.
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set,S;, of beacon records that are in the queuesipind the records that were
delivered to the upper layer. The sgtincludes a subses, C S;, of records for
beacons that were sent during the [&s{Definition 2.1) broadcasting rounds.
In S., it holds that every processpr € G; — {i} has a beacon recordec;,
such that every processpr € G; N G; —{j} has a beacon recorckc;,, which
includes a response tac;. In other words,R is a bound on the length of
periods for which processgr, needs to store beacon records. Moreover, with
high probability, withinR broadcasting roundss; gathers beacons from all
processorg; € G;. Furthermore, for each such beacon from a processer
G5, p; gathers responses to those beacons from all procegsarsG; N G;.
For this reason, we sétLog to beR.

2.5.1 Scenarios in which balls are thrown into bins

We simplify the presentation of the analysis by depictinffedent system set-
tings in which the message transmissions are described élycd scenarios in
which balls are thrown into bins. The sending of a messagerbgegsomn;
corresponds to a playex throwing a ball. Time is discretized into timeslots
that are long enough for a message to be sent and received.withe times-
lots are represented by an unbounded sequence oflbihsy. Transmitting a
message during a timeslot corresponds to throwing a ba#irdsvandaiming a
ball at the corresponding bin.

Messages from processpy can collide with messages from up to— 1
other processors l@-\ = n. Furthermore, in the worst-case scendg| =
\52\ = n for processop,;. We want to guarantee with high probability that
within G; everyone exchanges messages. Therefore, we loakmdayers
throwing balls into bins when analyzing the message scheglalgorithm. Our
results will also hold for cases whé@;| < n and whedc_lz-\ < n, as the prob-
ability of collisions in those cases is equal to or lower tliaat for the worst
case scenario.

Before analyzing the general system settings, we demoastiapler set-
tings to acquaint the reader with the problem. Concretety)aok at the set-
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tings in which the clocks of the processors are perfectlyckyonized and the
communication channels have no noise (or omission attadkg)ask the fol-

lowing question: How many bins are needed for every playayetbat least
one ball, that is not lost due to collisions, in a bin (Lemma @nd 2.2)? We
then relax the assumptions on the system settings by comgjdéfferent clock

offsets (Claim 2.2) and by considering different clock skd@laim 2.3). We

continue by considering noisy communication channels tani$sion attacks)
(Claim 2.4) and conclude the analysis by considering gémsgsiem settings
(Corollary 2.1).

Collisions

A message collision corresponds to two or more balls aimedeasame bin.
We take the pessimistic assumption that, when balls aredaahaeighboring

bins, they collide as well. This is to take non-discrete tifaed later on, dif-

ferent clock offsets) into account. Broadcasts that “ctheshorders” between
timeslots are assumed to collide with messages that aredastin either bor-
dering timeslot. Therefore, in the scenario in which batksthrown into bins,

two or more balls aimed at the same bin or bordering bins wiliize out, i.e.,

not end up in the bin.

Definition 2.2 When aiming balls at bins in a sequence of binsuacessful
ball is a ball that is aimed at a bih. Moreover, it is required that no other ball
is aimed ab or a neighboring bin ob. A neighboring birof b is the bin directly
before or directly afteb. Anunsuccessful balk a ball that is not successful.

Synchronous timeslots and communication channels that hano noise

We prove a claim that is needed for the proof of Lemma 2.1.

Claim 2.1 For all z > 2 it holds that

(1 - 1)1—1 > 1. (2.2)

x (&
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Proof: Itis well known that

<1 + i)x <e (2.2)

for anyx > 1. From this it follows that

() () )

1)

1 1 1

=1+ = >= (2.3)
x—1 1\ T e

forz>2. m

Lemmas 2.1 and 2.2 consider an unbounded sequence of birer¢hdi-
vided into “circular” subsequences that we cadirtitions We simplify the
presentation of the analysis by assuming that the paritame independent.
Namely, a ball that is aimed at the last bin of one partitiommally counts as a
collision with a ball in the first bin of the next partition. Withis assumption,
a ball aimed at the last bin and a ball aimed at the first binérstime partition
count as a collision instead. These assumptions do not ealess of gener-
ality, because the probability for balls to collide does doange. It does not
change because the probability for having a certain numblealts in a bin is
symmetric for all bins.

We continue by proving properties of scenarios in whichsate thrown
into bins. Lemma 2.1 states the probability of a single baihb unsuccessful.

Lemma 2.1 Letn balls be, independently and uniformly at random, aimed at
partitions of3n bins. For a specific ball, the probability that it is not susséul
is smaller thanl — 1/e.

Proof: Let b be the bin that the specific ball is aimed at. For the ball to be
successful, there aBout of the3n bins that no other ball should be aimediat,
and the two neighboring bins &f The probability that no other (specific) ball
is aimed at any of these three bins is

3

L= o (2.4)
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The different balls are aimed independently, so the prdihabiat none of the
othern — 1 balls are aimed at bilnor a neighboring bin ob is

o2y ) 29

With the help of Claim 2.1, the probability that at least onieeo ball is aimed
atb or a neighboring bin ob is

1(11)n1<11. (2.6)

n (&

Lemma 2.2 states the probability of any player not having sugcessful
balls after a number of throws.

Lemma 2.2 Consider R independent partitions ob = 3n bins. For each
partition, letn players aim one ball each, uniformly and at random, at one of
the bins in the partition. LeR > (¢+log, n)/(—log, p), wherep = 1—1/eis

an upper bound on the probability of a specific being unsigfakm a partition.
The probability that any player gets no successful ball isl&nthan2—¢.

Proof: By Lemma 2.1, the probability that a specific ball is unsusfidss
upper bounded by = 1 — 1/e. The probability that a player does not get any
successful ball in any o independent partitions is therefore upper bounded
by p’t.

Let X;, ¢ € [1,n] be Bernoulli random variables with the probability of a
ball being successful that is upper boundedBy

1 if playeri gets no successful ball iR partitions
X; = (2.7)

0 if player: gets at least one successful ballRrpartitions

Let X be the number of players that get no successful ball partitions:

X=> X, (2.8)
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The differentX; are a finite collection of discrete random variables with fi-
nite expectations. Therefore we can use the Theorem of tifped Expecta-
tions [21]:

n n

E[X]=E [Xn: Xi‘| =Y EX;] <> pf=np". (2.9)

=1 1=1
The random variables assume only non-negative values. dvarknequal-
ity [21], Pr(X > a) < E[X]/a, therefore gives us

Pr(X #0)=Pr(X >1) < ElX] < np® (2.10)

1
Fornp®™ < 2=¢ we get thaPr(X # 0) < 27¢, which gives us

npf <27t =

log, (npf) < —4 =

logy(n) + Rlogy(p) < —C =
—0 —logon  L+logyn
log,p  —logyp

R> (2.11)

We now turn to relaxing the simplifying assumptions of symactized clocks
and communication channels with no noise. We start by cenisigl clock off-
sets and skews. We then consider noisy communication clganne

Clock offsets

The clocks of the processors have different offsets, ancthie the timeslot
boundaries are not aligned. We consider a scenario thatipa@ble to system
settings in which clocks have offsets. In the scenario ofslthht are thrown
into bins, offsets are depicted as throwing a ball that higsitoundary between
bins and perhaps hits the boundary between partitions.

Claim 2.2 considers players that have individual sequeoideiss. Each se-
quence has its own alignment of the bin boundaries. Naméiy, af one player
may “overlap” with more than one bin of another player. Thhs,different bin
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sequences that have different alignments correspond temnsysettings in which
clocks have different offsets.

The proof of Claim 2.2 describes a variation of the scenariwhich balls
are thrown into bins. In the new variation, balls aimed atriamping bins
will bounce out. For example, consider two balls aimed at #jirand b*",
respectively. If bing* andbf’ overlap, the balls will cause each other to bounce
out.

Claim 2.2 Consider the scenario in which balls might hit the bin bouneka
and takeR and D as defined in Lemma 2.2. Then, we have that the probability
that any player gets no successful ball is smaller tBah.

Proof: The proof is demonstrated by the following two arguments.
Hitting the boundaries between binBrom the point of view of processegs,
a timeslot might be the time interv@d, ¢ + ), whereas for processey the
timeslot interval might be different and partly belong tmtdifferent timeslots
of p;. When considering the scenario in which balls are thrown loits, we
note that a bin of one player might be seen as parts of two bensather player.

In other words, every playef;, has its own view[b ];cn, of the bin se-
quencelbi]ren. The sequencéy]ien corresponds to an ideal discretization
of the real time into timeslots, whereas the sequébigecn, corresponds to a
discretization of processgx’s native time into timeslots. We say that the bins
A and[bi,] overlap when the corresponding real time period@bﬁfand[bﬁ%,]
overlap.

Lemma 2.2 regards balls aimed at neighboring bins as anilsiWe recall
the requirements that are made for ball collisions (seei@e@t5.1). These
requirements say that balls aimed at neighboring bingih.cn will bounce
out. The proof is completed by relaxing the requirementsahamade for ball
collisions in[b;]ren. Let us consider the scenario in which playgrsandyp;
aim their balls at bing}, andb?,, respectively, such that bob¥) andb?, overlap.
The binb}, can either overlap with the birllr%l,_1 andb’, or (exclusively) overlap
with the binsb/, andby, , . Balls aimed at any of the bins possibly overlapping
with b, (namelyb;, _,, b,, andb;, ) are regarded as colliding with the ball of
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playerp;. The same argument applies to tbifp overlapping with bing _,,

bj, andbj_ ;. In other words, the scenario of Lemma 2.2, without offset an
neighboring bins leading to collision, is a superset in teaibin overlap to the
scenario in which offsets are introduced.

Hitting the boundaries between partitionSven if the timeslot boundaries are
synchronized, processpr might regard the time intervét, ¢t + Du) as a par-
tition, whereas processpr might regard the intervat, ¢ + Du) as partly be-
longing to two different partitions. When considering thersario in which
balls are thrown into bins, this means that the players’ vaewwvhich bins are
part of a partition can differ.

For each bin, the probability that a specific player choosesrh a ball at
that bin is1/D, whereD is the number of bins in the partition. Therefore the
probability for a ball being successful does not depend om biher players
partition the bins. =

Clock skews

The clocks of the processors have different skews. Therefwe consider a
scenario that is comparable to system settings in whictkslbave skews.

In Claim 2.3, we consider players that have individual segas of bins.
Each sequence has its own bin size. The size of playgins is inversely
proportional to processgr;’s clock skew, sayl /p;. We assume that the balls
that are thrown by any player can fit into the bins of any othayer. (Say the
ball size is less thah/ pi.x.) Thus, the different bin sizes correspond to system
settings in which clocks have different skews.

Let us consider the number of balls that playgermay aim at bins that
overlap with bins in a partition of another player. Suppds# playerp; has
bins of sizel/pmax and that playep; has bins of siz& /p.,in. Then playem;
may aim up tQ = [ pmax/Pmin | + 1 balls in one partition of playes;.

Claim 2.3 Consider the scenario with clock skews and t&kaend D as defined
in Lemma 2.2. Lep = 1 — 1/e be an upper bound on the probability of
a specific ball being unsuccessful in a partition. By takiRg..., = R >
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(£ +logy pn))/(—logyp) € O(€ + log(n)), we have that the probability that
any player gets no successful ball is smaller tRan.

Proof: By taking the pessimistic assumption that all players seethers, as
well as themselves, as throwipdalls each in every partition we have an upper
bound on how many balls can interfere with each other in atjmart Thus by
taking partitions ofD = 3pn bins instead of th&n bins of Lemma 2.2, and
substitutingn for pn in the R of Lemma 2.2,

_ L+ log, pn)

R> oz, p € O(¢ + log(n)), (2.12)

the guarantees of Lemma 2.2 holdm

Communication channels with noise

In our system settings, message loss occurs due to noisengiggian attacks
and not only due to the algorithm’s message collisions. R ¢ defines the
number of broadcasts required in order to guarantee atdeastair broadcast
(not lost to noise or adversarial collisions; see Secti@2. In the scenario in
which balls are thrown into bins, this correspondingly netmat at mos§ — 1
balls are lost to the player’s trembling hand for any ofitsonsecutive throws.
Omission attacks are incorporated into thassumption and are thus not seen
as a ball being thrown.

Claim 2.4 Consider the communication channels with noise and fakad D
as defined in Lemma 2.2. By takifly,;se > £ R, we have that the probability
that any player gets no successful ball is smaller thah.

Proof: By the system settings (Section 2.2), the noise in the congation
channels is independent of collisions. We take the pessa@pproach and
assume that, when a ball is lost to noise, it can still caukerdballs to be
unsuccessful (just as if it was not lost to noise). In ordefutbll the require-
ments of Lemma 2.2, we can tak& partitions instead of partitions. This
will guarantee that each player gets at ledstair” balls. That is, each player
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gets at leasR balls that are either successful or that bounce out due lisicol
with another ball. Thus, the asymptotic number of bins ishamged and the
guarantees of Lemma 2.2 still hold.m

General system settings

The results gained from studying the scenario in which bedésthrown into
bins are concluded by Corollary 2.1, which is demonstrateddmmma 2.2 and
claims 2.2, 2.3, and 2.4.

Corollary 2.1 Suppose that every processor broadcasts once in everyiparti
of D timeslots. Consider any processgr The probability that every processor
p; € G, successfully broadcasts at least one beacon to every mocgs €
G; N G within R partitions is at leastl — 2=t when

D =3pn € O(n) (2.13)
R= (g%i?} € O(¢ + logn) (2.14)
ﬁ = (pmaw/pmin—l +1 (215)
p=1- 1 (2.16)

e

Corollary 2.1 shows that, for any procesggrwithin a logarithmic number
of broadcasting rounds, all processorgipexchange at least one beacon with
their neighbors ir;, with high probability. (See the beginning of Section 2.5.1
for the discussion on the balls versus a processpy for which \C_JZ\ <n.)

2.5.2 The task of random broadcast scheduling

So far, we have analyzed a general scenario in which ballheoen into bins.
We now turn to showing that the scenario indeed depicts tipéeimentation of
the algorithm (which is presented in Fig. 2.3).

As stated earlier, when we talk about the execution of, orgieta iteration
of, lines 67 to 80, we do not imply that the branch in lines 7B@mecessarily
is entered.
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Definition 2.3 (Safe configurations)Let E be a fair execution of the algorithm
presented in Fig. 2.3 and € E a configuration in whichy; = (leq(next; —
2D, cT;) Aleq(cT;, next;) holds for every processagr,. We say that is safe
with respect taL F.

We show thatcT; follows the native clock of process@r. Namely, the
value ofcT; — wisin [C" — u, C].

Lemma 2.3 Let FE be a fair execution of the algorithm presented in Fig. 2.3,
andc a configuration that is at least after the starting configuration. Then, it
holds that(leq(C? — u, ¢T; — w) Aleq(cT; — w,C?)) in c.

Proof: SinceF is fair, the do-forever loop’s timer goes off in every periafd
u/2. Hence, within a period af, processop; performs a complete iteration of
the do-forever loop in an atomic step.

Suppose that immediately followsa;. According to line 67, the value of
cT; — w is the value ofC? in c. Lett = ¢T; — w = C*. It is easy to see that
leq(t — u,t) Aleq(t,t) inc.

Let a] be an atomic step that includes the execution of lines 83 to 87
(whether entering the branch or not), followsand immediately precedesSe
E. Lett’ = C"in ¢’. Then, within a period of at most/2, processop; exe-
cutes ste, € E, which includes a complete iteration of the do-forever loop
Since the period between andd] is at mostu/2, we have that’ — ¢ < u/2.
Thereforeleq(C? — u, ¢T; — w) holds inc¢’ asleq(C?, ¢T; — w) holds inc. It
also follows thateq(c¢T; — w,C?)) holds inc’ asC® = ¢T; —winc. =

We show that when a procesggrexecutes lines 75 to 80 of the algorithm
presented in Fig. 2.3 it reaches a configuration in whigholds. This claim is
used in Lemma 2.4 and Lemma 2.5.

Claim 2.5 Let £/ be a fair execution of the algorithm presented in Fig. 2.3.
Moreover, leta; € E a step that includes a complete iteration of lines 67 to 80
and ¢ the configuration that immediately follows. Suppose that processpy
executes lines 75 to 80 in; thena; holds inc.
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Proof: Among the lines 75 to 80, only lines 78 to 79 can change thexgadid
«;. Lett; = next; immediately after line 74 and lét = next; immediately
after the execution of line 79. We denote By= ¢, — ¢, the value that lines 78
to 79 add tonext;, i.e.,A = (y+ D — x)u, whered < z,y < D — 1. Note that
2 is the value ot:slot; before line 78 and is the value of:slot; after line 78.
Therefore A € [u, (2D — 1)ul.

By the claim’s assertion, we have the(c¢T;, t; + u) holds before line 78.
Sinceu < A, it holds thateq(cT;, ¢t + A), and thereforéeq(cT;, t2) holds.

Moreover, by the claim assertion we have thei(t, ¢T;) holds. Since
A < (2D — 1)u, it holds thatA — 2Du < —u. This implies thateq(t; —
2Du + A, cT;). Therefordeq(te — 2Du, ¢T;) holds. =

We show that, starting from an arbitrary configuration, aaiy &éxecution
researches a safe configuration.

Lemma 2.4 Let E be a fair execution of the algorithm presented in Fig. 2.3.
Then, within a period ofi, a safe configuration is reached.

Proof: Letp; be a processor for which,; does not hold in the starting config-
uration of E. We show that, within the first complete iteration of linest6 BO,
the predicatey; holds. According to Lemma 2.3, all processqgrs,complete
at least one iteration of lines 67 to 80, within a period.of

Leta; € E be the first step in which processgrcompletes the first itera-
tion. If «; does not hold in the configuration that immediately precegdgthen
either (1) the predicate in line 68 holds and procegs@xecutes line 69 or (2)
the predicate of line 74 holds at line 68.

For case (2), asi(leq(t — 2Du, t) Aleq(t,t)) is false for anyt, immedi-
ately after the execution of line 69, the predicatgeq(next; — 2Du, cT;) A
leq(cT;, next;)) does not hold. Moreover, the predicate in line 74 holds,esinc
leq(t,t + u) holds for anyt.

In other words, the predicate in line 74 holds for both cad¢satd (2).
Therefore,p; executes lines 75 to 80 im;. By Claim 2.5,«; holds for the
configuration that immediately follows;. By repeating this argument for all
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processorg;, we show that a safe configuration is reached within a period o
u. N

We demonstrate the closure property of safe configurations.

Lemma 2.5 Let £ be a fair execution of the algorithm presented in Fig. 2.3
that starts in a safe configuratiof i.e. a configuration in whicla; holds for
every processop; (Definition 2.3). Then, every configuration inis safe with
respect talL F.

Proof: Lett; be the value of;’s native clock in configuratiom anda; € E
be the first step of processpy.

We show thaty; holds in configuration’ thatimmediately follows:;. Lines
83 to 87 do not change the value @f. By Claim 2.5, ifa; executes lines 75
to 80 within one complete iteration, then holds inc’. Therefore, we look at
stepa; that includes the execution of lines 67 to 74, but does ndudethe
execution of lines 75 to 80.

Lett; = ¢T; in candt, = ¢T; in ¢/. According to Lemma 2.3, and by the
fairness ofF/, we have that, —t; modT < w. Furthermore, lefl = next;—Du
and B = next; in c. The values ohext; — Du andB = next; do not change
in ¢’. Sinceq; is true inc, it holds thatleq(A, ¢1) A leq(t1, B). We claim that
leq(A,t2) Aleq(ta, B). Sinceleq(ty, B) in ¢, we have thaleq (t2, B+ta —t1)
while p; executes line 74 im;. As a; does not execute lines 75 to 80, the
predicate in line 74 does not holddn. Asleq(t;, B) andts — t; modT < u
the predicate in line 74 does not hold & (¢2, B). Furthermore, we have that
leq(A,t1), leq(ti, B), andleq(ts, B). As0 < ty —t; modT < u we have
thatleq(A,t2). Thus,c is safe agy; holdsinc. =

2.5.3 Nice executions

We claim that the algorithm (presented in Fig. 2.3) impletagrnice executions
with high probability. We show that, for any processerevery execution (for
which the safe configuration requirements hold) is a niceaten in relation

to p; with high probability.
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Theorem 2.1 Let E be a legal execution of the algorithm presented in Fig. 2.3.
Then, for any processar;, E is nice in relation tap; with high probability.

Proof: Recall thatin a legal execution all configurations are s@éxtion 2.2).
Let a; be a step in which processpr broadcastsq, be the first step aftes;

in which processop; broadcasts, and; be the first step aftes, in which

processop; broadcasts.

Letr, »/, andr” be the values ofext; between lines 78 and 79 i, a/,
anda!, respectively. The only changes donertert; from line 79 ina; to
lines 78 and 79 i, are those two lines, which taken together changet; to

next; + Du mod T.

The period of lengtDw that begins at and ends at’ mod T is divided
in D timeslots of length:. A timeslot begins at time + xu mod T and ends
attimer + (x + 1)u mod T for a unique integet € [0, D — 1]. The timeslot
in which a] broadcasts igslot in c. In other words, processgr, broadcasts
within a timeframe ofr to 7/, which is of lengthDu. By the same arguments,
we can show that processarbroadcasts within a timeframe ofto r”/, which
is of lengthDw. These arguments can be used to show that, @ftgrrocessor
p; broadcasts once per period of lenddh.

Corollary 2.1 considers processgy, and its set;, which includes itself
and its neighbors. The processors@é—] broadcast once in every period bf
timeslots. The timeslots are of lengtha period that each processor estimates
using its native clock. Let us consider a procegs@nd R timeframes of length
Du. By Corollary 2.1, the probability that all processgrse G; successfully
broadcast at least one beacon to all proceggors G; NG is at leastl — 21,
Now, let us conside2R timeframes of lengthDu. Consider the probability
that each of the processars € G; successfully broadcasts to all processors
pr € G;NG; and get a response from all such procesgprd8y Corollary 2.1,
that probability is at leastl — 27¢)? = 1 — 27/ 4 2726 > 1 — 2=¢+1
Therefore, by Definition 2.1, for any procesggr E is nice in relation top;
with high probability. m
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2.6 Performances of the algorithm

Several elements determine the precision of the clock sgn&ration. The

clock sampling technique is one of them. Elson et al. [2] sti@tithe reference
broadcast technique can be more precise than the roundytnighronization

technique. We allow the use of both techniques. Another ntapb precision

factor is the quality of the approximation of the native dl®of neighboring

nodes. Our extensive clock sample records allows for bo#mali regression
and phase-locked looping (see Romer et al. [5]). Moreokerctock synchro-

nization precision improves as neighboring processorslaleeto sample each
other’s clocks more frequently. However, due to the limiéegrgy reserves in
sensor networks, careful considerations are required.

Let us consider the continuous operation mode. If the pasfatie clock
samples is too long, the clock precision suffers, as the skéthe native clocks
are not constant. Thus, an important measureis:d;, whereround; is the
time it takes a processgr and its neighbors ifd7; to exchange beacons and
responses. In other wordsyund; is the time it takes (1) every procesggre
G (includingp;) to successfully broadcast at least one beacon to all psoces
pr € G; NG, and (2) every such procesgorto get at least one response from
all such processors..

Let us consider ideal system settings in which broadcastsrrellide. In
the worst casgG;| = |(7§| = n. Sendingn beacons and getting responses
to each of these beacons requires the communication ofsat¥¢a?) samples.
By Corollary 2.1 and Theorem 2.1, we get tBa&t timeframes of lengttDu are
needed. We also get th&t € O(logn) andD € O(n). The timeslot size:
is needed to fit a message with.og = 2R responses to up to processors.
Hence,u € O(nlogn). Thereforeround; € O(n?(logn)?). Moreover, with
a probability of at least — 2~“+1, the algorithm can secure a clock sampling
period that isO((log n)?) times the optimum.

We note that the required storage isrn? lognlog T'). By Lemma 2.4,
starting in an arbitrary configuration, our system stabgiwvithin« time, and
as we have seen abowe= O(nlogn).
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2.6.1 Optimizations

We can use the following optimization, which is part of mamjséng imple-
mentations. Before accessing the communication mediag@epsorp; waits

for a periodd and broadcasts only if there was no message transmitteagduri
that period. Thus, processpy does not intercept broadcasts, from a processor
p; € G, that it started receiving (and did not finish) before titme d, wheret

is the time of the broadcast hy. In that case it aborts its message. pgrand

for the sake of the worst-case analysis, this counts as igiooll However, for

pj itis a successful broadcast (assuming that the messagel@shto noise or

to collision with another message).

2.7 Discussion

Sensor networks are particularly vulnerable to interfeegrvhether as a result
of hardware malfunction, environmental anomalies, or anatlis intervention.
When dealing with message collisions, message delays agsd, ribis hard to
separate malicious from non-malicious causes. For instanis hard to distin-
guish between a pulse-delay attack and a combination ofrés) e.g., a node
that suffers from a hidden terminal failure, but receivesemo of a beacon. Re-
cent studies consider more and more implementations tkeastcurity, failures
and interference into account when protecting sensor mksn@.g., [22—24],
which consider multi-channel radio networks). We note thahy of the exist-
ing implementations assume the existence of a fine-grayrezhsonized clock,
which we implement.

Message scheduling is important for clock synchronizatibtoradi et al.
compare clock synchronization algorithms for wirelessssemetworks con-
sidering precision, cost and fault tolerance [25]. Theyvsltioat, without a
message scheduling algorithm of some sort, the RefereroaBast algorithm
of [2] suffers heavily from collisions.

Ganeriwal et al. [7] overcome the challenge of delayed bescsing the
round-trip synchronization technique. With this techmdbe average delay of
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a message from processgrto processop; € G;, and a message back from
p; to p;, can be calculated using the send and receive times of thessages.
Thus, a delay attack can be detected if the delay is largargbme known up-
per bound on message delay. They use the Byzantine agrepméatol [26]

for a cluster ofy nodes where alj nodes are within transmission range of each
other. Thus, Ganeriwal et al. requis¢ +1 < g. Song et al. [8] consider
a different approach that uses the reference broadcastionization tech-
nigue. Existing statistics models refer to malicious tinffsets as outliers. The
statistical outlier approach is numerically stabledgr+ ¢ < g, whereg is the
number of neighbors and whetds a safety constant (see [8]). We note that
both approaches are applicable to our work. We further ri@ed processor
pr € G;NG; can detect delay attacks against beacons that nodeslp; have
sent to each other, by the mechanisms of calculating avenagsage delay and
comparing with a known upper bound. This is possible becaysgets send
and receive times of messages back and forth betyweandp;.

Based on our practical assumptions, we are able to avoid yzariine
agreement overheads and follow the approach of Song et]aM& can con-
struct a self-stabilizing version of their strategy, byngsbur sampling algo-
rithm and by detecting outliers using the generalized ex¢éretudentized devi-
ate (GESD) algorithm [27]. LeB be the set of delivered beacon records within
a period ofR and test the seB for outliers using the GESD algorithm.

Existing implementations of secure clock synchronizapootocols [6—8,
10, 28-30] are not self-stabilizing. Thus, their specifaad are not compatible
with security requirements for autonomous systems. Inreartmus systems,
the self-stabilization design criteria are imperativedecure clock synchroniza-
tion. For example, many existing implementations requiitsil clock synchro-
nization prior to the first pulse-delay attack (during thetpcol set up). This
assumption implies that the system uses global restarefbdefense manage-
ment, say, using an external intervention. We note thatdkeraary is capable
of intercepting messages continually. Thus, the adversanyrisk detection
and intercept all pulses for a long period. Assume that tis¢esy detects the
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adversary’s location and stops it. Nevertheless, the systsnot synchronize
its clocks without a global restart.

Sun et al. [31] describe a cluster-wise synchronizatiororéigm that is
based on synchronous broadcasting rounds. The authoraesisat a Byzan-
tine agreement algorithm [26] synchronizes the clocks feetbe system ex-
ecutes the algorithm. Our algorithm is comparable with #guirements of
autonomous systems and makes no assumptions on synchimoagsasting
rounds or start.

Manzo et al. [30] describe several possible attacks on aseured) clock
synchronization algorithm and suggest countermeasuressifigle hop syn-
chronization, the authors suggest using a randomly seléctee” of nodes to
minimize the effect of captured nodes. The authors do nosiden the cases
in which the adversary captures nodes after the core satedti this work, we
make no assumption regarding the distribution of the capitunodes. Farru-
gia and Simon [29] consider a cross-network spanning treehioh the clock
values propagate for global clock synchronization. Howeawve pulse-delay at-
tacks are considered. Sun et al. [28] investigate how to ustate clocks from
external source nodes (e.g., base stations) to increaseditience against an
attack that captures source nodes. In this work, there aseu@e nodes.

In [10], the authors explain how to implement a secure clgeickroniza-
tion protocol. Although the protocol is not self-stabitigi, we believe that some
of their security primitives could be used in a self-stailg manner when im-
plementing our self-stabilizing algorithm.

Herman and Zhang [16] present a self-stabilizing clock byoization
algorithm for sensor networks. The authors present a mantgbroving the
correctness of synchronization algorithms and show thattnverge-to-max
approach is stabilizing. However, the converge-to-maxr@ggh is prone to
attacks with a single captured node that introduces the maxtlock value
whenever the adversary decides to attack. Thus, the adyesa at once set
the clock values “far into the future”, preventing the noétesn implementing
a continuous time approximation function. This work is thistfin the context
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of self-stabilization to provide security solutions foock synchronization in
sensor networks.

2.7.1 Conclusions

Designing secure and self-stabilizing infrastructure §ensor networks nar-
rows the gap between traditional networks and sensor nk$wayr simplifying
the design of future systems. In this work, we use systeringstthat consider
many practical issues, and take a clean-slate approackignieg a fundamen-
tal component: a clock synchronization protocol.

The designers of sensor networks often implement clockreymization
protocols that assume the system settings of traditionsbarks. However,
sensor networks often require fine-grained clock synchediun for which the
traditional protocols are inappropriate.

Alternatively, when the designers do not assume traditisystem settings,
they turn to reinforcing the protocols with masking techu@g. Thus, the de-
signers assume that the adversary never violates the assnspf the masking
techniques, e.g., there are at mpstaptured and/or pulse-delay attacked nodes
in a neighborhood at all times, for a setting whayfe+ 1 < n must hold in the
neighborhood. Since sensor networks reside in an unatiesrdéronment, the
last assumption is unrealistic when considering long tjmaes.

Our design promotes self-defense capabilities once thersyeturns to fol-
lowing the original designer’s assumptions. Interestintile self-stabilization
design criteria provide an elegant way for designing seautenomous sys-
tems.
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PAPER II: Self-stabilizing
(k,r)-Clustering in Wireless Ad-hoc
Networks with Multiple Paths

Wireless Ad-hoc networks are distributed systems thatoféside in error-
prone environments. Self-stabilization lets the systecover autonomously
from an arbitrary state, making the system recover fromrermad temporarily
broken assumptions. Clustering nodes within ad-hoc ndsvoan help form-
ing backbones, facilitating routing, improving scalinggaegating information,
saving power and much more. We present the first self-statglidistributed
(k,r)-clustering algorithm. A (k,r)-clustering assigh<luster heads withim

communication hops for all nodes in the network while tryingninimize the

65
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total number of cluster heads. The algorithm uses syncluooommunication
rounds and uses multiple paths to different cluster headsijoroved security,
availability and fault tolerance. The algorithm assigneewpossible, at least
cluster heads to each node witliix{r) rounds from an arbitrary configuration.
The set of cluster heads stabilizes, with high probabititya local minimum
within O(gr log n) rounds, where: is the size of the network angis an upper
bound on the number of nodes within hops.

3.1 Introduction

Starting from an arbitrary state, self stabilizing algwomits let a system stabilize
to, and stay in, a consistent state [1]. There are many reasby a system
could end up in an inconsistent state of some kind. Assumgtizat algorithms
rely on could temporarily be invalid. Memory content coulel thanged by
radiation or other elements of harsh environments. Baftewered nodes could
run out of batteries and new ones could be added to the netltaskoften not
feasible to manually configure large ad-hoc networks towvecérom events
like this. Self-stabilization is therefore often a desieaproperty of algorithms
for ad-hoc networks. However, self-stabilization comethvimcreased costs,
so a tradeoff is made. A self-stabilizing algorithm can mestep because you
can not know when temporary faults occur, but it can convesgeresult that
holds as long as all assumptions hold. Furthermore, therefsen overheads
in the algorithm tied to the need to recover from arbitramgtes. It can be
added computations, increased size of messages or indneasder of needed
rounds to achieve something.

An algorithm for clustering nodes together in an ad-hoc oetvgerves an
important role. Back bones for efficient communication carfdrmed using
cluster heads. Clusters can be used for routing messagasteCheads can
be responsible for aggregating data, e.g. sensor readings ad-hoc sensor
network, into reports to decrease the number of individuedsages needed to
rout through the network. Hierarchies of clusters on défedevels can be used
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for improved scaling of a large network. Nodes in a clustarld@ddake turns
doing energy costly tasks to save power over all.

Clustering is a well studied problem. Due to space congtaie point to
the survey of the area with regard to wireless ad-hoc netsvbykChen et al.
in [2] for references to the area in general. We will focus elf-stabilization,
redundancy and some security aspects. One way of clusteoides in a net-
work is for nodes to associate themselves with one or mostariheads. In the
(k,r)-clustering problem each node in the network shoulehat least: clus-
ter heads within- communication hops away. This might not be possible for
all nodes if the number of nodes withinhop from them is smaller thai In
such cases a best effort approach can be taken for gettirlgsestok cluster
heads as possible for those nodes. The clustering shouldhievad with as
few cluster heads possible. To find the global minimum nurobeluster heads
is in general too hard, so algorithms provide an approxiomatAssuming that
the network allows: cluster heads for each node, the set of cluster heads forms
a total (k,r)-dominating set in the network. Inatal (k,r)-dominating set the
nodes in the set also need to havaodes in the set within hops, in contrast
to an ordinary (k,r)-dominating set in which this is only végd for nodes not
in the set.

There is a multitude of existing clustering algorithms fdrleoc networks,
of which a number is self-stabilizing. In [3], Johnen and Mg present a self-
stabilizing (1,1)-clustering algorithm that convergestfaDolev and Tzachar
tackle a lot of organizational problems in a self-stahilizimanner in [4]. As
part of this work they present a self-stabilizing (1,r)stkring algorithm. Caron
et al. present a self-stabilizing (1,r)-clustering in [B&t takes weighted graphs
into account.

There is a number of papers that do not have self-stabizat mind. Fu
et al. consider the (k,1)-clustering problem in [6]. In [@gtfull (k,r)-clustering
problem is considered and both a centralized and a distdbatgorithm for
solving this problem are presented. Wu and Li also considerfall (k,r)-
clustering in [8].
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Other algorithms do not take the cluster head approach],s¢ of nodes
that all can communicate directly with each other are grdupgether without
assigning any cluster heads. In this paper malicious ndadesri to disturb the
protocol are also considered, but self-stabilization iscomsidered.

3.1.1 Our Contribution

We have constructed the first, to the best of our knowledgéstbilizing
(k, r)-clustering algorithm for ad-hoc networks. The algorithenbiased on
synchronous rounds and makes sure that, within) rounds, all nodes have at
leastk cluster heads (or all nodes withirhops if a node has less thamodes
within r» hops) using a deterministic scheme. A randomized schem@leem
ments the deterministic scheme and lets the set of clustetshetabilize to a
local minimum. It stabilizes withirO(gr logn) rounds with high probability,
whereg is a bound on the number of nodes witRinhops, and: is the size of
the network.

We prove quick selection of enough cluster heads. Once stermyfulfills
the cluster head requirements, fotluster heads withim hops for all nodes,
the requirements will continue to hold from that point on. ®go prove that
the set of cluster heads converges towards a local minimundetJthe extra
assumption that timers are synchronized, we show an uppedban the num-
ber of rounds it takes, with high probability, for the set hfster heads to reach
a local minimum. Furthermore, experimentally we show thigheut this extra
assumption used in the proof the system stabilizes appeigisnequally fast.

Our contribution is presented as follows. In section 3.2 mteoduce the
system settings. Section 3.3 describes the algorithm.id®e8t4 proves the
properties of the algorithm. We discuss experimental tesaécurity and re-
dundancy and how different system settings would affe@gptoperties of the
algorithm in Section 3.5.
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3.2 System Settings

We assume a static network. Changes in the topology are setarnsient
faults. We denote the set of all nodes in the netwBrland the size of the
networkn = |P|. We impose no restrictions on the network topology other
than that an upper boung, on the number of nodes withir hops of any node
is known (see below).

The set of neighborsy;, of a nodep; is all the nodes that can communicate
directly with nodep;. In other words, a nodg; € N; is one hop from node
p;. We assume a bidirectional connection graph, i.e. gha N iff p; € N;.
The neighborhood’; of a nodep; is all the nodes (including itself) at most
hops away fronp;. Letg > max; |G§’“| be a bound, known by the nodes, on
the number of nodes withizr hops.

The system is synchronous and progresses in rounds. Eactl hais two
phases. First in the receipt phase each ngdeceives messages from all of its
immediate neighborg; € N;. Then in the step phase each nodefter per-
forming the appropriate calculations broadcasts a medoeagnodeyp; € N;.
We assume that a broadcast by a npdes received reliably by all processors
p; € N; in the receipt phase of the respective round.

3.3 Self-stabilizing(k, r)-clustering algorithm

The goal of the algorithm is, using as few cluster heads asilples for each
nodep; in the network to have a set of at ledstluster heads within its-hop
neighborhood=7. This is not possible if a node; has|G}| < k. Therefore,
we require thatC?| < k;, whereC? C G7 is the set of cluster heads in the
neighborhood ofp; and k; = min(k, |G7]) is the closest number of cluster
heads tok that nodep; can achieve. We do not strive for a global minimum.
That is too costly. We achieve a local minimum, i.e. a set oéi@r heads in
which no cluster head can be removed without violating(the') goal.

The basic idea is that each nageelectsk; nodes to be cluster heads. As all
nodes elect cluster heads, the election process mightdeadre thark; nodes
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Constants
i :id of executing processor
r : number of hops within we consider a neighborhood
k : the number of clusterheads to elect
g : upper bound on the number of nodes witBirhop.
T = 8gr : length of an escape period
Variables:
statee {HEAD, ESCAPING, SLAVE} : The state of the nodénitially set toSLAVE.
timer: Integer Timer for escape attemptkitially set to T-1.
estart: Integer The escape scheduleitially set to0.
estatec {SLEEP, INIT, FLOOD, HOPE} :State for escape attemptaitially set to SLEEP.
heads: Set of Ids. Initially set to.
S& Z: Sets ok Id,State> tuples Initially set to{ < i,state> }.
External functions and macros
LBcast(m) : Broadcasts message m to direct neighbors
LBrecv(m) : Receives a message from direct neighbor
smallest(a,A) : Returns themin (|A|,a) smallest ids in A
cds(A):{<jst> € Art=max, {T:<|s7> €A}
cdj(B): {<jt> €B:t=max, {7:<j7> €B}

Figure 3.1: Constants, variables, external functions and macros for the algorithm in
Fig. 3.2

being cluster heads withi#]. Moreover, for a node; that is a cluster head we
might get thatmin,,ecr [C7| > k. In such a situation nodg; could possibly
escapei.e. drop the cluster head responsibility, without vimigtthe condition
that|C7| > k; for any nodep;. One could imagine an algorithm that in a first
phase adds cluster heads and thereafter in a second phasesatuster heads
that are not needed. To achieve self-stabilization howeavercannot rely on
starting in a predefined state. Recovery from an incongistate might start at
any time. Therefore, in our algorithm there are no phasestenishechanism for
adding cluster heads runs in parallel with the mechanismeimoving cluster
heads and none of them ever stops. In each round each nodemérits state
and forwards states of others. A cluster head node norma#iytre state HEAD
and a non cluster head node always has state SLAVE.

If a nodep; in any round finds out that it has less tharcluster heads it
selects a set of other nodes that it decides to elect asichestds. Node; then
elects established cluster head nodes and any newly picddesrby sending
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on step phase 47 function receivedstate< j, jstate ttl> ), i # j:
if timer < 0 Vv timer > T-1 48 js < jstate
timer <+ 0 49 if js= ESCAPINGA | € heads
else s0 if |head$ < k
timer «<— timer+ 1 51 js <~ HEAD
S+ Z 52 else
heads« {j: < j, HEAD> € § 53 heads« heads! {j}
/* Escaping */ 54 letss={s:<j, s> €2Z} U{js}
if state in{HEAD, ESCAPING} 55 if HEAD € ss
updateestate) 56  js <+ HEAD
if estate= INIT A state= HEAD A |head$ > k 57 else ifESCAPINGE ss
state<— ESCAPING 58 js < ESCAPING
heads« heads {i} 59 else
else ifestate= SLEEPA state= ESCAPING 60  js < SLAVE
state<— SLAVE 61 Z+{<0,5>:<0s> €ZAN0#JJU{<],js>}
if state= SLAVE 62
estate«— SLEEP 63 ttl <— max(1, min(r, ttl))
estart<— 0 64 if ttl > 1:
/* Add heads */ 65  forwardstaté < j, jstate ttl-1> )
if |head$ < k 66
leta =k -|head$ 67 function receivedjoirf < j, ttl> ):
letA={j: <j,-> € §\ heads 68 ttl <— max(0, min(r, ttl))
heads« headsU smallest(a, A) 69 if j =i A estate¢ {INIT, FLOOD}
* Join and send state */ 70  state<— HEAD
for each je heads 71 elseifttl > 1
ifj#£i 72 forwardjoin(< j, ttl -1>)
forwardjoin(< j, r>) 73
else 740n LBrecv(< j, jstatesetjjoinset> ):
state<— HEAD 75 for each< o,ostateottl> € jstateset
Z <+ {<istate>} 76 ifoF#i:
sendstaté< i, state r> ) 77 receivedstate< o,ostateott!> )
78 for each< o,ostateottl> € jjoinset
function updateestate 79 receivedjoirf< o,ottl> )
if imer=10 80
estart<— uniformlyrandon§{0, 1, ... T-2r-2}) s1function forwardstatétuple):
if timer € [0, estart1]: 82 sStatesek— statesetU tuple
estate«— SLEEP 83
else iftimer € [estart estart] 84 function forwardjoin(tuple):
estate« INIT 85 joinset«— joinsetU tuple
else iftimer € [estart-1, estart+2r-1] 86
estates<— FLOOD 87 function sendstatétuple):
else iftimer € [estart-2r, estart-2r | 88 forwardstatgtuple)
estate«<— HOPE 89 statesek— cds(stateset
else iftimer € [estart-2r+1, T-1] 9 joinset«— cdj(joinsef)
estate«— SLEEP 91 LBcast(< i,statesejoinset> )

92 statesek— ()
93 joinset<«— ()

Figure 3.2: Pseudocode for the clustering algorithm.

ajoin message to them. Any node that is not a cluster head beconhester c
head if it receives a join addressed to it.

We take a randomized approach for letting nodes try to drep ttuster
head responsibility. Time is divided into periods’Bfrounds. A cluster head
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nodep; picks uniformly at random one round out of tfie- 2 — 1 first rounds

in the period as a possible starting roumdtart;, for an escape attempt. If
p; has more thar cluster heads in rounestart;, then it will start an escape
attempt. When starting an escape attempt a node sets it StB8GAPING
and keeps it that way for a number of rounds to make sure théteahodes in
G will eventually know that it tries to escape. A nogee G} that would get
fewer thank cluster heads if; would stop being a cluster head can veto against
the escape attempt. This is done by recording the stateasf HEAD and thus
continuing to send joins addressed to itpJf on the other hand, has more than
k cluster heads it would not need to veto. Thus, by acceptiagtite of; as
ESCAPING,p; will not send any join tg;. After a number of rounds all nodes
G; \ {i} will have had the opportunity to veto the escape attempt.oifenof
them objected, at that poipt will get no joins and can set its state to SLAVE.

If an escape attempt by, does not overlap in time with another escape
attempt it will succeed if and only ihin;, ccr |C7| > k. If there are overlaps
by other escape attempts, the escape attempt; byight fail even in cases
wheremin, egr [C}| > k. The random escape attempt schedule therefore
aims to minimize the risk of overlapping attempts.

The pseudocode for the algorithm is described in Fig. 3.8 agicompany-
ing constants, variables, external functions and macrésgr8.1. In the step
phase of each round lines 1-31 are executed. The code foetiedpt phase
can be found in lines 47-72. To have only one message for ez sent per
round, all forwarding and sending of messages in lines 1s&the functions
in lines 74-93 that collect everything that is to be sentlihé end of the step
phase where one message is sent out.

3.4 Correctness

In Section 3.4.1 we will show that withi®(r) rounds we will haveC?| > k;
for any nodep;. First we show that this holds while temporarily disregagrtihe
escaping mechanism, and then that it holds for the genesalinarheorem 3.1.
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In Section 3.4.2 we will show that a cluster head npdean become slave
if it is not needed and if it tries to escape undisturbed byotiodes inG?".
We continue to show that the set of nodes converges, withgrigibability, to a
local minimum withinO(gr log n) rounds under the assumption that the timers
of all nodes in the network are synchronized in Theorem 3.2.

Finally we present the message complexity in Theorem 3.3.

Definition 3.1 If all assumptions about the network hold and all nodes follo
the protocol throughout the entire roundhen rounds is called alegalround.

Definition 3.2 For a nodep; to be acluster heads equivalent tostate; €
{HEAD, ESCAPING. For a nodep; to be a slave is equivalent tgate; =
SLAVE. For a nodg;, we defineC} as the set of cluster heads d;. Fur-
thermore, we definél,, to be the set of cluster heads in the network in a round

x.

Definition 3.3 A nodeinitiates an escape attemptround s if lines 12-13 are
executed in round. In other words in rounds nodep; hasstate; = HEAD at
line 1,|heads;| > k after executing line 7 and then line 10 setgate; to INIT.

Thereafter, the condition holds at line 11 and lines 12-18 executed.

3.4.1 Getting enough cluster heads

We begin by showing that nodes get to learn their neighbathGe.

Lemma 3.1 Assume that round and all following rounds are legal. For any
nodep;, {p; : < p;,- >€ S;} = G} holds in the step phase of roundf r and
throughout rounds + r + 1 + ¢ for any non-negative.

Proof: In every round any nodg; broadcasts its id and state (line 31) with
ttl set tor. Thettl is atime to livevalue that denotes how many more hops a
message should be forwarded and is decreased by one everhérassociated
message is received. Whaireached the message is not forwarded any more.
Therefore, during the following rounds the id and the state is forwardeubps
away (lines 63-65). Consider a nogee G7 (i # j) that is7 hops away from
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pi. Atrounds+r +¢ nodep; gets the id and state message that originated from
nodep; at rounds +r — 7 +t. Ast is non-negative and < r we know thaip;

sent a message with its state and id at rogud — 7 +¢ > s. For nodep; itself:

(1) it adds itself toZ during each round (line 30), and (2) the only other line
that could chang¢ is line 61 and is not executed in cage- i and (3)S is set

to Z at the beginning of the step phase. TherefGfeC {p, : < p;,- >€ S;}

in the step phase of round+ ~ and thereafter.

A message with id and state of a nogle ¢ G that is being received by
some node; in rounds could potentially lead to an id i8; that is not inG7
However such a message can not be sent out in rewnith a ¢t/ greater than
t — 1 (lines 63-65) and? is cleared from nodep; # p; in every round in
line 30. Thereforg; could reachp; in roundss + 1 to s+ — 1, but not as late
ass + r + t for a non-negative. ThereforeG} D {p, : < p;,- >€ S;} inthe
step phase of roung+ r and thereafter. m

We continue with showing nodes withinhops get to know the state of a
node that stays in that state.

Lemma 3.2 If a nodep; has the same statein roundss to s +r — 1, then any
nodep; € G} \ {p;} will receive the stater and only stater for p; in round
s+

Proof: Nodep; sends out its state with a ttl ofin each round (line 31). Nodes
that receive this state message with a ttl greater thail forward the state with
a ttl of one less (lines 64-65). Thus a message fpporiginating in rounds —¢
(for a positivet) can possibly be received by nodegifiin the roundss — ¢ +1

to s + r — ¢, but not in rounds + » as that would need an original ttl ef+ ¢.
Furthermore a state’ sentin round+r—1+¢ (for a positivet) can be received
earliest in rounds + r + ¢. Thus only states sent in roungl$o s +r — 1 can be
received by a nodg; € G} inrounds + r.

Now consider any nodg; € G7 \ {p;}. Let7 € [1,r] be the smallest
number of hops between andp;. By the Lemma statement noggsends out
states in rounds + r — 7. That message is forwarded one step each round and
7 rounds later in round + r it reaches nodg;. ®|
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We now look how the addition of cluster heads work while tenapity
disregarding the escaping mechanism.

Lemma 3.3 Let rounds and all following rounds be legal. Assume that the
state of a node can never be ESCAPINGiate is always SLEEP and that
lines 8-18 are not going to be executed. With these assumptter round

s 4 2r + t for a non-negative any nodep; will havek; cluster heads withim
hops.

Proof: The limiting assumptions leave only one way for the statehiange,
namely by the execution of line 70 where state is set to HEAD.

From Lemma 3.1 we know that in rourd-r, at the latest, node will have
all nodes inG? in S;. We also know thaltG7| > k;. Let’s look at rounds + .

At line 20, heads; might already contain nodes. We have the one case where
|heads;| > k > k,; already and one case whéfeads;| < k. In the second
case lines 21-23 will be executed. Out of the 4etf nodes inG} that are not in
heads;, the smallestnin(|Al, k — |heads;|) nodes will be added theads; in

line 23. Thus after execution of line 2Z&ads; will contain min (|G|, k) = k;
nodes and at line 2Beads;| > ;.

For each node; € heads; either a join message with tilis sent out (at
line 27, whenj # i) or the state is set to HEAD directly (at line 29, when
j = 1). For the nodeg; # p; the join messages are forwarded (line 72) to all
nodes inG} within » hops inr rounds (in a similar fashion as forwarded state
as discussed in the proof of Lemma 3.1).

Each node; € heads; thus gets a join addressed to itself at the latest in
rounds + 2r and it will become a cluster head by setting its state to HEAD a
line 70. Thus after round+ 2 any nodep; will have k; cluster heads within
hops. m

Now we consider the full escape mechanisms and show thatethatget
joins become a cluster head.

Lemma 3.4 Consider a node; that receives a join during the receipt phase of
the legal round: that follows the legal round — 1. Then node; is a cluster
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head at the end of round. Furthermore, if node,; is a cluster at the end of
roundz — 1 then itis a cluster head throughout the entire round

Proof: Let o be state; ande be estate; at the reception of a join from any
node in a legal round which follows a legal round — 1. We begin by showing
that the only thing that can happen wittute; during the receipt phase of round
z is for it to either change to HEAD or to stay HEAD or ESCAPINGeWave
four different cases for differertando.

Case 1e € {INIT,FLOOD} Ao = SLAVE: This cannot happen as (1) node
p; in the previous round (the legal round- 1) could not havetate; = SLAVE
without having executed line 17 that setsate; to SLEEP and (2) there is no
way forestate; to change during the receipt phase of a round.

Case 2e¢ € {INIT,FLOOD} A 0 = HEAD: No change tostate;, that
remains HEAD.

Case 3e € {INIT,FLOOD} A 0 = ESCAPING: No change tetate;, that
remains ESCAPING.

Case 4e ¢ {INIT,FLOOD}: Herestate; is set to HEAD.

Furthermore, the only way fottate; to be ESCAPING at the start of the
step phase of round is if e € {INIT,FLOOD}. In that casesstate; must
have been set to FLOOD after line 10 in round 1 from which it follows that
estate; € {FLOOD, HOPE} after execution of line 10 in roung. Thus, the
condition in line 14 does not hold in roundand line 15, the only line that can
setstate; to SLAVE, is not executed. Therefore, noglds a cluster head at the
end of roundz and if it were a cluster head at the beginning of rouritlwas
so throughout the round. =

Lemma 3.5 Let s and all following rounds be legal rounds and assume a node
p; wants a nodey; € G’; to be cluster head as soon as it knows about it and is
never willing to let it escape. In other words (1)pif ¢ heads; after line 7 the
condition in line 21 would always hold ang € A after executing line 22 and
(2) the condition in line 50 would always hold.

Then nodey; will be a cluster head after roung < s + 2r and throughout
all following rounds.
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Proof: Let # be the number of hops betweep andp; and let round: be
the first round> s in which nodep; receives a state from;. We know that
s < x < s+ 7. Furthermore, ley be the round in whiclp; gets the join from
p; that was sent in roune. We know thaly = z+7 and thuss+1 <y < 5427
and thus both round — 1 andx are legal. According to Lemma 3.4; will be
a cluster head at the end of round

According to the assumptiong; € heads; at line 25 in every round> z
and thusp; sends a join tg; in every such round. This means thatwill
receive a join in every roung y, and thus, by Lemma 3.4, be a cluster head in
the step phase of roundand throughout the following rounds. m

Now we can show that withigr 4 1 legal rounds from an arbitrary configu-
ration all nodeg; have at least; cluster heads and that the set of cluster heads
in the network can only stay the same or shrink from that pmmt

Theorem 3.1 Let rounds and all following rounds be legal. Then any nogde
will have k; cluster heads withim hops in the step phase of rourd- 2 and
throughout any following rounds.

Moreover, a node that is not if,, in a roundx > s + 2r can not be in
H, .. for a non-negative and consequentlyf, ;| < |H|.

Proof: From Lemma 3.3 we have seen that as long as the escape mechanis
does not allow nodes to change its state to SLAVE after beiclgster head,
any nodep; will have k; cluster heads within hops in the step phase of round
s + 2r and throughout any following rounds.

Furthermore, from Lemma 3.5 and its proof we have seen thahgsas a
nodep; wants to have nodg; as a cluster heag will remain a cluster head.
Now we will look in what situationg; does not wanp; as a cluster head even
though it did at some earlier point in time.

If |heads;| < k atline 20 in around, then node); finds up tok — |heads;|
nodes in{p; : < p;,- >€ S;} \ heads; and sends a join to them in a rourd
Assumep; € G is one of the newly picked nodes i after executing line 22
in rounds. We call this setd in rounds for A. Nodep; does not get the join
until rounds + 7 wheref is the number of hops between nogesindyp;.
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As we saw in the proof of Lemma 3.4,dfate; = ESCAPINGA estate; €
{INIT, FLOOD} does not hold in rouns+7 thenp; will send out HEAD. That
will reachp; in rounds + 27 and consequently; € heads; in rounds + 27.

If state; = ESCAPING ancestate; € {INIT,FLOOD} in rounds + #, node

p; Will not send out HEAD in that round ang; might not get HEAD fromp;

in rounds + 27. If p; got HEAD from some other node; € G7 in a round

z € [s+ 1, s+ 27] nodep,; might not want; as a cluster head any more. Node
p; Will not send join top; in roundz if (1) |heads;| > k at line 20 or (2)p;
has received HEAD from enough nodes notArso thatp; is not among the
smallest nodes picked out in line 22 in round- 27. On the other hand if none
of these cases hojd will continue to send joins tp; and by Lemma 3.5 node
p; will remain a cluster head.

The second way for a nogle € G; to be SLAVE even though it earlier were
in heads; is to escape using the escape mechanism. In other words i@ som
round z nodep; initiates an escape attempt. When receiving different state
for a node, HEAD takes precedence over ESCAPING that takesefdence
over SLAVE (lines 55-60). This combined with Lemma 3.2 metfasg in some
roundy € [z + 1, z + r] nodep; get the state ESCAPING from and that in
the previous roung — 1 p; got HEAD fromp;.

Nodep; will have p; € heads; after executing line 7 in round — 1 as
p; receives HEAD fromp; in roundy — 1. Thusp; € heads; at line 47 in
roundy whenp; receives ESCAPING from;. If |heads;| < k at that point
thenp; will interpret the state as HEAD for all purposes other thamvéarding
the message (lines 50-51). Thuse heads; after executing line 7 in round
y as well, andp; will send a join. By Lemma 3.5 and its proof, noggwill
remain cluster head in that case. If on the other h&rdds;| > k for node
p; at line 47 in roundy thenp; removesp; from heads and will consequently
not send any join in roungl. Whenp; gets ESCAPING fronp; in the coming
roundsy + 1,y + 2, ..., thenp; will not be in heads; and thus no joins will be
sent in those rounds either. If noge receives ESCAPING for more than one
nodep; € heads; in roundsy,y + 1, ... thenp; will let them go in first come
first served fashion. When noge decides to let a nodg go it is immediately
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removed fromheads; in line 53. Thus, node; will not let so many nodes go
that|heads;| > k would not be fulfilled (ifz; < k& no node is ever allowed to
go).

Finally, a nodep; ¢ G} might be inheads; in aroundz € [s,s +r — 1]
but by Lemma 3.1 such a node is notSpin rounds + r and thus nodg; will
pick some other node instead of such;ao send join to in round + r if not
earlier.

So any nodey; will have k; cluster heads within hops in the step phase of
rounds + 2r and throughout any following rounds. Therefore in any okthe
rounds no node will fulfill the condition in line 20. Hence, nodep; that is not
a cluster head at the beginning of the state phase of reyn2ir can be picked
by any nodey; in line 22. Therefore no such noggcan become a cluster head
in the state phase of round of round- 2r or thereafter.

Thus a node that is not in set of cluster heads in the entireanktat round
x, H,, for a roundz > s + 2r can never be irnH,,, for a non-negative.
Moreover,|H, .| < |H.| foranyz > s + 2r and any non-negative ®

3.4.2 Convergence to a local minimum

In this section we show that the set of cluster heads conseagya local mini-
mum.

Lemma 3.6 Consider a rounds for which all rounds froms — 2r — 1 and
forward are legal. Assume that noge initiates an escape attempt in round
s and assume that in rounds, s + 7| all nodesp; € G} have|C}| > k. If
no other nodey; € G?" than nodep; initiates an escape attempt in any round
€ [s—2r—1, s+r—1] then node; will setstate; to SLAVE in round+2r+1
and havestate; = SLAVE throughout any round+ 2r + 1 + ¢ for a positivet.

Proof: Assume that a nodg initiates an escape attempt in roundin round
x + 2r nodep, will set estate; to HOPE. In all rounds iz, = + 2r] nodep,
will send outstate; = ESCAPING. If nodep; gets a join to itself in the receipt
phase of round: + 2r + 1 it setsstate; to HEAD in line 70. Otherwise,; sets
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state; to SLAVE in line 15 in roundr + 2r + 1. Let o be thestate; that is sent
out byp; in roundz + 2r + 1. We know thats # ESCAPING. We assume
that nodep; does not initiate any more escape attempts in the time spameve
looking at. Therefore nodg sends out in the rounds irjz + 2r + 1, z + 3r].
By Lemma 3.2, in round: + 3r + 1 all nodesp;, € G \ {p;} receivess and
only o for p; in the receipt phase. Therefore, either all nggdes G7 (including
p1) havep, € heads; (if o = HEAD) or none of them have;, € heads; (if
o = SLAVE) after executing line 7 in the step phase of round 3r + 1.
This continues to hold in the receive phase of round 3r + 2. Thus in round
z + 3r + 1 + ¢, for a positivet, no nodep; € G7 can havep, € C} without
havingp; € heads;.

Now if node p; initiates an escape attempt in roundby Lemma 3.2, all
nodesp; € G} will receive ESCAPING and only ESCAPING for noge in
rounds+r. As we saw above no nogg initiating an escape attempt in a round
< s—2r —2caninrounds 4 r be in OJT‘, for a nodep; € G, without being
in heads;. By the Lemma assumptions, no noglec G?" makes an escape
attempt in a round ins — 2r — 1, s + r — 1]. In addition, consider a nods
that initiates an escape attempt in a roung » — 1 + ¢ for a positivet. A
nodep; € G} can only receive ESCAPING from that escape attempt in rounds
> s+r+t. Therefore a nodg; € G7 willin round s 4 r receive ESCAPING
for nodep; but not for any other node.

Inrounds[s, s+r] allnodesp; € G7\{p;} have|C}| > k. Therefore, when
p; receives ESCAPING fop; in rounds + r either (1)p; ¢ heads; because;
received ESCAPING and hatleads;| > kin some round ifs+1, s+r—1] or
(2) pi € heads;j and|heads;| > k in which casey; removeg; from heads; at
line 53. Thus in the step phase of roundssift , s+27] no nodep; sends a join
to p;. Therefore, in the round+ 2r + 1 no join is received by, and therefore
p; Setsstate; to SLAVE in rounds + 2r + 1. There is no round s in which
p; sends out HEAD and, by Theorem 3.1, no node will need to addrueles
as cluster heads in any rounds. Hence, node; will have state; = SLAVE
in the step phase of roundt- 2r + 1 and throughout any roungH 2r + 1 + ¢
for a positivet. =



3.4. CORRECTNESS 81

Definition 3.4 We say that the timers of the nodes in the network are synchro-
nized iftimer; = timer; for all pair of nodesp;, p; € P for all legal rounds.

Lemma 3.7 Let rounds and all following rounds be legal. Furthermore, let
g = max; |G§’“| be a bound on the number of nodes withirhops. Consider a
nodep; that is a cluster head in any rourid s. Assume thaC'7| > & holds for
all nodesp; € G7 from rounds + 2r and as long ag; remains a cluster head.
If the timers of all nodes in the network are synchronized&ind 8¢r, nodep;
will be SLAVE in any round + 2r + 8(8 + 1)gr — 2 + ¢ for a non-negative
with probability at leastl — 2.

Proof: From Theorem 3.1 we know that from rousd- 2 nodes can only go
from being cluster heads to being slaves. Consider a clhstat node;. Let
:r? be the first round> s + 2r in which timer; = 0 at line 8. As long as node
p; remain a cluster head it will execute line 35 every roufid= ¥ + ¢T', for
a non-negativeé and a giveril’, and schedule an escape attempt inghegod
! = [x; + tT,x; + (t + 1)T — 1]. Nodep; picks one of the first” — 2r — 1
rounds in the period, uniformly at random and independeintiyn any other
random choice, to initiate an escape attempt in. Thus thiegibty that node
p; initiates an escape attempt in any given round is/ (7" — 2r — 1).

Now consider a periodl! in which p; initiates an escape attempt. Lef
be the set of rounds:! —2r — 1, zt +r — 1]. The number of nodes that could be
cluster heads i7?" is bounded by. If F, is the event that a node € G*"
initiates an escape attempt in any roundifithen P[F},] < (3r + 1)/(T —
2r — 1) =: p. Let Al be the event that none of the nodesG#" initiate an
escape attempt in a round i»{. We say thatd! is the event that nodg; gets
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anuninterfered escape attemiptperiodIl!. Then we get
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We know thatl < r and thus we get
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and getP[Af] > 1/2.

According to the Lemma assumption the timers of all nodekémtetwork
are synchronized. Thus we have a globak z! andII* = II! holding for all
nodesp; € P. Consider a period starting in round The earliest in a period a
nodep; can initiate an escape attempt is in rounglhenestart; = 0. The latest
a nodep; could initiate an escape attempt in the period starting i7" is in
round(z—T1")+(T—2r—2) = z—2r—2. Thus by Lemma 3.6 an escape attempt
initiated in an earlier period cannot affect an escape gitémthis period. The
latestin a period a nogg can initiate an escape attempt s in round!’—2r—2
whenestart; = T —2r —2. Howeverz +1T —2r—2+r—1 < T and therefore,
by Lemma 3.6, no escape attempt in a later period could afféstperiod.
This together with the fact that the random choices in diffierexecutions of
the line 35 are all mutually independent would make what bappn different
rounds mutually independent. However if a nggéecomes SLAVE in a round
t it is not doing an escape attempt in rouhd- 1 which only increases the
probability forAz.Jrl for another node;. Therefore, by assuming independence
the calculated lower bound on the probability of an undistdrescape attempt
gets worse.

Consider thed periodsIT® to T1°~! and let4; = (J{_) A!. Thus with the
assumption of period independence that gives us a worsalheeiget

B—1 B—1
PA]=P | JAll=1-P|[) A (3.17)
t=0 t=0
B—1 5—11
=1-[lP4]>1-J]==1-27%. 3.18
Eo [Aj] 1210 5 (3.18)

The latest periodI® could start iss 4 2r + 7 — 1 in which casdI®~! ends in
rounds +2r+T -1+ T —1=s+2r+8B+1)gr—2. =

Assuming that the timers of all nodes in the network are syordked, we
show that with at least probability— 2~ the set of cluster heads in the network
stabilizes to a local minimum withi®((« + log n)gr) rounds.
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Theorem 3.2 Let rounds and all following rounds be legal. Consider round
f=s+2r+8(a+logn+ 1)gr — 2, wheren is the number of nodes in the
network. Assume that the timers of all nodes in the netwalsgnchronized.

Then, with at least probability — 2=, in round f there will be no cluster
head node; in the network for whichnin,, c¢, C}\ > k holds andH ., =
H holds for any positive.

Proof: We use the notationH!, x! and A; and the concept of uninterfered
escape attempts from the proof of Lemma 3.7.

Let 8 = a + logn, wheren = |P|. Let A be the event all nodes in the
network get at least one uninterfered escape attempt ingttiedsI1° to 1171,
We get that

P[A]=1-P[A] =1~ P[] 4] > [Boole’s inequality (3.19)
p; €EP
>1— > PlA]>[Lemma3.>1- > 277 (3.20)
pi€P pi€P
=1-—n2 P =1-2en"F 1 _9- (3.21)

Thus by the proof of Lemma 3.7 all nodes in the network getsranterfered
escape attempt with at least probability- 2% by the roundf = s + 2r +
8(av + logn + 1)gr — 2. Together with Lemma 3.7 This concludes that with
high probability all nodeg; for which |C!| > k holds at their uninterfered
escape attempt will have setate; to SLAVE by roundf. From this follows
that at roundf there is no node for whichin,, ¢, |C}| > k holds. Hence,
by Lemma 3.1, no nodg; that is cluster head in rounfican ever settate; to
SLAVE inaround> f andH s, = H; holds for any positivé. ®

At last we take a look at message complexity.

Theorem 3.3 Let rounds and all following rounds be legal. Then the size of
the message sent by a nggen any round> s + r is in O(|G;| - logn).

Proof: By Lemma 3.1 we have that for any nogg {p, : < p;,- >€ S;} =
G holds in the step phase of rousd-r and throughout rounds+r+ 1+t for
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any non-negative. Following the proof steps of that Lemma, we can conclude
that the only nodes representedstiateset; andjoinset; are the ones i} .

The only message a nogie transmits in a round, is transmitted in line 91.
Before that,stateset; is shrunk in line 89 so that, for every possible pair of
node idj and states, only the maximum TTL is kept. Similarlyjoinset; is
shrunk in line 90, so that for every possible nodg idnly the maximum TTL
is kept.

Eachstateset entry contains a node id which is encodeddgn bits, one
of three possible states that is encodef! lnits and a TTL value that is encoded
in log r bits. Eachjoinset entry contains a node id and a TTL value. Thus the
number of bits transmitted per node @ is in O(logn + logr) which is in
O(logn) asr < n. Therefore, the size of the message sent by a ppdeany
round> s +risin O(|G;| -logn). =

3.5 Discussion

To see if the timers really need to be synchronized, we peédrsimulations
of the algorithm for various settings éfandr and for different network den-
sities. From this we can conclude that wHEn= 8¢r we get a much faster
convergence than the upper bound we have proved. Séttienmgn lower de-
crease the convergence time even further. A representatitiere of the gen-
eral results can be seen in Fig. 3.3. The experiments shawtten alltimer;
are independently and uniformly distributed|[in 7" — 1] at beginning of the
experiment the convergence time is not far from what it ishie tase with
synchronized timers. We also see that if the nodes startdthpandom infor-
mation in their variables the convergence time is fasten floa an initialized
start where each nogg does not know; and sets itself as cluster head in the
first round. To conclude we can with good margin use the resaibnvergence
within O(gr log n) rounds from Theorem 3.2 for the unsynchronized setting.
We performed some preliminary experiments regarding thieajloptimum,
the local minima our algorithm finds and the worst possiblealaninimum
for random graphs. For different choices florand » our algorithm got on
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1 Synchronized-timers,-initialized-start
C— Unsynchronized-timers,-initialized-start
E= Synchronized-timers, random-start
mmmmm Unsynchronized-timers,random-start

-500

-400

-300

-200

-100

(1,1)  (1,2) (1,3) (2,1) (2,2) (2,3) (3.2) (33 (43)
Setting-for-(k,r)

Average-convergence-time-in-rounds

Figure 3.3: Simulation results of the algorithm wh&h= g¢r/2 indicating that synchro-
nization of timers is not needed.

average 1.10-1.18 times the number of cluster heads cothtzatiee optimum.
The worst possible local minima contained on average 1.83the number of
cluster heads compared to the optimum.

The flooding of messages makes sure that if there exist reulpiaths of
at most lengthr between a nodg; and a nodeg; then joins and state updates
will traverse all possible paths. This can give us higheltfimlerance if there
are communication disturbances on some links (i.e. betweare immediate
neighbors) and also higher availability for nodes to re&elir tcluster heads.

The multiple paths can also give us higher security if somggendn the
network can be compromised. If there is at least one path ofcastr hops
between a nodg; and a nodeg; that is not passing through any compromised
nodes then the flooding makes sure that nadendp; gets to know about each
other. Moreover, ip; wantsp; to be cluster head then the compromised nodes
cannot stop that. If nodes add information to the messagas #ie paths they
have taken during message forwarding then the nodes getow &bout the
multiple paths. With this knowledge they can in an applmatiayer use as
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diverse paths as possible to communicate with their climgtads. Thus even if
a compromised node is on the path to one cluster head and chegsages or
do other malicious behavior there can be other cluster hieadehere there is
no compromised nodes on the chosen paths.

Consider a compromised noggthat can lie and not follow protocol. First
assume thap. cannot introduce node id:s that does not exist (Sybil asiack
[10]) or node id:s for nodes that are not witldii (wormhole attacks, [11]) and
thatp. cannot do denial of service attacks. Thercan make any or all nodes
within G7, become and stay cluster heads by sending joins to them. @oresi
nodep; that is a cluster head and has a path to a ngd# length< r hops that
does not pass through. In this situationp. can not give the false impression
thatp; is not a cluster head as HEAD takes precedence over ESCAHRIBIG t
takes precedence over SLAVE at message receipt.dh the other hand isin a
bottle neck between nodes without any other paths betwesn tihen it can lie
about a node; being a cluster heads and refuse to forward any joipg.tblow
if we assume thai, is not restricted in what id:s it can include in false message
it can convince a nodg, that nodes not iz} are cluster heads. In the worst
case it can eventually make rely exclusively on non-existent cluster heads
with paths that all go througp,.. In any case the influence by a compromised
nodep, is contained withinG’, as the maximunit/ of a message is and is
enforced at message receipt.

The flooding of messages might make the algorithm too expemsisome
sensor networks with limited battery power. If that is theeghe algorithm
might be run on an overlay network for which the flooding beesmrmuch
cheaper. For instance a self-stabilizing spanning treeriéthgn like the one
in [12] might be used to set up this overlay network. This om dther hand
effectively removes all the pros of having multiple pathsitsis a trade off
between redundant paths and message costs.
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3.5.1 Conclusions

We have presented the first self-stabilizifig r)-clustering algorithm for ad-
hoc networks. A deterministic mechanism guarantees thabdkes, if possi-
ble for the given topology, have cluster heads withim hops. A randomized
mechanism lets the set of cluster heads stabilize to a locamam. We have
shown, under the extra assumption of synchronized timeasttie set of cluster
heads converges, with high probability, to a local minimuithim O(gr logn)
rounds, whereg is an upper bound on number of nodes witRinhops, and:
is the size of the network. With simulations we have shown ¢van without
this extra assumption the system converges much fastethibgmmoven bounds
and thaty does not have to be known very accurately. We have also diedus
how the algorithm can help us with fault tolerance and sécand that the
algorithm can be run on an overlay network, e.g. a spannagy if message
costs needs to be reduced.

Bibliography

[1] Shlomi Dolev, Self-StabilizationMIT Press, March 2000.

[2] Yuanzhu Peter Chen, Arthur L. Liestman, and Jiangchuan Olustering Algo-
rithms for Ad Hoc Wireless Networksol. 2, chapter 7, pp. 154—164, Nova Science
Publishers, 2004.

[3] Colette Johnen and Le Huy Nguyen, “Robust self-stabilizing weigisield clus-
tering algorithm,”Theor. Comput. Sgivol. 410, no. 6-7, pp. 581-594, 2009.

[4] Shlomi Dolev and Nir Tzachar, “Empire of colonies: Self-stabilizintgdaself-
organizing distributed algorithm;Theor. Comput. Scivol. 410, no. 6-7, pp. 514—
532, 2009.

[5] Eddy Caron, Ajoy Kumar Datta, Benjamin Depardon, and Lawrdndearmore,
“A self-stabilizing k-clustering algorithm using an arbitrary metric,” Baro-Par,
2009, pp. 602-614.

[6] Yongsheng Fu, Xinyu Wang, and Shanping Li, “Construction k-gw@ting set
with multiple relaying technique in wireless mobile ad hoc networks,"CMC
'09: Proceedings of the 2009 WRI International Conference on Camuations



BIBLIOGRAPHY 89

(7]

(8]

(9]

(10]

(11]

(12]

and Mobile ComputingWashington, DC, USA, 2009, pp. 42—-46, IEEE Computer
Society.

Marco Aurélio Spohn and J. J. Garcia-Luna-Aceves, “Bourndisthnce multi-
clusterhead formation in wireless ad hoc network&d Hoc Netw.vol. 5, no. 4,
pp. 504-530, 2007.

Yiwei Wu and Yingshu Li, “Construction algorithms for k-connected m
dominating sets in wireless sensor networks,”MnbiHoc '08: Proceedings of
the 9th ACM international symposium on Mobile ad hoc networking and cempu
ing, New York, NY, USA, 2008, pp. 83-90, ACM.

Kun Sun, Pai Peng, Peng Ning, and Cliff Wang, “Secure distribatester forma-
tion in wireless sensor networks,” KCSAC '06: Proceedings of the 22nd Annual
Computer Security Applications Conference on Annual Computer Seéyyity-
cations ConferencéVashington, DC, USA, 2006, pp. 131-140, IEEE Computer
Society.

James Newsome, Elaine Shi, Dawn Song, and Adrian Perrig, &yhi attack
in sensor networks: analysis & defenses,” IREN '04: Proceedings of the 3rd
international symposium on Information processing in sensor netwiew York,
NY, USA, 2004, pp. 259-268, ACM.

Yih chun Hu, Adrian Perrig, and David B. Johnson, “Wormholéd&on in wire-
less ad hoc networks,” Tech. Rep., Rice University, Departmenbaifiliter Sci-
ence, 2002.

Sudhanshu Aggarwal and Shay Kutten, “Time optimal self-stabgizipanning
tree algorithms,” inProceedings of the 13th Conference on Foundations of Soft-
ware Technology and Theoretical Computer Sciehoadon, UK, 1993, pp. 400—
410, Springer-Verlag.



