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ABSTRACT

Wireless sensor networks, consisting of a vast number of small sensor nodes

that can monitor large areas, are a promising field with many possible applica-

tions in many different application areas. In civil security settings, e.g., they

can be of great help by monitoring things like disaster areas, restricted areas,

crowds and structural integrity. The sensor nodes are deployed in an area that

is to be monitored in some way. Typically the nodes do not haveany preexist-

ing information about network topology and instead communicate wirelessly to

organize the network.

Sensor nodes are often very limited in computing power, memory and bat-

tery life. In addition the traffic patterns are generally different than for other

types of networks. Therefore, algorithms often need to be tailor-made for sen-

sor networks. Furthermore, for networks that consists of a very large amount

of nodes, algorithms have to scale well. Security and fault tolerance is of high

importance for many sensor network applications and for civil security in par-

ticular. The sensor network application needs to remain functioning even when

nodes fails or are attacked in different ways. Sensor nodes often reside in harsh

environments that can destroy them, during or after deployment. One potent

form of fault tolerance is Self-stabilization. A self-stabilizing system can re-

cover from an arbitrary state within a finite amount of time. Security in wire-

less sensor networks is further complicated by the fact thatthe nodes often

are physically available for attackers to destroy, captureor manipulate in other

ways. The threat of compromised nodes inside the network that are controlled

by an attacker is a concern that needs to be taken into account.

High precision synchronized clocks are a fundamental need of many appli-

cations and of other services. We present the first secure andself-stabilizing



ii

algorithm for sensor networks that is resilient towards against attacks both from

the outside and by compromised nodes from the inside. Sensornodes also needs

to organize their own network. A common way is to cluster nodes together into

groups. They are used by many applications and other fundamental services.

We present a secure and self-stabilizing algorithm for clustering. It uses redun-

dant paths to be resilient against captured nodes in the network.

Keywords: Secure and Resilient Computer Systems, Sensor-Network Systems, Ad-hoc

Networks, Clock-synchronization, Clustering, Self-Stabilization
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1
Introduction

1.1 Background

1.1.1 Wireless Sensor Networks and Ad Hoc Networks

A wireless sensor network is a network of small computers, sensor nodes, that

can gather information via its sensors, do computations andcommunicate wire-

lessly with other sensor nodes. In general a wireless sensornetwork is an ad hoc

network in which the nodes organize themselves without any preexisting infras-

tructure. Nodes could be deployed randomly, e.g., by being thrown out from an

helicopter over an area that is to be monitored. Once in the area, the nodes

that survived the deployment procedure communicate with the other nodes that

happened to end up in its vicinity, and they set up an infrastructure.

3
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There are many application areas for sensor networks. The possibilities

spans areas as civil security, health care, agriculture, research, environmental,

commercial and military applications [1, 2]. There are manythings in these

areas that a sensor network can monitor, e.g., disaster areas, restricted areas,

wildlife, crowds, manufacturing machinery, structural integrity, earthquakes,

agriculture, traffic, pollution or even heart rates.

The sensor nodes in a sensor network is often small and quite cheap. They

can therefore be used in great numbers over a large area. Thiscan provide

fault tolerance, in which the system can withstand loss of sensor nodes without

loosing coverage of the monitored area or loosing functionality of the network.

In addition, compared to more centralized long range sensors, such a sensor

network can give a high number of more precise local readingsover large areas.

The areas monitored can be chosen in according to needs and can change over

time [3]. The possibility of rapid deployment is of high value for civil security

applications, e.g. monitoring disaster areas.

Sensor nodes, in contrast to computers in general ad hoc networks, are often

very limited in computing power and memory capacity. As an example, the

popular MICAz sensor node has a 16 MHz processor and only 4 kB of RAM

memory and 128 kB of program memory [4]. These limitations restricts the

algorithms that feasibly can be used.

Furthermore, the nodes typically run on battery power and communicating

is usually the most expensive activity of a sensor node. A MICAz node in

receive mode uses around 20mA [5], which would empty 1000mAhbatteries

in just 50 hours. The corresponding lifetime for an idle nodethat does not

communicate or sense could be several years. Thus, it is important in sensor

networks to be conservative in communication.

A sensor network often consists of a large number of nodes. Furthermore,

nodes eventually run out of batteries and new nodes are deployed to maintain

the network. Therefore, even if the nodes are immobile, the network topology

changes over time. Thus, algorithms both have to scale well [6] and need to

cope with topology changes.
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1.1.2 Security in Wireless Ad Hoc and Sensor Networks

Security is critical for many applications of sensor networks, just as for ap-

plications in other kinds of networks. Confidentiality and privacy is needed

for sensitive, classified or proprietary information, e.g.medical data, sensitive

information in civil security, industrial secrets or military information. It is im-

portant to be able to withstand attacks that aims to degrade the functionality

of the network. Any kind of application can come under attackfrom someone

that wants to disturb the network. For some applications it is critical to keep as

much functionality as possible during an attack. Applications, e.g., that moni-

tors restricted areas might have active attackers that havean interest in making

the sensor network report erroneous information and the sensor network plays a

critical role in maintaining security and/or safety of the facility. Wireless sensor

networks comes with additional security challenges that needs to be addressed

and researched [7–10].

Sensor networks are deployed in areas that is to be monitored. This usually

implies that they are physically available for attackers. Furthermore, to feasi-

bly deploy large number of nodes, they need to be inexpensive. Tamper-proof

nodes are therefore often out of the question. The limitations in computing

power, memory and battery makes many security algorithms inappropriate for

use in sensor networks [11]. This also limits the cryptography possibilities,

especially for public key cryptography. Sensor networks often have very dif-

ferent traffic patterns than other networks. Information usually flows between

the sensor nodes and the base station, or between nodes closeto each other,

but not between any pair of nodes in general. In addition, information is of-

ten aggregated on the way to decrease the total amount of needed traffic. The

wireless medium makes it easy for an attacker to eavesdrop onthe traffic, to

jam communication or to inject messages into the network. This combination

of circumstances that holds for many sensor networks opens up a set of security

issues that needs to be considered. It also means that security protocols that

are used in other networks, e.g. the Internet, are often not suitable at all for the

sensor network setting.
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The physical access to nodes, the environment and the open communica-

tion medium makes security for sensor networks especially tricky. There are

many ways an attacker can use this to attack the network [12].The attacker

could place own sensor nodes in the area that is used to disturb or infiltrate the

network. The attacker can capture and reprogram nodes that are part of the net-

work. A much stronger node, e.g. a laptop, can be used to infiltrate and attack

the network either as a new node or to replaced a captured nodeafter extract-

ing secret information, like cryptographic keys. To have malicious nodes like

this inside the network,compromised nodes, is a challenge to deal with and is

an important area for research. Compromised nodes can do a lot of damage to

the network. They can steal encrypted information, they canreport erroneous

information and they can degrade routing in the network. They can behave

in arbitrary ways and break protocols that are not resilientto misbehavior. If

countermeasures against misbehaving nodes are taken, theycan report innocent

nodes as misbehaving.

Security is not something that can be added to an insecure system to be able

to withstand attacks. Security needs to be part of most protocols and algorithms

in the system. Otherwise the attacked can chose to attack theunsecured parts.

Therefore, it is important to have secure algorithms for allthe basic services

that are needed in sensor networks.

1.1.3 Self-stabilization

Self-stabilizing algorithms [13–15] cope with the occurrence of transient faults

in an elegant way. Starting from an arbitrary state, self stabilizing algorithms

let a system stabilize to and stay in a consistent state as long as the algorithms’

assumptions hold for a sufficiently long period.

There are many reasons why a system could end up in an inconsistent state

of some kind. Assumptions that algorithms rely on could temporarily be invalid.

Memory content could be changed by radiation or other elements of harsh en-

vironments. Messages could temporarily get lost to a much higher degree than

anticipated. Topology changes happens when nodes eventually run out of mem-
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ory, if they get physically destroyed in harsh environmentsor when new nodes

are added to the network to maintain coverage. Such topologychanges could

break assumptions and lead to temporary inconsistencies. It is often not feasi-

ble to manually reconfigure large ad hoc networks to recover from events like

this. Self-stabilization is therefore often a desirable property of algorithms for

ad hoc networks and especially for sensor networks [16].

In the sensor network setting assumptions about the system could eventu-

ally be violated when an attacker, far more powerful than thelimited sensor

nodes, starts disturbing the sensor network. It is hard to anticipate all possi-

ble states the network could end up in after an attack. Large number of nodes

could get compromised and send incorrect information, nodes could be physi-

cally attacked in different ways or the attacked might jam the communication

medium. Self-stabilization makes sure that the network canrecover from any

state as long as assumptions hold once again, e.g., after theattacker has been

chased away or more nodes have been added to the network.

Thus, in civil security settings it is very useful for disaster areas where the

harsh environment might destroy or corrupt the nodes and also in situations

like intrusion detection scenarios where attackers have interest in disturbing the

network.

Just like security, fault tolerance is not something that can be added in ret-

rospect to a system. It needs to be an integral part of the system. Therefore it

is important that basic services for sensor networks are fault tolerant from the

beginning.

1.2 Our Approach

As we have seen above both security and self-stabilization are preferable char-

acteristics for algorithms used in sensor networks in open and unattended envi-

ronments. We have also seen that compromised nodes can do a lot of damage.

For many needs there are either secure or self-stabilizing algorithms, but often

not secure and self-stabilizing. Moreover, many algorithms that takes security

into account does not take compromised nodes into account. In civil security
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settings we can anticipate bursts of events, unpredictableand/or malicious be-

havior and natural circumstances that destroys nodes. Thisstrengthens the re-

quirement for security and self-stabilization.

Our approach is to provide high level networking protocols for sensor net-

works and/or ad hoc networks that are both secure and self-stabilizing. We aim

for solutions that can withstand both faults and attacks. Wesaw above that

compromised nodes inside the network can mislead other nodes in the network

and/or disturb the functionality of the network. This is an important area of

research and a serious threat. We take this into account in our research.

So far we have looked at two fundamental network services that are secure

and self-stabilizing, clock synchronization and clustering. For many applica-

tions it is critical that the nodes have a shared view of time with high precision.

For that, clock synchronization protocols are needed. Examples of areas that re-

quires high precision global time include pinpointing and tracking events, e.g.

fire propagation and intrusions, scheduling shared radio medium, e.g. using

Time Division Multiple Access (TDMA), and detecting duplicate events. Clus-

tering nodes together into groups is a basic need for sensor networks. Sensor

networks and other ad hoc networks need to organize themselves after deploy-

ment. Clustering sets up a structure that, e.g., can be used for forming back-

bones, for routing in general, for aggregating data from many nodes to reduce

the amount of data that needs to be sent through the network, for building hier-

archies that allow for scaling and for nodes to take turns doing energy intensive

tasks.

1.3 Contributions

1.3.1 Paper I

As we have seen above, accurate clock synchronization is imperative for many

applications in sensor networks, such as mobile object tracking, detection of

duplicates, and TDMA radio scheduling. Broadly speaking, existing clock syn-

chronization protocols are too expensive for sensor networks because of the
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nature of the hardware and the limited resources that sensornodes have. The

unattended environment, in which sensor nodes typically reside, necessitates

secure solutions and autonomous system design criteria that are self-defensive

against a malicious adversary.

In the first paper, we propose the first self-stabilizing algorithm for clock

synchronization in sensor networks with security concerns. We consider an ad-

versary that capture nodes and intercepts messages that it later replays – a so

calledpulse delay attack. Our algorithm guarantees automatic recovery after

the occurrence of arbitrary failures. Moreover, the algorithm tolerates message

omission failures that might occur, say, due to the algorithm’s message colli-

sions or due to ambient noise.

The core of our clock synchronization algorithm is a mechanism for sam-

pling the clocks of neighboring nodes in the network. Of especial importance is

the sampling of clocks at reception of broadcasts called beacons. A beacon acts

as a shared reference point because nodes receive it at approximately the same

time (propagation delay is negligible for these radio transmissions).

The algorithm secures, with high probability, sets of complete neighbor-

hood clock samples with a period that isO((log n)2) times the optimum. The

optimum requires, in the worst case, the communication of atleastO(n2) times-

tamps. Heren is a bound on the number of sensor nodes that can interfere with

a node. Our design tolerates transient failures and self-stabilizes from an ar-

bitrary configuration that could have been created when assumptions did not

hold. Once all assumptions hold again, the system will stabilize within one

communication timeslot (that is of sizeO(n log n)).

1.3.2 Paper II

As we have seen, in large sensor networks it is often important for the nodes

to organize themselves into some infrastructure. Thus, an algorithm for cluster-

ing nodes together in an ad hoc network serves an important role. Back bones

for efficient communication can be formed using cluster heads. Clusters can

be used for routing messages. Cluster heads can be responsible for aggregating
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data, e.g. sensor readings in an ad hoc sensor network, into reports to decrease

the number of individual messages needed to rout through thenetwork. Hierar-

chies of clusters on different levels can be used for improved scaling of a large

network. Nodes in a cluster could take turns doing energy costly tasks to save

power over all.

One way of clustering nodes in a network is for nodes to associate them-

selves with one or more cluster heads. In the (k,r)-clustering problem. Each

node in the network should have at leastk cluster heads withinr communi-

cation hops away. This might not be possible for all nodes if the number of

nodes withinr hop from them is smaller thank. In such cases a best effort ap-

proach can be taken for getting as close tok cluster heads as possible for those

nodes. Assuming that the network allowsk cluster heads for each node, the

set of cluster heads forms a total (k,r)-dominating set in the network. In atotal

(k,r)-dominating set the nodes in the set also needs to havek nodes in the set

within r hops, in contrast to an ordinary (k,r)-dominating set in which this is

only required for nodes not in the set.

In this second paper, we present the first self-stabilizing(k, r)-clustering

algorithm for ad hoc networks. The algorithm is based on synchronous rounds

and makes sure that, withinO(r) rounds, all nodes have at leastk cluster heads

(or all nodes withinr hops if a node has less thank nodes withinr hops) using

a deterministic scheme. A randomized scheme complements the deterministic

scheme and lets the set of cluster heads to stabilize to a local minimum, with

high probability, withinO(gr log n) rounds, whereg is a bound on number of

nodes within2r hops, andn is the size of the network. Multiple paths are used

to improve security in presence of compromised nodes, to improve availability

and fault tolerance.

The communication costs in this algorithm might be too steepfor some sen-

sor network nodes. We discuss some simplifications of the network structure to

reduce message complexity to make it more suitable for such sensor networks.
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1.4 Conclusions & Future Work

In this thesis, we have presented two secure and self-stabilizing high level net-

working protocols. One for clock synchronization and one for clustering – both

crucial needs for many sensor networks and other ad hoc networks.

With all the potential application areas security is going to become more

and more important for sensor networks in the future. Mass production of small

cheap nodes will open up endless possibilities, but also open up easy venues of

attacks. The general physical availability of sensor nodestogether with the pos-

sibility for an attacker to capture and/or insert controlled nodes implies that it is

of utmost importance to defend against insider attacks in the network. Intrusion

detection is also something that could be of help in these situations. Together

with the possibilities to monitor all kinds of data in all kinds of places comes

the importance of privacy, especially in areas like medicine and monitoring of

public places.

An interesting future direction is to provide additional fundamental network

services for which no present algorithms take both self-stabilization and secu-

rity into account. Routing is needed in any sensor network application that

does not merely store sensor readings locally. Thus, to set up a secure sensor

network, secure routing is one such needed service. Anotherinteresting direc-

tion is to combine different protocols together into a secure and fault tolerant

package for increased efficiency and ease of use.

There are more to be done in terms of analyzing our clusteringalgorithm

and the result of the clustering. We would like to quantitatively measure what

security properties we can get from the multiple paths that are provided in the

clustering algorithm. We also would like to analyze how close the local minima

we achieve, of cluster heads, are to corresponding global minima. The clus-

tering algorithm relies upon synchronous rounds. A good direction for future

work is to get rid of that dependency or to combine the clustering with our clock

synchronization algorithm to achieve synchronous rounds.
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2
PAPER I

In sensor networks, correct clocks have arbitrary startingoffsets and nondeter-

ministic fluctuating skews. We consider an adversary that aims at tampering

with the clock synchronization by intercepting messages, replaying intercepted

messages (after the adversary’s choice of delay), and capturing nodes (i.e., re-

vealing their secret keys and impersonating them). We present an efficient

clock sampling algorithm which tolerates attacks by this adversary, collisions,

a bounded amount of losses due to ambient noise, and a boundednumber of

captured nodes that can jam, intercept, and send fake messages. The algorithm

is self-stabilizing, so if these bounds are temporarily violated, the system can

efficiently stabilize back to a correct state. Using this clock sampling algorithm,

we construct the first self-stabilizing algorithm for secure clock synchronization

in sensor networks that is resilient to the aforementioned adversarial attacks.

19
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2.1 Introduction

Accurate clock synchronization is imperative for many applications in sensor

networks, such as mobile object tracking, detection of duplicates, and TDMA

radio scheduling. Broadly speaking, existing clock synchronization protocols

are too expensive for sensor networks because of the nature of the hardware

and the limited resources that sensor nodes have. The unattended environment,

in which sensor nodes typically reside, necessitates secure solutions and au-

tonomous system design criteria that are self-defensive against a malicious ad-

versary.

To illustrate an example of clock synchronization importance, consider a

mobile object tracking application that monitors objects that pass through the

network area (see [1]). Nodes detect the passing objects, record the time of

detection, and send the estimated trajectory. Inaccurate clock synchronization

would result in an estimated trajectory that could differ significantly from the

actual one.

We propose the first self-stabilizing algorithm for clock synchronization in

sensor networks with security concerns. We consider an adversary that capture

nodes and intercepts messages that it later replays. Our algorithm guarantees

automatic recovery after the occurrence of arbitrary failures. Moreover, the

algorithm tolerates message omission failures that might occur, say, due to the

algorithm’s message collisions or due to ambient noise.

The core of our clock synchronization algorithm is a mechanism for sam-

pling the clocks of neighboring nodes in the network. Of especial importance is

the sampling of clocks at reception of broadcasts called beacons. A beacon acts

as a shared reference point because nodes receive it at approximately the same

time (propagation delay is negligible for these radio transmissions). Elson et

al. [2] use such samples to approximate the clocks of neighboring nodes. They

use linear regression to deal with differences in clock rates. The basic algorithm

synchronizes a cluster. Overlapping clusters with shared gateway nodes can be

used to convert timestamps among clusters. Karp et al. [3, 4]input clock sam-

ples of beacon receipts into an iterative algorithm, based on resistance networks,
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to converge to an estimated global time. Römer et al. [5] givean overview of

methods that use samples from other nodes to approximate their clocks. They

present phase-locked looping (PLL) as an alternative to linear regression and

present methods for estimating lower and upper bounds of neighbors’ clocks.

Note that none of these articles takes security or self-stabilization into account.

As mentioned above, the short propagation delay of messagesin close range

wireless communications allows nodes to use broadcast transmissions to ap-

proximate pulses that mark the time of real physical events (i.e., beacon mes-

sages). In thepulse-delayattack, the adversary snoops messages, jams the

synchronization pulses, and replays them at the adversary’s choice of time

(see [6–8] and Section 2.2.3). We are interested in fine-grained clock syn-

chronization, where there are no cryptographic countermeasures for such pulse-

delay attacks. For example, thenoncetechniques strive to verify the freshness

of a message by issuing pseudo-random numbers for ensuring that old commu-

nications could not be reused in replay attacks (see [9]). Unfortunately, the lack

of fine-grained clock synchronization implies that the round-trip time of mes-

sage exchange cannot be efficiently estimated. Therefore, it is not clear how the

nonce technique could detect pulse-delay attacks.

The system strives to synchronize its clocks while forever monitoring the

adversary. We assume that the adversary cannot break existing cryptographic

primitives for sensor networks by eavesdropping (e.g., [9,10]). However, we

assume that the adversary cancapturenodes, reveal their entire state (including

private variables), stop their execution, and impersonatethem. The adversary

can also lead them to send erroneous information and launch jamming (or col-

lision) attacks.

We assume that, at any time, the adversary has a distinct location in space

and a bounded influence radius, uses omnidirectional broadcasts from that dis-

tinct location, and cannot intercept broadcasts for an arbitrarily long period.

(Namely, we consider system settings that are comparable tothe settings of

Gilbert et al. [11], which consider the minimal requirements for message deliv-

ery under broadcast interception attacks.) We explain how to sift out responses
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to delayed beacons by following the above assumptions that consider many

practical issues.

A secure synchronization protocol should mask attacks by anadversary that

aims to make the protocol give an erroneous output. Unfortunately, due to the

unattended environment and the limited resources, it is unlikely that all the de-

signer’s assumptions hold forever. We consider systems that have the capabil-

ity of monitoring the adversary, and then stopping it by external intervention.

In this case, the nodes start executing their program from anarbitrary state.

From that point on, we require rapid system recovery. Self-stabilizing algo-

rithms [12, 13] cope with the occurrence of transient faultsin an elegant way.

Bad configurations might occur due to the occurrence of an arbitrary combina-

tion of failures. Self-stabilizing systems can be started in any configuration.

From that arbitrary starting point, the algorithm must ensure that it accom-

plishes its task if the system obeys the designer’s assumptions for a sufficiently

long period.

We focus on the fault-tolerance aspects of secure clock synchronization pro-

tocols in sensor networks. Uncaptured nodes behave correctly at all times. Fur-

thermore, the communication model is fair. It resembles that of [14] and does

not consider Byzantine behavior in the communication medium. However, cap-

tured nodes can behave in a Byzantine manner at the processorlevel. We design

a distributed algorithm for sampling the clocks ofg neighboring nodes in the

presence off captured and/or pulse-delay attacked nodes. Although captured

nodes remain captured, a node whose pulse-delay attacked messages are no

longer in the buffer of any uncaptured node will not count towardf anymore.

We focus on captured nodes and delay attacks, butf can be extended to include

nodes with timing failures and other ways of not following protocol.

The clock sampling algorithm facilitates clock synchronization using a va-

riety of existing masking techniques to overcome pulse-delay attacks in the

presence of captured nodes. For example, [7] uses Byzantineagreement (this

requires3f + 1 ≤ g), and [8] considers the statistical outliers (this requires

2f + O(1) ≤ g). (See Section 2.7 for details on the masking techniques.)
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Although Byzantine agreement is one possible filtering technique, we do not

consider Byzantine faults, as stated above.

The execution of a clock synchronization protocol can be classified between

two extremes:on demandandcontinuous. Nodes that wish to synchronize their

clocks can invoke a distributed procedure for clock synchronization on demand.

The procedure terminates as soon as the nodes reach their target precision. An

execution of a clock synchronization program is classified as continuous if no

node ever stops invoking the clock synchronization procedure. Our generic de-

sign facilitates a trade-off between energy conservation (i.e., on-demand oper-

ation) and fine-grained clock synchronization (i.e., continuous operation). The

trade-off allows budget policies to balance between application requirements

and energy constraints (more details appear in [15]).

2.1.1 Our Contribution

We present the first design for secure and self-stabilizing clock synchronization

in sensor networks resilient to an adversary that can capture nodes and launch

pulse-delay attacks. The core is a secure and self-stabilizing algorithm for sam-

pling clocks of neighboring nodes.

The algorithm secures, with high probability, sets of complete neighbor-

hood clock samples with a period that isO((log n)2) times the optimum. The

optimum requires, in the worst case, the communication of atleastO(n2) times-

tamps. Heren is a bound on the number of sensor nodes that can interfere with

a node (potentially the number of nodes within transmissionrange of the node).

It is of high importance for high-precision clock synchronization that the clock

sampling period is small since the offsets and frequencies of the nodes’ clocks

change over time.

Our design tolerates transient failures that may occur due to temporary vio-

lation of the designer’s assumption. For example, the number of captured and/or

pulse-delay attacked nodes could exceed more thanf and then sink belowf (de-

layed messages eventually vanish from queues). After the system resumes op-

eration according to the designer’s assumption, the systemwill stabilize within
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one communication timeslot (that is of sizeO(n log n)). We assume that (be-

fore and after the system’s recovery) there are message omission failures, say,

due to ambient noise, attacks or the algorithm’s message collisions.

The correct node sends beacons and responds to the other nodes’ beacons.

We use a randomized strategy for beacon scheduling that guarantees regular

message delivery with high probability.

2.1.2 Document structure

We start by describing the system settings (Section 2.2) andformally present

the algorithm (Section 2.3). A description of our executionsystem model (Sec-

tion 2.4) and a proof of the algorithm correctness (Section 2.5) are followed by

a performance evaluation (Section 2.6). Then we review the literature and draw

our conclusions (Section 2.7).

2.2 System Settings

We model the system as one that consists of a set of communicating entities,

which we call processors (or nodes). We denote the set of processors byP .

In addition, we assume that every processorpi ∈ P has a unique identifier,

i. A processor identifier can be represented by a known and fixednumber of

bits in memory. In that respect there is a known upper bound onthe number of

processors.

2.2.1 Time, Clocks, and Their Notation

We follow settings that are compatible with those of Herman and Zhang [16].

We consider three notations of time:real time is the usual physical notion of

continuous time, used for definition and analysis only;native timeis obtained

from a native clock, implemented by the operating system from hardware coun-

ters;logical timebuilds on native time with an additive adjustment factor. This
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factor is adjusted to approximate a shared clock, whether local to a neighbor-

hood or global to the entire network.1

We consider applications that require the clock interface to include theread

operation, which returns atimestampwith T possible states.2 Let Ci(t) denote

the valuepi ∈ P gets from aread of the native clock at real timet.

Clock counters do not increment at ideal rates, because the hardware oscil-

lators have manufacturing variations and the rates are affected by voltage and

temperature. The clock synchronization algorithm adjuststhe logical clock in

order to achieve synchronization, but never adjusts the native clock. We de-

fine the native clockoffsetbetween any two processorspi andpj asδi,j(t) =

Ci(t) − Cj(t). We assume that, at any given time, the native clock offset isar-

bitrary. Moreover, theskewof pi’s native clock,ρi, is the first derivative of the

clock value with respect to real time. Thusρi = limτ→0(Ci(t+τ)−Ci(t))/τ .

We assume thatρi ∈ [ρmin, ρmax] for any processorpi , whereρmin = 1 − κ

andρmax = 1 + κ are known constants,1 is the real time unit andκ ≥ 0. The

second derivative of the clock’s offset is calleddrift. We allow non-zero drift as

long asρi ∈ [ρmin, ρmax].

2.2.2 Communications

Wireless transmissions are subject to collisions and noise. The processors com-

municate among themselves using the primitivesLBcast andLBrecv , for local

broadcast, with a transmission radius of at mostRlb. We consider the potential

of any pair of processors to communicate directly, or to interfere with each

other’s communications.

We associate every processor,pi, with a fixed and unknown location in

space,Li. We denote the potential set of processors that processorpi ∈ P can

directly communicate with byGi ⊆ {pj ∈ P | Rlb ≥ |Li−Lj |}. Furthermore,

we denote the set of processors that can interfere with the communications of

1Lenzen et al. [17, 18] and Sommer and Wattenhofer [19] also refer to the term of logical time

as “logical clock values”. Herman and Zhang [16] refer to it aslocal time and build global time on

top of the local time. See Section 2.7.
2In footnote 6 we show what the minimal size ofT is.
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pi by
−→
Gi ⊆ {pj ∈ P | 2Rlb ≥ |Li − Lj |}. We note thatGi is not something

processorpi needs to know in advance, but something it discovers as it receives

messages from other processors.

A successful broadcast by a processorpi occurs when the message is re-

ceived by all other processors inGi. A successful broadcast to a setK ⊆ Gi

occurs when the message is received by all other processors inK.

We assume thatn ≥ |
−→
Gi| for any processorpi. In other words,n is a

known upper bound on the number of nodes that can interfere with any one

node’s communication (including that node itself). In the worst-case scenario

Gi =
−→
Gi and thus potentially|Gi| = n. Furthermore, a node will receive

information from neighbors about their neighbors, so in theworst-case scenario

a node needs to keep track of data aboutn nodes. For simplicity we therefore

usen as a bound of the number of neighbors (including the node itself) as well.

This does not mean that we only consider a cluster ofn nodes.

Communication Operations

We model the communication channel,queuei,j , from processorpi to processor

pj ∈ Gi as a FIFO queue of the messages thatpi has sent topj andpj is about

to receive. Whenpi broadcasts messagem, the operationLBcast inserts a copy

of m to everyqueuei,j , such thatpj ∈ Gi. Every messagem ∈ queuei,j is

associated with a particular time at whichm arrives atpj . Oncem arrives,

pj executesLBrecv . We require that the period between the time at whichm

enters the communication channel and the time at whichm leaves it is at most

a constant,d. We assume thatd is a known and efficient upper bound on the

communication delay between two neighboring processors. It includes both

transmission delay and propagation delay, even though the propagation delay is

negligible in comparison with the transmission delay.

We associate eachLBcast andLBrecv operation with a native clock times-

tamp for the moment of sending and receiving. We assume the existence of an

efficient algorithm for timestamping a message in transfer and a message being

received as close to the physical layer as possible (see [10]).
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The Environment

Messages might be lost to ambient noise as well as collisionsof the nodes’

transmissions. Collisions due to attacks made by the adversary or by captured

nodes are calledadversarial collisions. Message collisions due to concurrent

transmissions of nodes that follow the message scheduling of the algorithm are

callednon-adversarial collisions. A broadcast that is not lost due to ambient

noise or adversarial collisions is said to befair. We note that a fair broadcast

can still be lost due to non-adversarial collisions.

The environment can execute the operationomission(mi) (which is asso-

ciated with a particular message,mi, sent by processorpi) immediately after

LBcast i(mi). The environment selects a (possibly empty) subset ofpi’s neigh-

bors (Ki ⊆ Gi) and removes any messagemi from their queuesqueuei,j (such

thatpj ∈ Ki).

Below we talk about what “the environment” selects when it comes to mes-

sage omission. Here we see the environment as a global adversary, separate

and independent from the “regular” malicious and locally bound adversary of

Section 2.2.3. The term “adversary” is only used for that “regular” malicious

adversary.

When a processorpi and a processorpj ∈
−→
Gi do concurrent broadcasts

of messagesmi andmj we assume that the environment arbitrarily selects

Ki ⊆ Gi ∩ Gj when invokingomission(mi) due to the collision (and vice

versa formj). For details on what it means in our execution system model see

Section 2.4.3. In other words, when two processors with overlapping commu-

nication ranges broadcast concurrently, there are no guarantees of delivery, for

those messages, within the overlap (regardless of noise). This is a simple and

general model for message collisions. It is possible to let amore specialized

physical layer model resolve the subsetKi.

The environment selects messages to omit due to ambient noise as described

at the end of Section 2.2.2. The adversary selects messages to omit due to

omission attacks as described at the end of Section 2.2.3.
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Ambient noise

The parameterξ ≥ 1 denotes the maximal number of repeated transmissions

required (by any particular processor) to get at least one fair broadcast. Such a

broadcast can still be lost due to non-adversarial collisions. These assumptions

model the ambient noise of the communication channel, as well as omission at-

tacks by the adversary and by captured nodes (see Section 2.2.3). Furthermore,

we assume that all processors knowξ.

The environment selects messages to remove due to ambient noise, but is

limited byξ as described above. We assume that the choice of messages omitted

due to ambient noise is independent from the choice of messages omitted due

to non-adversarial collisions.

2.2.3 The Adversary

We assume that there is a single adversary. The goal of the adversary is to

disturb the clock synchronization algorithm so that clock samplings become

erroneous, or even misleading. At the same time, the adversary does not want

to let its presence be known by launching obvious attacks.

Omission Attacks and Delay Attacks

The adversary can launch omission and delay attacks againsta message sent

by another processor. We assume that at any time the adversary, just like all

processors, has a distinct (unknown) location in space. We assume that the

adversary’s radio transmitter sends omnidirectional broadcasts (using antennas

that radiate equally in space). Therefore, the adversary cannot arbitrarily control

the distribution in space of the set of recipients for which abeacon’s broadcast

is omitted or delayed.

Consider a message,mi, broadcast by a processor,pi, and attacked by the

adversary. We assume that the adversary chooses a sphere with its own location

in the center. We denote the set of processors within the sphereS. The nodes

in S ∩Gi will be affected by the attack againstmi.
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The adversary launches message omission attacks (also known as intercep-

tion attacks) by jamming the medium. The environment invokesomission(mi)

for all processors inS ∩ Gi. This selection is limited by the assumptions re-

gardingξ, as described in Section 2.2.3.

For delay attacks, we follow the model of Ganeriwal et al. [6,7]. The ad-

versary can receive (at least part of) a message, jam the medium for a set of

nodes before they receive it in whole, and then replay the message slightly later.

The adversary resends the message to the processors inS ∩ Gi after a chosen

delay. The resent message is potentially lost due to ambientnoise or collisions,

like any other message. The processors inS ∩ Gi that receivemi thus receive

it later than they normally would have.

Other ways to do delay attacks include considering an adversary with direc-

tional antennas (which we do not consider) sending the same message at slightly

different times in different directions, or having a captured node sending a mes-

sage within a smaller radius and having the adversary repeating that within an

area that was left out (see [8] for details). Both these delayattacks require the

delayed message to originate from the adversary impersonating a captured node

or from a captured node. We make the weaker assumption that a message from

any processor can, potentially, be delayed by the adversary.

Omission Attack Limitations

We letξ (see Section 2.2.2) include ambient noise as well as collisions deliber-

ately produced by the adversary and by captured nodes. The adversary or the

captured nodes could jam the medium such that the assumptionof ξ does not

hold. If too many messages are lost, however, that can act as an alarm that an

adversary is present. This is something that the adversary,who wants to go

undetected, wants to avoid. Furthermore, if the adversary totally jams the com-

munication medium, clock synchronization will not take place. As a result, the

adversary has no possibility to directly influence the logical clock. Thus, this is

not an option for an adversary that wants to manipulate tracking algorithms to

present a misleading view of its whereabouts and movements.
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We note that the adversary cannot predict the broadcasting schedule of un-

captured nodes. Thus, adversarial collisions, covered byξ (together with ambi-

ent noise), are independent from non-adversarial collisions.

Gilbert et al. [11] consider the minimal requirements for message delivery

under broadcast interception attacks. They assume that theadversary intercepts

no more thanβ broadcasts of the algorithm, whereβ is an unknown constant

that reflects the maximum amount of energy an adversary wantsto use for dis-

ruption of communications. We note that the result of Gilbert et al. is applicable

in a model in which, in every period, the algorithm is able to broadcast at most

α messages and the adversary can intercept at mostβ of the algorithm’s mes-

sages. Our system settings are comparable to the assumptions made by Gilbert

et al. [11] on the ratio ofβ/α. However, in contrast to the unknownβ, we

assume that the maximum ratio is a known constant that reflects the maximum

amount of disruption the adversary can get away with, without being detected.

Captured Nodes

The adversary can capture nodes by moving to their location and accessing

them physically. For any processorpi, we assume that the number of captured

and/or pulse-delay attacked nodes is no more thanf , within its neighborhood,

Gi. Here,f depends on|Gi| and the filtering mechanism that is being used.

(For example,3f + 1 ≤ |Gi| for the Byzantine agreement masking technique

as in [7] and2f + ǫ ≤ |Gi| for the outlier masking technique as in [8]; see

Section 2.7 for more details.)

When the adversary captures a processorpi, the adversary gains all infor-

mation contained in the processor’s memory, like secret keys, seeds for pseu-

dorandom generators, etc. The adversary can lead a capturedprocessorpi to

send incorrect data to processors inGi. It can also lead the captured node to

jam the communication media with noise or with collisions among processors

in
−→
Gi. The set of target processors are further limited to a spherewith the cap-

tured node in the center (cf. the sphere limitation for attacks launched directly

by the adversary, in Section 2.2.3.) These noise and collision attacks are also
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limited by ξ as described in Section 2.2.3, just like attacks launched directly by

the adversary.

Security Primitives

The existing literature describes many elements of the secure implementation of

the broadcast primitivesLBcast andLBrecv using symmetric key encryption

and message authentication (e.g., [9, 10]). We assume that neighboring proces-

sors store predefined pairwise secret keys. In other words,pi, pj ∈ P : pj ∈ Gi

store keyssi,j : si,j = sj,i. The adversary cannot efficiently guesssi,j . Confi-

dentiality and integrity are guaranteed by encrypting the messages and adding a

message authentication code. We can guarantee messages’ freshness by adding

a message counter (coupled with the beacon’s timestamp) to the message be-

fore applying these cryptographic operations, and by letting receivers reject old

messages, say, from the clock’s previous incarnation. Notethat this requires

maintaining, for each sender, the index of the last properlyreceived message.

As explained above, the freshness criterion is not a suitable alternative to fine-

grained clock synchronization in the presence of pulse-delay attacks.

2.3 Secure and Self-Stabilizing Clock Synchroniz-

ation

In order to explain better the scope of the algorithm, we present a generic orga-

nization of secure clock synchronization protocols. The objective of the clock

synchronization protocol is (1) to sample the clocks of its neighbors by peri-

odically broadcast beacons, (2) respond to beacons, and (3)aggregate beacons

with their responses in records and deliver them to the upperlayer. Every node

estimates the logical clock after sifting out responses to delayed beacons. Un-

like objectives (1) to (3), the clock estimation task is not ahard real-time task.

Therefore, the algorithm outputs records to the upper layerthat synchronizes the

logical clock after neutralizing the effect of pulse-delayattacks (see Section 2.7
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for details on techniques for filtering out delayed messages). The algorithm

focuses on the following two tasks.

• Beacon Scheduling:The nodes sample clock values by broadcasting beacons

and waiting for their response. The task is to guarantee round-trip message

exchange.

• Beacon and Response Aggregation:Once a beacon completes the round-trip

exchange, the nodes can deliver to the upper layer the records of the beacon and

its set of responses.

We present a design for an algorithm that samples clocks of neighboring

processors by continuously sending beacons and responses.Without synchro-

nized clocks, the nodes cannot efficiently follow a predefined schedule. More-

over, assuring reliable communication becomes hard in the presence of noise

and message collisions. The celebrated Aloha protocol [20](which does not

consider nondeterministic fluctuating skews) inspires us to take a randomized

strategy for scheduling broadcasts. We overcome the difficulties above and

show that, with high probability, the neighboring processors are able to ex-

change beacons and responses within a short period. Our scheduling strategy is

simple; the processors choose a random time to broadcast from a predefined pe-

riod D. We use a redundant number of broadcasting timeslots in order to over-

come the clocks’ asynchrony. Moreover, we use a parameter,ℓ, used to trade

off between the minimal size ofD and the probability of having a collision-free

schedule.

2.3.1 Beacon and Response Aggregation

The algorithm allows the use of clock synchronization techniques such asref-

erence broadcasting[2] and round-trip synchronization[6, 7]. For example,

in the round-trip synchronization technique, the senderpj sends a timestamped

message〈t1〉 to receivers,pk ∈ Gj , which receive the message at timet2.

The receiverpk responds with the message〈t1, t2, t3〉, whichpk sends at time

t3 and pj receives at timet4. Thus, the output records are in the form of
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〈j, t1, {〈k, 〈t2, t3, t4〉〉}〉, where{〈k, 〈t2, t3, t4〉〉} is the set of all received re-

sponses sent by nodespk.

We piggyback beacon and response messages. For the sake of presentation

simplicity, let us start by assuming that all beacon schedules are in a (deter-

ministic) Round Robin fashion. Given a particular nodepi and a particular

beacon thatpi sends at timetis, we definetis’s round as the set of responses,

〈tjs, t
j
r〉, thatpi sends to nodepj ∈ Gi for pj ’s previous beacon,tjs, wheretjr

is the time in whichpi receivedpj ’s beacontjs. Nodepi piggybacks its beacon

with the responses to nodes,pj , and the beacon message,〈vi〉, is of the form

〈tis, 〈t
j1
s , tj1r 〉, 〈tj2s , tj2r 〉, . . .〉, which includes all processorspjk ∈ Gi.

Now, suppose that the schedules are not done in a Round Robin fashion. We

denotepj ’s sequence of up toBLog most recently sent beacons with[tjs(k)]k,

where0 ≤ k < BLog, among whichtjs(k) is thek-th oldest andBLog is a

predefined constant.3 We assume that, in every schedule,pi receives at least

one beacon frompj ∈ Gi before broadcastingBLog beacons. Therefore,pi’s

beacon message,〈vi〉, can include a response topj ’s most recently received

beacon,tjs(k), where0 ≤ k < BLog.

Since not every round includes a response to the last beacon thatpi sends,pi
stores its lastBLog beacon messages in a FIFO queue,qi[k] = [tjs]0≤k<BLog.

Moreover, every beacon message includes all responses to theBLog most re-

cently received beacons from all nodes. Letqj = qj [k]0≤k<BLog bepi’s FIFO

queue of the lastBLog records of the form〈tjs(k), tjr(k)〉, among whichtjs(k)

is pi’s k-th oldest beacon frompj , tjr(k) is the time at which it was received and

i 6= j. The new form of the beacon message is〈qi, qj1 , qj2 , . . .〉, which includes

all processorspjk ∈ Gi. In the round-trip synchronization, the nodes take the

role of asynchronizerthat sends the beacon and waits for responses from the

other nodes. The program of nodepi considers both cases in whichpi is, and is

not, respectively, the synchronizer.

3We note thatBLog depends on the safety parameter,ℓ, for assuring that nodes successfully

broadcast and other parameters such as the bound on number of interfering processors,n, and the

bound on clock skewsρmin andρmax (see Section 2.2).
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2.3.2 The Algorithm’s Pseudo-code

The pseudo-code, in Fig. 2.3, includes two procedures: (1) ado-forever loop

that schedules and broadcasts beacon messages (lines 66 to 80) and (2) an upon

message arrival procedure (lines 82 to 87).

The Do-Forever Loop

The do-forever loop periodically tests whether the “timer”has expired (in lines

67 to 74).4 In case the beacon’s next schedule is “too far in the past” or “too far

in the future”, then processorpi “forces” the “timer” to expire (line 69). The

algorithm then removes data, gathered bypi itself, that are too old (lines 70

to 71). (Note that under normal circumstances, the data never become too old

before they are pushed out by new data at line 77 or line 86). The algorithm

then tests that all the stored data (including data receivedfrom others) are or-

dered and timely (line 72). Timely here means that timestamps collected by a

processorpj is not too old or in the future compared to the latest time ofpj ’s

native clock, thatpi has received. In the case where the recorded information

about beacon messages is incorrect, the algorithm flushes the queues (line 73).

The data received by others are tested at line 72 in the same way as at reception

(line 83). Data that do not pass the test at line 83 are never stored. Therefore, if

the buffers are flushed it is due to internal data corruption (in the starting con-

figuration), and not due to receipt of bad data (during execution). We note that

transient faults can be the source of such internal data corruption. However, bad

data may be received (and therefore rejected) at any time during the execution,

say, from captured nodes.

When the timeslot arrives, the processor outputs a synchronizer case record

for the oldest beacon, in the queue with its own beacons (line76). It contains,

for each of the other processors,pj ∈ Gi, the receive time of that beacon. More-

over, it contains for processorpj , the send and receive times for a later message

4Recall that by our assumptions on the system settings (Section 2.2), the do-forever loop’s timer

will go off within any period ofu/2. Moreover, since the actual time cannot be predicted, we

assume that the actual schedule has a uniform distribution over the periodu. (A straightforward

random scheduler can assist, if needed, to enforce the last assumption.)
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back frompj to pi. These data can be used for the round-trip synchronization

and delay detection in the upper layer. Then,pi enqueues the timestamp of the

beacon it is about to send during this schedule (line 77). Thenext schedule for

processorpi is set (lines 78 and 79) just before it broadcasts the beacon message

(line 80).

The Message Arrival

When a beacon message arrives (line 82), processorpi getsj, the id of the

sender of the beacon,r, pi’s native time at the receipt of the beacon, andv, the

message of the beacon. The algorithm sanity checks the received data (line 83).

If they are ordered and timely (not too old or in the future compared to the

latest timestamp frompj) the data are processed (lines 84 to 87). Otherwise the

message is ignored.

Passing the sanity check, processorpi then outputs a record of the non-

synchronizer case (lines 84 to 85). These data can be used forthe reference

broadcast technique in the upper layer. It finds the oldest beacon in the queue

with data on beacons received bypj . The record contains responses from pro-

cessorspk ∈ Gj that refer to this beacon. Furthermore, it contains data about

later messages back, from the receiving processorspk to processorpj . Now

that the information connected to the oldest beacon frompj has been output,

processorpi can store the arrival time of newly received message (line 86) and

the message itself (line 87).

2.4 Execution System Model

2.4.1 The Interleaving Model

Every processor,pi, executes a program that is a sequence of(atomic) steps. For

ease of description, we assume the interleaving model wheresteps are executed

atomically, a single step at any given time. An input event, which can be either

the receipt of a message or a timer going off, triggers each step of pi. Only

steps that start from a timer going off may include (at most once) anLBcast
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Constants:
2 i = id of executing processor

n= bound on# of interfering processors(incl. itself)
4 w = compensation time between lines67 and80

d= upper bound on message communication delay
6 u= size of a timeslot in time units(u> d + w)

ℓ = tuning parameter(see Corollary2.1)

8 BLog= 2⌈ξ
ℓ+log2((⌈ρmax/ρmin⌉+1)n)

− log2 (1−1/e)
⌉, backlog size

D = 3 n (⌈ρmax/ρmin⌉+ 1), the broadcast timeslots
10 T = number of possible states of a timestamp

ρmin = lower bound on clock skew
12 ρmax = upper bound on clock skew

14 Variables:
m[n ] = all received messages and timestamp

16 each entry is an arrayv[n]
each entry is a queueq[BLog]

18 each entry is a pair〈s, r〉

20 native_clock: immutable storage of the native clock
cslot : [0, D-1 ] = current timeslot in use

22 next: [0, T -1 ] = schedule of next broadcast
cT= lastdo-forever loop′s timestamp

External functions:
26 output(R) : delivers record R to the upper layer

choose(S) : uniform selection of an item from the set S
28 keys(v) : the set of id:s that indexes v

enqueue(Q) : adds an element to the end of the queue Q
30 dequeue(Q) : removes the front element of the queue Q

size(Q) : size of the queue Q
32 first(Q) : least recently enqueued element in Q, number0

last(Q) : most recently enqueued element in Q
34 full(Q) : whether queue Q is full

flush(Q) : empties the queue Q
36 get_s(Q) : list elements of field s in Q

get_r(Q) : list elements of field r in Q

Figure 2.1: Constants, variables and external functions for the secure and self-
stabilizing native clock sampling algorithm in Fig. 2.3

operation. We note that there could be steps that read the clock and decide not

to broadcast.

Since no self-stabilizing algorithm terminates (see [13]), the program of a

processor consists of a do-forever loop. An iteration is said to be complete

if it starts in the loop’s first line and ends at the last (regardless of whether it

enters conditional branches). A processor executes other parts of the program

(and other programs) and activates the loop upon a time-out.We assume that
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Macros and inlines:
40 border(t) : (D-cslot)u + t mod T

schedule(t) : cslot·u + t mod T
42 leq(x, y) : (∃ b : 0≤ b≤ 2 BLog D u∧ y mod T= x + b mod T )

enq(q, m) : { while full(q) do dequeue(q); enqueue(m) }
44 G(j) : keys(m[j ].v)

46 expire_s(q,t): (∗ Expires data based on send times∗)
while size(q)> 0∧¬ leq(first(q).s, t) do

48 dequeue(q)
expire_r(q,t): (∗ Expires data based on receive times− asexpire_s but with .r instead of.s∗)

50 check() : ∧ { checkdata(m[j ].v, j) : j ∈ keys(m[i ].v)}
checkdata(v,j) : (∗ Coherency test for data from processor j∗)

52 ∧ { checklist(get_s(v[k ].q), lclock(v,j)) ∧ (j = k∨ checklist(get_r(v[k ].q), lclock(v,j))) : k∈ keys(v)}
checklist(q,t) : (∗ Checks that all elements of a list are chronologically ordered and notin the future∗)

54 size(q) = 0∨ (leq(first(q),t) ∧ leq(last(q),t) ∧ { leq(q[b1 ],q[b2 ]) : b1 < b2, {b1,b2} ⊆ [1,size(q) ]} )
lclock(v,j) : last(v[j ].q).s

56

(∗ Get response-record forpk, for pj as the synchronizer∗)

58 ts(s, j, k) : { if (∃ bj1, bj2, bk1 , bk2 :

s= m[j ].v[j ].q[bj1 ].s= m[k ].v[j ].q[bk1 ].s∧

60 m[k ].v[k ].q[bk2 ].s= m[j ].v[k ].q[bj2 ].s∧

leq(m[j ].v[j ].q[bj1 ].s, m[j ].v[k ].q[bj2 ].r) ∧

62 leq(m[k ].v[j ].q[bk1 ].r, m[k ].v[k ].q[bk2 ].s))

then return 〈m[k ].v[j ].q[bk1 ].r, m[k ].v[k ].q[bk2 ].s, m[j ].v[k ].q[bj2 ].r〉
64 else return⊥}

Figure 2.2: Macros and inlines for the for the secure and self-stabilizing native clock
sampling algorithm in Fig. 2.3.

every processor triggers the loop’s time-out within every period ofu/2, where

u > w + d is the(operation) timeslot, wherew < u/2 is the time it takes to

execute a complete iteration of the do-forever loop. Since processors execute

programs other than the clock synchronization, the actual time, t, in which the

timer goes off, is hard to predict. Therefore, for the sake ofsimplicity, we

assume that timet is uniformly distributed.5

The state si of a processorpi consists of the value of all the variables

of the processor (including the set of all incoming communication channels,

{queuej,i|pj ∈ Gi}). The execution of a step in the algorithm can change the

state of a processor. The termsystem configurationis used for a tuple of the

form (s1, s2, . . .), where eachsi is the state of processorpi (including mes-

5We note that a simple random scheduler can be used for the case in which timet does not

follow a uniform distribution.
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66 Do forever, everyu/2
let cT= read(native_clock) + w

68 if ¬ (leq(next-2Du, cT) ∧ leq(cT, next+u)) then
next← cT

70 expire_s(m[i ].v[i ].q, cT)
∀ j ∈ G(i)\{ i} do expire_r(m[i ].v[j ].q, cT)

72 if ¬ check() then
∀ j,k∈ P do flush(m[j ].v[k ].q)

74 if leq(next, cT) ∧ leq(cT, next+ u) then
let s= first(m[i ].v[i ].q).s

76 output 〈i, s, {〈j, ts(s, i, j)〉 : j ∈ G(i)\{ i}} 〉
enq(m[i ].v[i ].q, 〈cT,⊥〉)

78 (next, cslot)← (border(next), choose([0, D-1 ]))
next← schedule(next)

80 LBcast(m[i ])

82 Upon LBrecv(j, r, v) (∗ i 6= j ∗)
if checkdata(v,j) then

84 let s= first(m[i ].v[j ].q).s
output 〈j, s, {〈k, ts(s, j, k)〉 : k∈ G(j)\{ j}} 〉

86 enq(m[i ].v[j ].q, 〈last(v[j ].q).s, r〉)
m[j ].v← v

Figure 2.3: Secure and self-stabilizing native clock sampling algorithm (code forpi ∈

P ).

sages in transit forpi). We define anexecutionE = c[0], a[0], c[1], a[1], . . . as

an alternating sequence of system configurationsc[x] and stepsa[x], such that

each configurationc[x + 1] (except the initial configurationc[0]) is obtained

from the preceding configurationc[x] by the execution of the stepa[x]. We

often associate the notation of a step with its executing processorpi using a

subscript, e.g.,ai.

2.4.2 Tracing Timestamps and Communications

As stated in Section 2.2.2, we associate eachLBcast andLBrecv operation

with a timestamp for the moment of sending and receiving. Thetimestamp

of an LBcast operation is the native time at which messagem is sent, and

this information is included in the sent message. When processorpi executes

theLBrecv operation, an event is triggered with the argumentsj, t, and〈m〉:

pj ∈ Gi is the sending processor of message〈m〉, whichpi receives whenpi’s

native clock ist. We note that every step can be associated with at most one

communication operation. Therefore it is sufficient to access the native clock
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counter only once during or at the end of the operation. We denote byCi(ai)

the native clock value associated with the communication operation in stepai,

which processorpi takes.

2.4.3 Concurrent vs. Independent Broadcasts

We say that processorpi ∈ P performs anindependent broadcastin a step

ai ∈ E if there is no processorpj ∈
−→
Gi that broadcasts in a stepaj ∈ E,

such that either (1)aj is performed afterai and before stepark that receives the

message that was sent inai (wherepk ∈ Gi), or (2)ai is performed afteraj and

before stepark′ that receives the message that was sent inaj (wherepk′ ∈ Gj).

We say that processorpi ∈ P performs aconcurrent broadcastin a stepai
if ai is dependent (i.e., “not independent”). Concurrent broadcasts can cause

message collisions, as described in Section 2.2.2.

2.4.4 Fair Executions

We say that executionE hasfair communications, if, whenever processorpi
broadcastsξ successive messages (successive in terms of the algorithm’s mes-

sages sent bypi), at least one of these broadcasts is fair, i.e., not lost to noise or

adversarial collisions. We note that fair communication does not imply reliable

communication even forξ = 1, because a message can still be lost due to non-

adversarial collisions. An executionE is fair if the communications are fair

and every correct processor,pi, executes steps in a timely manner (by letting

the loop’s timer go off in the manner that we explain above).

2.4.5 The Task

We define the system’s task by a set of executions calledlegal executions(LE)

in which the task’s requirements hold. A configurationc is asafe configuration

for an algorithm and the task ofLE provided that any execution that starts in

c is a legal execution (belongs toLE). An algorithm isself-stabilizingwith
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relation to the task ofLE if every infinite execution of the algorithm reaches a

safe configuration with relation to the algorithm and the task.

2.5 Correctness

In this section we demonstrate that the task of random broadcast scheduling

is achieved by the algorithm that is presented in Fig. 2.3. Namely, with high

probability, the scheduler allows the exchange of beacons and responses within

a short time. The objectives of the random broadcast scheduling task are defined

in Definition 2.1 and considerbroadcasting rounds. To consider a number of

broadcasting rounds from a point in time (such as the time associated with a

stepa), is to consider the time needed for every processor to fit in that many

partitions, i.e., broadcast that many times.

Definition 2.1 (Nice executions)Let us consider the executions of the algo-

rithm presented in Fig. 2.3. Furthermore, let us consider a processorpi and let

Γi be the set of all execution prefixes,EΓi
, such that, within the firstR broad-

casting rounds ofEΓi
, (1) every processorpj ∈ Gi (includingpi) successfully

broadcasts at least one beacon to all processorspk ∈ Gi ∩ Gj and (2) every

such processorpj gets at least one response from all such processorspk. We

say that executionE is nice in relation to processorpi if E has a prefix inΓi.

The proof of Theorem 2.1 (Section 2.5.3, page 53) demonstrates that, when

consideringR = 2R, for any processorpi, the algorithm reaches a nice ex-

ecution in relation topi with probability of at least1 − 2−ℓ+1, whereℓ is a

predefined constant andR = ⌈ξ ℓ+log2((⌈ρmax/ρmin⌉+1)n)
− log2 (1−1/e) ⌉ is the expected time

it takes all processorspj ∈ Gi (when considering the neighborhood of any pro-

cessorpi) to each broadcast at least one message that is received by all other

processors inGi ∩Gj .6

Once the system reaches a nice execution in relation to a processorpi, and

the exchange of beacons and responses occurs, the followingholds. There is a
6 To distinguish between timestamps that should be regarded as being in the past and timestamps

that should be regarded as being in the future, we require that T > 4R. In other words, we want to

be able to consider at least2 round-trips in the past and2 round-trips in the future.
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set,Si, of beacon records that are in the queues ofmi and the records that were

delivered to the upper layer. The setSi includes a subset,S′i ⊆ Si, of records for

beacons that were sent during the lastR (Definition 2.1) broadcasting rounds.

In S′i, it holds that every processorpj ∈ Gi − {i} has a beacon record,recj ,

such that every processorpk ∈ Gi∩Gj −{j} has a beacon record,reck, which

includes a response torecj . In other words,R is a bound on the length of

periods for which processorpi needs to store beacon records. Moreover, with

high probability, withinR broadcasting rounds,pi gathers beacons from all

processorspj ∈ Gi. Furthermore, for each such beacon from a processorpj ∈

Gi, pi gathers responses to those beacons from all processorspk ∈ Gi ∩ Gj .

For this reason, we setBLog to beR.

2.5.1 Scenarios in which balls are thrown into bins

We simplify the presentation of the analysis by depicting different system set-

tings in which the message transmissions are described by a set of scenarios in

which balls are thrown into bins. The sending of a message by processorpi
corresponds to a player̂pi throwing a ball. Time is discretized into timeslots

that are long enough for a message to be sent and received within. The times-

lots are represented by an unbounded sequence of bins,[bk]k∈N. Transmitting a

message during a timeslot corresponds to throwing a ball towards andaiming a

ball at the corresponding bin.

Messages from processorpi can collide with messages from up ton − 1

other processors if|
−→
Gi| = n. Furthermore, in the worst-case scenario|Gi| =

|
−→
Gi| = n for processorpi. We want to guarantee with high probability that

within Gi everyone exchanges messages. Therefore, we look atn players

throwing balls into bins when analyzing the message scheduling algorithm. Our

results will also hold for cases when|Gi| < n and when|
−→
Gi| < n, as the prob-

ability of collisions in those cases is equal to or lower thanthat for the worst

case scenario.

Before analyzing the general system settings, we demonstrate simpler set-

tings to acquaint the reader with the problem. Concretely, we look at the set-
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tings in which the clocks of the processors are perfectly synchronized and the

communication channels have no noise (or omission attacks). We ask the fol-

lowing question: How many bins are needed for every player toget at least

one ball, that is not lost due to collisions, in a bin (Lemma 2.1 and 2.2)? We

then relax the assumptions on the system settings by considering different clock

offsets (Claim 2.2) and by considering different clock skews (Claim 2.3). We

continue by considering noisy communication channels (andomission attacks)

(Claim 2.4) and conclude the analysis by considering general system settings

(Corollary 2.1).

Collisions

A message collision corresponds to two or more balls aimed atthe same bin.

We take the pessimistic assumption that, when balls are aimed at neighboring

bins, they collide as well. This is to take non-discrete time(and later on, dif-

ferent clock offsets) into account. Broadcasts that “crossthe borders” between

timeslots are assumed to collide with messages that are broadcast in either bor-

dering timeslot. Therefore, in the scenario in which balls are thrown into bins,

two or more balls aimed at the same bin or bordering bins will bounce out, i.e.,

not end up in the bin.

Definition 2.2 When aiming balls at bins in a sequence of bins, asuccessful

ball is a ball that is aimed at a binb. Moreover, it is required that no other ball

is aimed atb or a neighboring bin ofb. A neighboring binof b is the bin directly

before or directly afterb. Anunsuccessful ballis a ball that is not successful.

Synchronous timeslots and communication channels that have no noise

We prove a claim that is needed for the proof of Lemma 2.1.

Claim 2.1 For all x ≥ 2 it holds that

(
1 −

1

x

)x−1

>
1

e
. (2.1)
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Proof: It is well known that
(

1 +
1

x

)x

< e (2.2)

for anyx ≥ 1. From this it follows that
(

1 −
1

x

)x−1

=

(
x− 1

x

)x−1

=

(
x

x− 1

)−(x−1)

=

(
1 +

1

x− 1

)−(x−1)
=

1
(

1 + 1
x−1

)x−1 >
1

e
(2.3)

for x ≥ 2.

Lemmas 2.1 and 2.2 consider an unbounded sequence of bins that are di-

vided into “circular” subsequences that we callpartitions. We simplify the

presentation of the analysis by assuming that the partitions are independent.

Namely, a ball that is aimed at the last bin of one partition normally counts as a

collision with a ball in the first bin of the next partition. With this assumption,

a ball aimed at the last bin and a ball aimed at the first bin in the same partition

count as a collision instead. These assumptions do not causea loss of gener-

ality, because the probability for balls to collide does notchange. It does not

change because the probability for having a certain number of balls in a bin is

symmetric for all bins.

We continue by proving properties of scenarios in which balls are thrown

into bins. Lemma 2.1 states the probability of a single ball being unsuccessful.

Lemma 2.1 Let n balls be, independently and uniformly at random, aimed at

partitions of3n bins. For a specific ball, the probability that it is not successful

is smaller than1 − 1/e.

Proof: Let b be the bin that the specific ball is aimed at. For the ball to be

successful, there are3 out of the3n bins that no other ball should be aimed at,b

and the two neighboring bins ofb. The probability that no other (specific) ball

is aimed at any of these three bins is

1 −
3

3n
. (2.4)
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The different balls are aimed independently, so the probability that none of the

othern− 1 balls are aimed at binb or a neighboring bin ofb is

(
1 −

3

3n

)n−1

=

(
1 −

1

n

)n−1

. (2.5)

With the help of Claim 2.1, the probability that at least one other ball is aimed

at b or a neighboring bin ofb is

1 −

(
1 −

1

n

)n−1

< 1 −
1

e
. (2.6)

Lemma 2.2 states the probability of any player not having anysuccessful

balls after a number of throws.

Lemma 2.2 ConsiderR independent partitions ofD = 3n bins. For each

partition, letn players aim one ball each, uniformly and at random, at one of

the bins in the partition. LetR ≥ (ℓ+log2 n)/(− log2 p), wherep = 1−1/e is

an upper bound on the probability of a specific being unsuccessful in a partition.

The probability that any player gets no successful ball is smaller than2−ℓ.

Proof: By Lemma 2.1, the probability that a specific ball is unsuccessful is

upper bounded byp = 1 − 1/e. The probability that a player does not get any

successful ball in any ofR independent partitions is therefore upper bounded

by pR.

Let Xi, i ∈ [1, n] be Bernoulli random variables with the probability of a

ball being successful that is upper bounded bypR:

Xi =





1 if player i gets no successful ball inR partitions

0 if player i gets at least one successful ball inR partitions
(2.7)

LetX be the number of players that get no successful ball inR partitions:

X =
n∑

i=1

Xi. (2.8)
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The differentXi are a finite collection of discrete random variables with fi-

nite expectations. Therefore we can use the Theorem of Linearity of Expecta-

tions [21]:

E[X] = E

[
n∑

i=1

Xi

]
=

n∑

i=1

E[Xi] ≤

n∑

i=1

pR = npR. (2.9)

The random variables assume only non-negative values. Markov’s Inequal-

ity [21], Pr(X ≥ a) ≤ E[X]/a, therefore gives us

Pr(X 6= 0) = Pr(X ≥ 1) ≤
E[X]

1
≤ npR (2.10)

FornpR ≤ 2−ℓ we get thatPr(X 6= 0) ≤ 2−ℓ, which gives us

npR ≤ 2−ℓ ⇒

log2(npR) ≤ −ℓ ⇒

log2(n) + R log2(p) ≤ −ℓ ⇒

R ≥
−ℓ− log2 n

log2 p
=

ℓ + log2 n

− log2 p
. (2.11)

We now turn to relaxing the simplifying assumptions of synchronized clocks

and communication channels with no noise. We start by considering clock off-

sets and skews. We then consider noisy communication channels.

Clock offsets

The clocks of the processors have different offsets, and therefore the timeslot

boundaries are not aligned. We consider a scenario that is comparable to system

settings in which clocks have offsets. In the scenario of balls that are thrown

into bins, offsets are depicted as throwing a ball that hits the boundary between

bins and perhaps hits the boundary between partitions.

Claim 2.2 considers players that have individual sequencesof bins. Each se-

quence has its own alignment of the bin boundaries. Namely, abin of one player

may “overlap” with more than one bin of another player. Thus,the different bin
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sequences that have different alignments correspond to system settings in which

clocks have different offsets.

The proof of Claim 2.2 describes a variation of the scenario in which balls

are thrown into bins. In the new variation, balls aimed at overlapping bins

will bounce out. For example, consider two balls aimed at binbki and bk
′

j ,

respectively. If binsbki andbk
′

j overlap, the balls will cause each other to bounce

out.

Claim 2.2 Consider the scenario in which balls might hit the bin boundaries

and takeR andD as defined in Lemma 2.2. Then, we have that the probability

that any player gets no successful ball is smaller than2−ℓ.

Proof: The proof is demonstrated by the following two arguments.

Hitting the boundaries between bins.From the point of view of processorpi,

a timeslot might be the time interval[t, t + u), whereas for processorpj the

timeslot interval might be different and partly belong to two different timeslots

of pi. When considering the scenario in which balls are thrown intobins, we

note that a bin of one player might be seen as parts of two bins of another player.

In other words, every player,̂pi, has its own view,[bik]k∈N, of the bin se-

quence[bk]k∈N. The sequence[bk]k∈N corresponds to an ideal discretization

of the real time into timeslots, whereas the sequence[bik]k∈N, corresponds to a

discretization of processorpi’s native time into timeslots. We say that the bins

[bik] and[bjk′ ] overlap when the corresponding real time periods of[bik] and[bjk′ ]

overlap.

Lemma 2.2 regards balls aimed at neighboring bins as collisions. We recall

the requirements that are made for ball collisions (see Section 2.5.1). These

requirements say that balls aimed at neighboring bins in[bk]k∈N will bounce

out. The proof is completed by relaxing the requirements that are made for ball

collisions in [bk]k∈N. Let us consider the scenario in which playersp̂i and p̂j
aim their balls at binsbik andbjk′ , respectively, such that bothbik andbjk′ overlap.

The binbik can either overlap with the binsbjk′−1 andbjk′ or (exclusively) overlap

with the binsbjk′ andbjk′+1. Balls aimed at any of the bins possibly overlapping

with bik (namelybjk′−1, bjk′ andbjk′+1) are regarded as colliding with the ball of



2.5. CORRECTNESS 47

player p̂j . The same argument applies to binbjk′ overlapping with binsbik−1,

bik andbik+1. In other words, the scenario of Lemma 2.2, without offset and

neighboring bins leading to collision, is a superset in terms of bin overlap to the

scenario in which offsets are introduced.

Hitting the boundaries between partitions.Even if the timeslot boundaries are

synchronized, processorpi might regard the time interval[t, t + Du) as a par-

tition, whereas processorpj might regard the interval[t, t + Du) as partly be-

longing to two different partitions. When considering the scenario in which

balls are thrown into bins, this means that the players’ viewon which bins are

part of a partition can differ.

For each bin, the probability that a specific player chooses to aim a ball at

that bin is1/D, whereD is the number of bins in the partition. Therefore the

probability for a ball being successful does not depend on how other players

partition the bins.

Clock skews

The clocks of the processors have different skews. Therefore, we consider a

scenario that is comparable to system settings in which clocks have skews.

In Claim 2.3, we consider players that have individual sequences of bins.

Each sequence has its own bin size. The size of playerp̂i’s bins is inversely

proportional to processorpi’s clock skew, say1/ρi. We assume that the balls

that are thrown by any player can fit into the bins of any other player. (Say the

ball size is less than1/ρmax.) Thus, the different bin sizes correspond to system

settings in which clocks have different skews.

Let us consider the number of balls that playerp̂i may aim at bins that

overlap with bins in a partition of another player. Suppose that playerp̂i has

bins of size1/ρmax and that player̂pj has bins of size1/ρmin. Then playerp̂i
may aim up tôρ = ⌈ρmax/ρmin⌉ + 1 balls in one partition of player̂pj .

Claim 2.3 Consider the scenario with clock skews and takeR andD as defined

in Lemma 2.2. Letp = 1 − 1/e be an upper bound on the probability of

a specific ball being unsuccessful in a partition. By takingRskew = R ≥



48 CHAPTER 2.

(ℓ + log2 ρ̂n))/(− log2 p) ∈ O(ℓ + log(n)), we have that the probability that

any player gets no successful ball is smaller than2−ℓ.

Proof: By taking the pessimistic assumption that all players see the others, as

well as themselves, as throwinĝρ balls each in every partition we have an upper

bound on how many balls can interfere with each other in a partition. Thus by

taking partitions ofD = 3ρ̂n bins instead of the3n bins of Lemma 2.2, and

substitutingn for ρ̂n in theR of Lemma 2.2,

R ≥
ℓ + log2 ρ̂n)

− log2 p
∈ O(ℓ + log(n)), (2.12)

the guarantees of Lemma 2.2 hold.

Communication channels with noise

In our system settings, message loss occurs due to noise and omission attacks

and not only due to the algorithm’s message collisions. Recall that ξ defines the

number of broadcasts required in order to guarantee at leastone fair broadcast

(not lost to noise or adversarial collisions; see Section 2.2.2). In the scenario in

which balls are thrown into bins, this correspondingly means that at mostξ − 1

balls are lost to the player’s trembling hand for any of itsξ consecutive throws.

Omission attacks are incorporated into theξ assumption and are thus not seen

as a ball being thrown.

Claim 2.4 Consider the communication channels with noise and takeR andD

as defined in Lemma 2.2. By takingRnoise ≥ ξR, we have that the probability

that any player gets no successful ball is smaller than2−ℓ.

Proof: By the system settings (Section 2.2), the noise in the communication

channels is independent of collisions. We take the pessimistic approach and

assume that, when a ball is lost to noise, it can still cause other balls to be

unsuccessful (just as if it was not lost to noise). In order tofulfill the require-

ments of Lemma 2.2, we can takeξR partitions instead ofR partitions. This

will guarantee that each player gets at leastR “fair” balls. That is, each player
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gets at leastR balls that are either successful or that bounce out due to collision

with another ball. Thus, the asymptotic number of bins is unchanged and the

guarantees of Lemma 2.2 still hold.

General system settings

The results gained from studying the scenario in which ballsare thrown into

bins are concluded by Corollary 2.1, which is demonstrated by Lemma 2.2 and

claims 2.2, 2.3, and 2.4.

Corollary 2.1 Suppose that every processor broadcasts once in every partition

ofD timeslots. Consider any processorpi. The probability that every processor

pj ∈ Gi successfully broadcasts at least one beacon to every processor pk ∈

Gi ∩Gj withinR partitions is at least1 − 2−ℓ when

D = 3ρ̂n ∈ O(n) (2.13)

R = ⌈ξ
ℓ + log2(ρ̂n)

− log2 p
⌉ ∈ O(ℓ + log n) (2.14)

ρ̂ = ⌈ρmax/ρmin⌉ + 1 (2.15)

p = 1 −
1

e
. (2.16)

Corollary 2.1 shows that, for any processorpi, within a logarithmic number

of broadcasting rounds, all processors inGi exchange at least one beacon with

their neighbors inGi, with high probability. (See the beginning of Section 2.5.1

for the discussion on then balls versus a processorpi for which |
−→
Gi| < n.)

2.5.2 The task of random broadcast scheduling

So far, we have analyzed a general scenario in which balls arethrown into bins.

We now turn to showing that the scenario indeed depicts the implementation of

the algorithm (which is presented in Fig. 2.3).

As stated earlier, when we talk about the execution of, or complete iteration

of, lines 67 to 80, we do not imply that the branch in lines 75 to80 necessarily

is entered.
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Definition 2.3 (Safe configurations)LetE be a fair execution of the algorithm

presented in Fig. 2.3 andc ∈ E a configuration in whichαi = (leq(nexti −

2Du, cTi) ∧ leq(cTi, nexti) holds for every processorpi. We say thatc is safe

with respect toLE.

We show thatcTi follows the native clock of processorpi. Namely, the

value ofcTi − w is in [Ci − u,Ci].

Lemma 2.3 Let E be a fair execution of the algorithm presented in Fig. 2.3,

andc a configuration that is at leastu after the starting configuration. Then, it

holds that(leq(Ci − u, cTi − w) ∧ leq(cTi − w,Ci)) in c.

Proof: SinceE is fair, the do-forever loop’s timer goes off in every periodof

u/2. Hence, within a period ofu, processorpi performs a complete iteration of

the do-forever loop in an atomic stepai.

Suppose thatc immediately followsai. According to line 67, the value of

cTi − w is the value ofCi in c. Let t = cTi − w = Ci. It is easy to see that

leq(t− u, t) ∧ leq(t, t) in c.

Let ari be an atomic step that includes the execution of lines 83 to 87

(whether entering the branch or not), followsc, and immediately precedesc′ ∈

E. Let t′ = Ci in c′. Then, within a period of at mostu/2, processorpi exe-

cutes stepa′i ∈ E, which includes a complete iteration of the do-forever loop.

Since the period betweenai anda′i is at mostu/2, we have thatt′ − t < u/2.

Thereforeleq(Ci − u, cTi − w) holds inc′ asleq(Ci, cTi − w) holds inc. It

also follows thatleq(cTi − w,Ci)) holds inc′ asCi = cTi − w in c.

We show that when a processorpi executes lines 75 to 80 of the algorithm

presented in Fig. 2.3 it reaches a configuration in whichαi holds. This claim is

used in Lemma 2.4 and Lemma 2.5.

Claim 2.5 Let E be a fair execution of the algorithm presented in Fig. 2.3.

Moreover, letai ∈ E a step that includes a complete iteration of lines 67 to 80

andc the configuration that immediately followsai. Suppose that processorpi
executes lines 75 to 80 inai; thenαi holds inc.
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Proof: Among the lines 75 to 80, only lines 78 to 79 can change the values of

αi. Let t1 = nexti immediately after line 74 and lett2 = nexti immediately

after the execution of line 79. We denote byA = t2 − t1 the value that lines 78

to 79 add tonexti, i.e.,A = (y +D−x)u, where0 ≤ x, y ≤ D− 1. Note that

x is the value ofcsloti before line 78 andy is the value ofcsloti after line 78.

Therefore,A ∈ [u, (2D − 1)u].

By the claim’s assertion, we have thatleq(cTi, t1 +u) holds before line 78.

Sinceu ≤ A, it holds thatleq(cTi, t1 + A), and thereforeleq(cTi, t2) holds.

Moreover, by the claim assertion we have thatleq(t1, cTi) holds. Since

A ≤ (2D − 1)u, it holds thatA − 2Du ≤ −u. This implies thatleq(t1 −

2Du + A, cTi). Thereforeleq(t2 − 2Du, cTi) holds.

We show that, starting from an arbitrary configuration, any fair execution

researches a safe configuration.

Lemma 2.4 Let E be a fair execution of the algorithm presented in Fig. 2.3.

Then, within a period ofu, a safe configuration is reached.

Proof: Let pi be a processor for whichαi does not hold in the starting config-

uration ofE. We show that, within the first complete iteration of lines 67to 80,

the predicateαi holds. According to Lemma 2.3, all processors,pi, complete

at least one iteration of lines 67 to 80, within a period ofu.

Let ai ∈ E be the first step in which processorpi completes the first itera-

tion. If αi does not hold in the configuration that immediately precedesai, then

either (1) the predicate in line 68 holds and processorpi executes line 69 or (2)

the predicate of line 74 holds at line 68.

For case (2), as¬(leq(t − 2Du, t) ∧ leq(t, t)) is false for anyt, immedi-

ately after the execution of line 69, the predicate¬(leq(nexti − 2Du, cTi) ∧

leq(cTi, nexti)) does not hold. Moreover, the predicate in line 74 holds, since

leq(t, t + u) holds for anyt.

In other words, the predicate in line 74 holds for both cases (1) and (2).

Therefore,pi executes lines 75 to 80 inai. By Claim 2.5,αi holds for the

configuration that immediately followsai. By repeating this argument for all
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processorspi, we show that a safe configuration is reached within a period of

u.

We demonstrate the closure property of safe configurations.

Lemma 2.5 Let E be a fair execution of the algorithm presented in Fig. 2.3

that starts in a safe configurationc, i.e. a configuration in whichαi holds for

every processorpi (Definition 2.3). Then, every configuration inE is safe with

respect toLE.

Proof: Let ti be the value ofpi’s native clock in configurationc andai ∈ E

be the first step of processorpi.

We show thatαi holds in configurationc′ that immediately followsai. Lines

83 to 87 do not change the value ofαi. By Claim 2.5, ifai executes lines 75

to 80 within one complete iteration, thenαi holds inc′. Therefore, we look at

stepai that includes the execution of lines 67 to 74, but does not include the

execution of lines 75 to 80.

Let t1 = cTi in c andt2 = cTi in c′. According to Lemma 2.3, and by the

fairness ofE, we have thatt2−ti modT < u. Furthermore, letA = nexti−Du

andB = nexti in c. The values ofnexti −Du andB = nexti do not change

in c′. Sinceαi is true inc, it holds thatleq(A, t1) ∧ leq(t1, B). We claim that

leq(A, t2)∧ leq(t2, B). Sinceleq(t1, B) in c, we have thatleq(t2, B+t2−t1)

while pi executes line 74 inai. As ai does not execute lines 75 to 80, the

predicate in line 74 does not hold inai. As leq(t1, B) andt2 − t1 modT < u

the predicate in line 74 does not hold iffleq(t2, B). Furthermore, we have that

leq(A, t1), leq(t1, B), andleq(t2, B). As 0 < t2 − t1 modT < u we have

that leq(A, t2). Thus,c′ is safe asαi holds inc′.

2.5.3 Nice executions

We claim that the algorithm (presented in Fig. 2.3) implements nice executions

with high probability. We show that, for any processorpi, every execution (for

which the safe configuration requirements hold) is a nice execution in relation

to pi with high probability.
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Theorem 2.1 LetE be a legal execution of the algorithm presented in Fig. 2.3.

Then, for any processorpi, E is nice in relation topi with high probability.

Proof: Recall that in a legal execution all configurations are safe (Section 2.2).

Let ai be a step in which processorpi broadcasts,a′i be the first step afterai
in which processorpi broadcasts, anda′′i be the first step aftera′i in which

processorpi broadcasts.

Let r, r′, andr′′ be the values ofnexti between lines 78 and 79 inai, a′i,

anda′′i , respectively. The only changes done tonexti from line 79 inai to

lines 78 and 79 ina′i are those two lines, which taken together changenexti to

nexti + Du mod T .

The period of lengthDu that begins atr and ends atr′ mod T is divided

in D timeslots of lengthu. A timeslot begins at timer + xu mod T and ends

at timer + (x + 1)u mod T for a unique integerx ∈ [0, D− 1]. The timeslot

in which a′i broadcasts iscslot in c. In other words, processorpi broadcasts

within a timeframe ofr to r′, which is of lengthDu. By the same arguments,

we can show that processorpi broadcasts within a timeframe ofr′ to r′′, which

is of lengthDu. These arguments can be used to show that, afterai, processor

pi broadcasts once per period of lengthDu.

Corollary 2.1 considers processorpi, and its setGi, which includes itself

and its neighbors. The processors in
−→
Gi broadcast once in every period ofD

timeslots. The timeslots are of lengthu, a period that each processor estimates

using its native clock. Let us consider a processorpi andR timeframes of length

Du. By Corollary 2.1, the probability that all processorspj ∈ Gi successfully

broadcast at least one beacon to all processorspk ∈ Gi ∩Gj is at least1− 2−ℓ.

Now, let us consider2R timeframes of lengthDu. Consider the probability

that each of the processorspj ∈ Gi successfully broadcasts to all processors

pk ∈ Gi∩Gj and get a response from all such processorspk. By Corollary 2.1,

that probability is at least(1 − 2−ℓ)2 = 1 − 2−ℓ+1 + 2−2ℓ > 1 − 2−ℓ+1.

Therefore, by Definition 2.1, for any processorpi, E is nice in relation topi
with high probability.
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2.6 Performances of the algorithm

Several elements determine the precision of the clock synchronization. The

clock sampling technique is one of them. Elson et al. [2] showthat the reference

broadcast technique can be more precise than the round-tripsynchronization

technique. We allow the use of both techniques. Another important precision

factor is the quality of the approximation of the native clocks of neighboring

nodes. Our extensive clock sample records allows for both linear regression

and phase-locked looping (see Römer et al. [5]). Moreover, the clock synchro-

nization precision improves as neighboring processors areable to sample each

other’s clocks more frequently. However, due to the limitedenergy reserves in

sensor networks, careful considerations are required.

Let us consider the continuous operation mode. If the periodof the clock

samples is too long, the clock precision suffers, as the skews of the native clocks

are not constant. Thus, an important measure isroundi, whereroundi is the

time it takes a processorpi and its neighbors inGi to exchange beacons and

responses. In other words,roundi is the time it takes (1) every processorpj ∈

Gi (includingpi) to successfully broadcast at least one beacon to all processors

pk ∈ Gi ∩Gj and (2) every such processorpj to get at least one response from

all such processorspk.

Let us consider ideal system settings in which broadcasts never collide. In

the worst case,|Gi| = |
−→
Gi| = n. Sendingn beacons and gettingn responses

to each of these beacons requires the communication of at leastO(n2) samples.

By Corollary 2.1 and Theorem 2.1, we get that2R timeframes of lengthDu are

needed. We also get thatR ∈ O(log n) andD ∈ O(n). The timeslot sizeu

is needed to fit a message withBLog = 2R responses to up ton processors.

Hence,u ∈ O(n log n). Thereforeroundi ∈ O(n2(log n)2). Moreover, with

a probability of at least1 − 2−ℓ+1, the algorithm can secure a clock sampling

period that isO((log n)2) times the optimum.

We note that the required storage is inO(n2 log n log T ). By Lemma 2.4,

starting in an arbitrary configuration, our system stabilizes withinu time, and

as we have seen aboveu ∈ O(n log n).
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2.6.1 Optimizations

We can use the following optimization, which is part of many existing imple-

mentations. Before accessing the communication media, a processorpi waits

for a periodd and broadcasts only if there was no message transmitted during

that period. Thus, processorpi does not intercept broadcasts, from a processor

pj ∈ Gi, that it started receiving (and did not finish) before timet− d, wheret

is the time of the broadcast bypi. In that case it aborts its message. Forpi, and

for the sake of the worst-case analysis, this counts as a collision. However, for

pj it is a successful broadcast (assuming that the message is not lost to noise or

to collision with another message).

2.7 Discussion

Sensor networks are particularly vulnerable to interference, whether as a result

of hardware malfunction, environmental anomalies, or malicious intervention.

When dealing with message collisions, message delays and noise, it is hard to

separate malicious from non-malicious causes. For instance, it is hard to distin-

guish between a pulse-delay attack and a combination of failures, e.g., a node

that suffers from a hidden terminal failure, but receives anecho of a beacon. Re-

cent studies consider more and more implementations that take security, failures

and interference into account when protecting sensor networks (e.g., [22–24],

which consider multi-channel radio networks). We note thatmany of the exist-

ing implementations assume the existence of a fine-grained synchronized clock,

which we implement.

Message scheduling is important for clock synchronization. Moradi et al.

compare clock synchronization algorithms for wireless sensor networks con-

sidering precision, cost and fault tolerance [25]. They show that, without a

message scheduling algorithm of some sort, the Reference Broadcast algorithm

of [2] suffers heavily from collisions.

Ganeriwal et al. [7] overcome the challenge of delayed beacons using the

round-trip synchronization technique. With this technique the average delay of
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a message from processorpi to processorpj ∈ Gi, and a message back from

pj to pi, can be calculated using the send and receive times of those messages.

Thus, a delay attack can be detected if the delay is larger than some known up-

per bound on message delay. They use the Byzantine agreementprotocol [26]

for a cluster ofg nodes where allg nodes are within transmission range of each

other. Thus, Ganeriwal et al. require3f + 1 ≤ g. Song et al. [8] consider

a different approach that uses the reference broadcasting synchronization tech-

nique. Existing statistics models refer to malicious time offsets as outliers. The

statistical outlier approach is numerically stable for2f + ǫ ≤ g, whereg is the

number of neighbors and whereǫ is a safety constant (see [8]). We note that

both approaches are applicable to our work. We further note that a processor

pk ∈ Gj∩Gj can detect delay attacks against beacons that nodespi andpj have

sent to each other, by the mechanisms of calculating averagemessage delay and

comparing with a known upper bound. This is possible becausepk gets send

and receive times of messages back and forth betweenpi andpj .

Based on our practical assumptions, we are able to avoid the Byzantine

agreement overheads and follow the approach of Song et al. [8]. We can con-

struct a self-stabilizing version of their strategy, by using our sampling algo-

rithm and by detecting outliers using the generalized extreme studentized devi-

ate (GESD) algorithm [27]. LetB be the set of delivered beacon records within

a period ofR and test the setB for outliers using the GESD algorithm.

Existing implementations of secure clock synchronizationprotocols [6–8,

10, 28–30] are not self-stabilizing. Thus, their specifications are not compatible

with security requirements for autonomous systems. In autonomous systems,

the self-stabilization design criteria are imperative forsecure clock synchroniza-

tion. For example, many existing implementations require initial clock synchro-

nization prior to the first pulse-delay attack (during the protocol set up). This

assumption implies that the system uses global restart for self-defense manage-

ment, say, using an external intervention. We note that the adversary is capable

of intercepting messages continually. Thus, the adversarycan risk detection

and intercept all pulses for a long period. Assume that the system detects the
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adversary’s location and stops it. Nevertheless, the system cannot synchronize

its clocks without a global restart.

Sun et al. [31] describe a cluster-wise synchronization algorithm that is

based on synchronous broadcasting rounds. The authors assume that a Byzan-

tine agreement algorithm [26] synchronizes the clocks before the system ex-

ecutes the algorithm. Our algorithm is comparable with the requirements of

autonomous systems and makes no assumptions on synchronousbroadcasting

rounds or start.

Manzo et al. [30] describe several possible attacks on an (unsecured) clock

synchronization algorithm and suggest countermeasures. For single hop syn-

chronization, the authors suggest using a randomly selected “core” of nodes to

minimize the effect of captured nodes. The authors do not consider the cases

in which the adversary captures nodes after the core selection. In this work, we

make no assumption regarding the distribution of the captured nodes. Farru-

gia and Simon [29] consider a cross-network spanning tree inwhich the clock

values propagate for global clock synchronization. However, no pulse-delay at-

tacks are considered. Sun et al. [28] investigate how to use multiple clocks from

external source nodes (e.g., base stations) to increase theresilience against an

attack that captures source nodes. In this work, there are nosource nodes.

In [10], the authors explain how to implement a secure clock synchroniza-

tion protocol. Although the protocol is not self-stabilizing, we believe that some

of their security primitives could be used in a self-stabilizing manner when im-

plementing our self-stabilizing algorithm.

Herman and Zhang [16] present a self-stabilizing clock synchronization

algorithm for sensor networks. The authors present a model for proving the

correctness of synchronization algorithms and show that the converge-to-max

approach is stabilizing. However, the converge-to-max approach is prone to

attacks with a single captured node that introduces the maximal clock value

whenever the adversary decides to attack. Thus, the adversary can at once set

the clock values “far into the future”, preventing the nodesfrom implementing

a continuous time approximation function. This work is the first in the context
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of self-stabilization to provide security solutions for clock synchronization in

sensor networks.

2.7.1 Conclusions

Designing secure and self-stabilizing infrastructure forsensor networks nar-

rows the gap between traditional networks and sensor networks by simplifying

the design of future systems. In this work, we use system settings that consider

many practical issues, and take a clean-slate approach in designing a fundamen-

tal component: a clock synchronization protocol.

The designers of sensor networks often implement clock synchronization

protocols that assume the system settings of traditional networks. However,

sensor networks often require fine-grained clock synchronization for which the

traditional protocols are inappropriate.

Alternatively, when the designers do not assume traditional system settings,

they turn to reinforcing the protocols with masking techniques. Thus, the de-

signers assume that the adversary never violates the assumptions of the masking

techniques, e.g., there are at mostf captured and/or pulse-delay attacked nodes

in a neighborhood at all times, for a setting where3f + 1 ≤ n must hold in the

neighborhood. Since sensor networks reside in an unattended environment, the

last assumption is unrealistic when considering long timespans.

Our design promotes self-defense capabilities once the system returns to fol-

lowing the original designer’s assumptions. Interestingly, the self-stabilization

design criteria provide an elegant way for designing secureautonomous sys-

tems.

2.7.2 Acknowledgments

This work would not have been possible without the contribution of Marina

Papatriantafilou in many helpful discussions, ideas, and analysis. We wish to

thank Ted Herman for many helpful discussions. Many thanks to Edna Oxman

for improving the presentation.



BIBLIOGRAPHY 59

Bibliography

[1] Murat Demirbas, Anish Arora, Tina Nolte, and Nancy A. Lynch, “Ahierarchy-

based fault-local stabilizing algorithm for tracking in sensor networks.,”in

OPODIS. 2004, vol. 3544 ofLNCS, pp. 299–315, Springer.

[2] Jeremy Elson, Lewis Girod, and Deborah Estrin, “Fine-grained network time

synchronization using reference broadcasts,”Operating Systems Review (ACM

SIGOPS), vol. 36, no. SI, pp. 147–163, 2002.

[3] Richard Karp, Jeremy Elson, Deborah Estrin, and Scott Shenker, “Optimal and

global time synchronization in sensornets,” Tech. Rep., 2003.

[4] Richard M. Karp, Jeremy Elson, Christos H. Papadimitriou, and Scott Shenker,

“Global synchronization in sensornets.,” inLATIN. 2004, vol. 2976 ofLNCS, pp.

609–624, Springer.

[5] Kay Römer, Philipp Blum, and Lennart Meier, “Time synchronizationand calibra-

tion in wireless sensor networks,” inHandbook of Sensor Networks: Algorithms

and Architectures, pp. 199–237. John Wiley and Sons, Sep. 2005.

[6] Saurabh Ganeriwal, Srdjan Capkun, Chih-Chieh Han, and Mani B.Srivastava, “Se-

cure time synchronization service for sensor networks,” inProceedings of the 4th

ACM workshop on Wireless security (WiSe’05), NYC, NY, USA, 2005, pp. 97–106,

ACM Press.

[7] Saurabh Ganeriwal, Srdjan Capkun, and Mani B. Srivastava, “Secure time syn-

chronization in sensor networks,”ACM Transactions on Information and Systems

Security, 2008.

[8] Hui Song, Sencun Zhu, and Guohong Cao, “Attack-resilient time synchronization

for wireless sensor networks.,”Ad Hoc Networks, vol. 5, no. 1, pp. 112–125, 2007.

[9] Bruce Schneier,Applied Cryptography, John Wiley & Sons, 2nd edition, 1996.

[10] Kun Sun, Peng Ning, and Cliff Wang, “Tinysersync: secure andresilient time

synchronization in wireless sensor networks.,” inACM Conference on Computer

and Communications Security. 2006, pp. 264–277, ACM.

[11] Seth Gilbert, Rachid Guerraoui, and Calvin C. Newport, “Of maliciousmotes

and suspicious sensors: On the efficiency of malicious interference in wireless

networks.,” inOPODIS. 2006, vol. 4305 ofLNCS, pp. 215–229, Springer.



60 CHAPTER 2.

[12] Edsger W. Dijkstra, “Self-stabilizing systems in spite of distributed control,” Com-

munications of the ACM, vol. 17, no. 11, pp. 643–644, 1974.

[13] Shlomi Dolev,Self-Stabilization, MIT Press, March 2000.

[14] Joffroy Beauquier and Synnöve Kekkonen-Moneta, “Fault tolerance and self-

stabilization: Impossibility results and solutions using self-stabilizing failure de-

tectors,”International Journal of Systems Science, vol. 28, no. 11, pp. 1177–1187,

Nov. 1997.

[15] Kay Römer, “Time synchronization in ad hoc networks,” inMobiHoc ’01: Pro-

ceedings of the 2nd ACM international symposium on Mobile ad hoc networking

& computing, NYC, NY, USA, 2001, pp. 173–182, ACM Press.

[16] Ted Herman and Chen Zhang, “Best paper: Stabilizing clock synchronization

for wireless sensor networks.,” inSSS. 2006, vol. 4280 ofLNCS, pp. 335–349,

Springer.

[17] Christoph Lenzen, Thomas Locher, and Roger Wattenhofer, “Tight bounds for

clock synchronization,” in28th ACM Symposium on Principles of Distributed

Computing (PODC), Calgary, Canada, August 2009, pp. 46–55.

[18] Christoph Lenzen, Thomas Locher, and Roger Wattenhofer, “Clock synchroniza-

tion with bounded global and local skew,” in49th Annual IEEE Symposium on

Foundations of Computer Science (FOCS), Philadelphia, Pennsylvania,USA, Oc-

tober 2008, pp. 509–518.

[19] Philipp Sommer and Roger Wattenhofer, “Gradient clock synchronization in wire-

less sensor networks,” in8th ACM/IEEE International Conference on Information

Processing in Sensor Networks (IPSN), San Francisco, USA, April 2009.

[20] N. Abramson et al.,The Aloha System, Univ. of Hawaii, 1972.

[21] Michael Mitzenmacher and Eli Upfal,Probability and Computing: Randomized

Algorithms and Probabilistic Analysis, Cambridge University Press, New York,

NY, USA, 2005.

[22] Shlomi Dolev, Seth Gilbert, Rachid Guerraoui, Fabian Kuhn, and Calvin C. New-

port, “The wireless synchronization problem,” inPODC. 2009, pp. 190–199,

ACM.

[23] Shlomi Dolev, Seth Gilbert, Rachid Guerraoui, and Calvin C. Newport, “Secure

communication over radio channels,” inPODC. 2008, pp. 105–114, ACM.



BIBLIOGRAPHY 61

[24] Shlomi Dolev, Seth Gilbert, Rachid Guerraoui, and Calvin C. Newport, “Gossiping

in a multi-channel radio network,” inDISC. 2007, vol. 4731 ofLecture Notes in

Computer Science, pp. 208–222, Springer.

[25] Farnaz Moradi and Asrin Javaheri, “Clock synchronization in sensor networks for

civil security,” Technical report, Computer Science and Engineering, Chalmers

University of technology, March 2009.

[26] Leslie Lamport, Robert E. Shostak, and Marshall C. Pease, “The byzantine gener-

als problem.,” ACM Transactions on Programming Languages and Systems, vol.

4, no. 3, pp. 382–401, 1982.

[27] B. Rosner, “Percentage points for a generalizedesd many-outlier procedure,”

Technometrics, vol. 25, pp. 165–172, 1983.

[28] Kun Sun, Peng Ning, and Cliff Wang, “Secure and resilient clock synchronization

in wireless sensor networks,”IEEE Journal on Selected Areas in Communications,

vol. 24, no. 2, pp. 395–408, Feb. 2006.

[29] Emerson Farrugia and Robert Simon, “An efficient and secureprotocol for sensor

network time synchronization,”Journal of Systems and Software, vol. 79, no. 2,

pp. 147–162, 2006.

[30] Michael Manzo, Tanya Roosta, and Shankar Sastry, “Time synchronization attacks

in sensor networks,” inProceedings of the 3rd ACM workshop on Security of ad

hoc and sensor networks (SASN’05), NYC, NY, USA, 2005, pp. 107–116, ACM

Press.

[31] Kun Sun, Peng Ning, and Cliff Wang, “Fault-tolerant cluster-wise clock synchro-

nization for wireless sensor networks,”IEEE Transactions on Dependable and

Secure Computing, vol. 2, no. 3, pp. 177–189, 2005.



62 CHAPTER 2.



PAPER II

Andreas Larsson, Philippas Tsigas

Self-stabilizing (k,r)-Clustering in Wireless Ad-hoc
Networks with Multiple Paths

Technical Report no. 2010:06, Department of Computer Science and

Engineering, Chalmers University of Technology, Sweden, 2010.

This work will appear in the proceedings of The 31st International Conference

on Distributed Computing Systems (ICDCS). June 2011, Minneapolis, Min-

nesota, USA. A preliminary version of this article appearedin the proceed-

ings of 14th International Conference On Principles Of Distributed Systems

(OPODIS). December 2010, Tozeur, Tunisia, LNCS 6490 pp. 79-82.





3
PAPER II: Self-stabilizing

(k,r)-Clustering in Wireless Ad-hoc

Networks with Multiple Paths

Wireless Ad-hoc networks are distributed systems that often reside in error-

prone environments. Self-stabilization lets the system recover autonomously

from an arbitrary state, making the system recover from errors and temporarily

broken assumptions. Clustering nodes within ad-hoc networks can help form-

ing backbones, facilitating routing, improving scaling, aggregating information,

saving power and much more. We present the first self-stabilizing distributed

(k,r)-clustering algorithm. A (k,r)-clustering assignsk cluster heads withinr

communication hops for all nodes in the network while tryingto minimize the
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total number of cluster heads. The algorithm uses synchronous communication

rounds and uses multiple paths to different cluster heads for improved security,

availability and fault tolerance. The algorithm assigns, when possible, at leastk

cluster heads to each node withinO(r) rounds from an arbitrary configuration.

The set of cluster heads stabilizes, with high probability,to a local minimum

within O(gr log n) rounds, wheren is the size of the network andg is an upper

bound on the number of nodes within2r hops.

3.1 Introduction

Starting from an arbitrary state, self stabilizing algorithms let a system stabilize

to, and stay in, a consistent state [1]. There are many reasons why a system

could end up in an inconsistent state of some kind. Assumptions that algorithms

rely on could temporarily be invalid. Memory content could be changed by

radiation or other elements of harsh environments. Batterypowered nodes could

run out of batteries and new ones could be added to the network. It is often not

feasible to manually configure large ad-hoc networks to recover from events

like this. Self-stabilization is therefore often a desirable property of algorithms

for ad-hoc networks. However, self-stabilization comes with increased costs,

so a tradeoff is made. A self-stabilizing algorithm can never stop because you

can not know when temporary faults occur, but it can convergeto a result that

holds as long as all assumptions hold. Furthermore, there are often overheads

in the algorithm tied to the need to recover from arbitrary states. It can be

added computations, increased size of messages or increased number of needed

rounds to achieve something.

An algorithm for clustering nodes together in an ad-hoc network serves an

important role. Back bones for efficient communication can be formed using

cluster heads. Clusters can be used for routing messages. Cluster heads can

be responsible for aggregating data, e.g. sensor readings in an ad-hoc sensor

network, into reports to decrease the number of individual messages needed to

rout through the network. Hierarchies of clusters on different levels can be used
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for improved scaling of a large network. Nodes in a cluster could take turns

doing energy costly tasks to save power over all.

Clustering is a well studied problem. Due to space constraints we point to

the survey of the area with regard to wireless ad-hoc networks by Chen et al.

in [2] for references to the area in general. We will focus on self-stabilization,

redundancy and some security aspects. One way of clusteringnodes in a net-

work is for nodes to associate themselves with one or more cluster heads. In the

(k,r)-clustering problem each node in the network should have at leastk clus-

ter heads withinr communication hops away. This might not be possible for

all nodes if the number of nodes withinr hop from them is smaller thank. In

such cases a best effort approach can be taken for getting as close tok cluster

heads as possible for those nodes. The clustering should be achieved with as

few cluster heads possible. To find the global minimum numberof cluster heads

is in general too hard, so algorithms provide an approximation. Assuming that

the network allowsk cluster heads for each node, the set of cluster heads forms

a total (k,r)-dominating set in the network. In atotal (k,r)-dominating set the

nodes in the set also need to havek nodes in the set withinr hops, in contrast

to an ordinary (k,r)-dominating set in which this is only required for nodes not

in the set.

There is a multitude of existing clustering algorithms for ad-hoc networks,

of which a number is self-stabilizing. In [3], Johnen and Nguyen present a self-

stabilizing (1,1)-clustering algorithm that converges fast. Dolev and Tzachar

tackle a lot of organizational problems in a self-stabilizing manner in [4]. As

part of this work they present a self-stabilizing (1,r)-clustering algorithm. Caron

et al. present a self-stabilizing (1,r)-clustering in [5] that takes weighted graphs

into account.

There is a number of papers that do not have self-stabilization in mind. Fu

et al. consider the (k,1)-clustering problem in [6]. In [7] the full (k,r)-clustering

problem is considered and both a centralized and a distributed algorithm for

solving this problem are presented. Wu and Li also consider the full (k,r)-

clustering in [8].
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Other algorithms do not take the cluster head approach. In [9], sets of nodes

that all can communicate directly with each other are grouped together without

assigning any cluster heads. In this paper malicious nodes that try to disturb the

protocol are also considered, but self-stabilization is not considered.

3.1.1 Our Contribution

We have constructed the first, to the best of our knowledge, self-stabilizing

(k, r)-clustering algorithm for ad-hoc networks. The algorithm is based on

synchronous rounds and makes sure that, withinO(r) rounds, all nodes have at

leastk cluster heads (or all nodes withinr hops if a node has less thank nodes

within r hops) using a deterministic scheme. A randomized scheme comple-

ments the deterministic scheme and lets the set of cluster heads stabilize to a

local minimum. It stabilizes withinO(gr log n) rounds with high probability,

whereg is a bound on the number of nodes within2r hops, andn is the size of

the network.

We prove quick selection of enough cluster heads. Once the system fulfills

the cluster head requirements, ofk cluster heads withinr hops for all nodes,

the requirements will continue to hold from that point on. Wealso prove that

the set of cluster heads converges towards a local minimum. Under the extra

assumption that timers are synchronized, we show an upper bound on the num-

ber of rounds it takes, with high probability, for the set of cluster heads to reach

a local minimum. Furthermore, experimentally we show that without this extra

assumption used in the proof the system stabilizes approximately equally fast.

Our contribution is presented as follows. In section 3.2 we introduce the

system settings. Section 3.3 describes the algorithm. Section 3.4 proves the

properties of the algorithm. We discuss experimental results, security and re-

dundancy and how different system settings would affects the properties of the

algorithm in Section 3.5.
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3.2 System Settings

We assume a static network. Changes in the topology are seen as transient

faults. We denote the set of all nodes in the networkP and the size of the

networkn = |P|. We impose no restrictions on the network topology other

than that an upper bound,g, on the number of nodes within2r hops of any node

is known (see below).

The set of neighbors,Ni, of a nodepi is all the nodes that can communicate

directly with nodepi. In other words, a nodepj ∈ Ni is one hop from node

pi. We assume a bidirectional connection graph, i.e. thatpi ∈ Nj iff pj ∈ Ni.

The neighborhood,Gr
i of a nodepi is all the nodes (including itself) at mostr

hops away frompi. Let g ≥ maxj |G
2r
j | be a bound, known by the nodes, on

the number of nodes within2r hops.

The system is synchronous and progresses in rounds. Each round has two

phases. First in the receipt phase each nodepi receives messages from all of its

immediate neighborspj ∈ Ni. Then in the step phase each nodepi after per-

forming the appropriate calculations broadcasts a messageto all nodespj ∈ Ni.

We assume that a broadcast by a nodepi is received reliably by all processors

pj ∈ Ni in the receipt phase of the respective round.

3.3 Self-stabilizing(k, r)-clustering algorithm

The goal of the algorithm is, using as few cluster heads as possible, for each

nodepi in the network to have a set of at leastk cluster heads within itsr-hop

neighborhoodGr
i . This is not possible if a nodepi has|Gr

i | < k. Therefore,

we require that|Cr
i | ≤ ki, whereCr

i ⊆ Gr
i is the set of cluster heads in the

neighborhood ofpi and ki = min(k, |Gr
i |) is the closest number of cluster

heads tok that nodepi can achieve. We do not strive for a global minimum.

That is too costly. We achieve a local minimum, i.e. a set of cluster heads in

which no cluster head can be removed without violating the(k, r) goal.

The basic idea is that each nodepi electski nodes to be cluster heads. As all

nodes elect cluster heads, the election process might lead to more thanki nodes
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Constants:
i : id of executing processor
r : number of hops within we consider a neighborhood
k : the number of clusterheads to elect
g : upper bound on the number of nodes within2r hop.
T = 8gr : length of an escape period

Variables:
state∈ {HEAD, ESCAPING, SLAVE} : The state of the node. Initially set toSLAVE.
timer : Integer. Timer for escape attempts. Initially set to T-1.
estart: Integer. The escape schedule. Initially set to0.
estate∈ {SLEEP, INIT, FLOOD, HOPE} :State for escape attempts. Initially set toSLEEP.
heads: Set of Id:s. Initially set to∅.
S& Z: Sets of< Id,State> tuples. Initially set to{< i,state> }.

External functions and macros:
LBcast(m) : Broadcasts message m to direct neighbors
LBrecv(m) : Receives a message from direct neighbor
smallest(a,A) : Returns themin(|A|,a) smallest id:s in A
cds(A): {< j,s,t> ∈ A : t =maxτ {τ : < j,s,τ> ∈ A}}
cdj(B): {< j,t> ∈ B : t =maxτ {τ : < j,τ> ∈ B}}

Figure 3.1: Constants, variables, external functions and macros for the algorithm in
Fig. 3.2

being cluster heads withinGr
i . Moreover, for a nodepi that is a cluster head we

might get thatminpj∈Gr
i
|Cr

j | > k. In such a situation nodepi could possibly

escape, i.e. drop the cluster head responsibility, without violating the condition

that |Cr
j | ≥ kj for any nodepj . One could imagine an algorithm that in a first

phase adds cluster heads and thereafter in a second phase removes cluster heads

that are not needed. To achieve self-stabilization however, we cannot rely on

starting in a predefined state. Recovery from an inconsistent state might start at

any time. Therefore, in our algorithm there are no phases andthe mechanism for

adding cluster heads runs in parallel with the mechanism forremoving cluster

heads and none of them ever stops. In each round each node sends out its state

and forwards states of others. A cluster head node normally has the state HEAD

and a non cluster head node always has state SLAVE.

If a nodepi in any round finds out that it has less thank cluster heads it

selects a set of other nodes that it decides to elect as cluster heads. Nodepi then

elects established cluster head nodes and any newly picked nodes by sending
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1 on step phase:
2 if timer< 0∨ timer≥ T-1
3 timer← 0
4 else
5 timer← timer + 1
6 S← Z
7 heads← { j : < j, HEAD> ∈ S}
8 /* Escaping */
9 if state in{HEAD, ESCAPING}

10 updateestate()
11 if estate= INIT ∧ state= HEAD ∧ |heads|> k
12 state← ESCAPING
13 heads← heads\ { i}
14 else ifestate= SLEEP∧ state= ESCAPING
15 state← SLAVE
16 if state= SLAVE
17 estate← SLEEP
18 estart← 0
19 /* Add heads */
20 if |heads|< k
21 let a = k -|heads|
22 let A = { j: < j, ·> ∈ S} \ heads
23 heads← heads∪ smallest(a, A)
24 /* Join and send state */
25 for each j∈ heads
26 if j 6= i
27 forwardjoin(< j, r> )
28 else
29 state← HEAD
30 Z← {< i,state> }
31 sendstate(< i, state, r> )
32

33 function updateestate:
34 if timer= 0
35 estart← uniformlyrandom({0, 1, . . . T-2r-2})
36 if timer∈ [0, estart-1 ]:
37 estate← SLEEP
38 else iftimer∈ [estart, estart]
39 estate← INIT
40 else iftimer∈ [estart+1, estart+2r-1 ]
41 estate← FLOOD
42 else iftimer∈ [estart+2r, estart+2r ]
43 estate← HOPE
44 else iftimer∈ [estart+2r+1, T-1 ]
45 estate← SLEEP

47 function receivedstate(< j, jstate, ttl> ), i 6= j:
48 js← jstate
49 if js = ESCAPING∧ j ∈ heads
50 if |heads| ≤ k
51 js← HEAD
52 else
53 heads← heads\ { j}
54 let ss= { s : < j, s> ∈ Z} ∪ { js}
55 if HEAD ∈ ss:
56 js← HEAD
57 else ifESCAPING∈ ss
58 js← ESCAPING
59 else
60 js← SLAVE
61 Z← {< o, s> : < o, s> ∈ Z∧ o 6= j}∪ {< j, js> }
62

63 ttl← max(1, min(r, ttl))
64 if ttl > 1:
65 forwardstate(< j, jstate, ttl-1> )
66

67 function receivedjoin(< j, ttl> ):
68 ttl← max(0, min(r, ttl))
69 if j = i ∧ estate/∈ {INIT, FLOOD}
70 state← HEAD
71 else ifttl > 1
72 forwardjoin(< j, ttl -1> )
73

74 on LBrecv(< j, jstateset, jjoinset> ):
75 for each< o,ostate,ottl> ∈ jstateset
76 if o 6= i:
77 receivedstate(< o,ostate,ottl> )
78 for each< o,ostate,ottl> ∈ jjoinset
79 receivedjoin(< o,ottl> )
80

81 function forwardstate(tuple):
82 stateset← stateset∪ tuple
83

84 function forwardjoin(tuple):
85 joinset← joinset∪ tuple
86

87 function sendstate(tuple):
88 forwardstate(tuple)
89 stateset← cds(stateset)
90 joinset← cdj(joinset)
91 LBcast(< i,stateset,joinset> )
92 stateset←∅
93 joinset←∅

Figure 3.2: Pseudocode for the clustering algorithm.

a join message to them. Any node that is not a cluster head becomes a cluster

head if it receives a join addressed to it.

We take a randomized approach for letting nodes try to drop their cluster

head responsibility. Time is divided into periods ofT rounds. A cluster head
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nodepi picks uniformly at random one round out of theT − 2r− 1 first rounds

in the period as a possible starting round,estarti, for an escape attempt. If

pi has more thank cluster heads in roundestarti, then it will start an escape

attempt. When starting an escape attempt a node sets it state to ESCAPING

and keeps it that way for a number of rounds to make sure that all the nodes in

Gr
i will eventually know that it tries to escape. A nodepj ∈ Gr

i that would get

fewer thank cluster heads ifpi would stop being a cluster head can veto against

the escape attempt. This is done by recording the state ofpi as HEAD and thus

continuing to send joins addressed to it. Ifpj , on the other hand, has more than

k cluster heads it would not need to veto. Thus, by accepting the state ofpi as

ESCAPING,pj will not send any join topi. After a number of rounds all nodes

Gi \ {i} will have had the opportunity to veto the escape attempt. If none of

them objected, at that pointpi will get no joins and can set its state to SLAVE.

If an escape attempt bypi does not overlap in time with another escape

attempt it will succeed if and only ifminpj∈Gr
i
|Cr

j | > k. If there are overlaps

by other escape attempts, the escape attempt bypi might fail even in cases

whereminpj∈Gr
i
|Cr

j | > k. The random escape attempt schedule therefore

aims to minimize the risk of overlapping attempts.

The pseudocode for the algorithm is described in Fig. 3.2 with accompany-

ing constants, variables, external functions and macros inFig 3.1. In the step

phase of each round lines 1-31 are executed. The code for the receipt phase

can be found in lines 47-72. To have only one message for each node sent per

round, all forwarding and sending of messages in lines 1-72 use the functions

in lines 74-93 that collect everything that is to be sent until the end of the step

phase where one message is sent out.

3.4 Correctness

In Section 3.4.1 we will show that withinO(r) rounds we will have|Cr
i | ≥ ki

for any nodepi. First we show that this holds while temporarily disregarding the

escaping mechanism, and then that it holds for the general case in Theorem 3.1.
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In Section 3.4.2 we will show that a cluster head nodepi can become slave

if it is not needed and if it tries to escape undisturbed by other nodes inG2r
i .

We continue to show that the set of nodes converges, with highprobability, to a

local minimum withinO(gr log n) rounds under the assumption that the timers

of all nodes in the network are synchronized in Theorem 3.2.

Finally we present the message complexity in Theorem 3.3.

Definition 3.1 If all assumptions about the network hold and all nodes follow

the protocol throughout the entire rounds then rounds is called alegalround.

Definition 3.2 For a nodepi to be acluster headis equivalent tostatei ∈

{HEAD,ESCAPING}. For a nodepi to be a slave is equivalent tostatei =

SLAVE. For a nodepj , we defineCr
j as the set of cluster heads inGr

j . Fur-

thermore, we defineHx to be the set of cluster heads in the network in a round

x.

Definition 3.3 A nodeinitiates an escape attemptin rounds if lines 12-13 are

executed in rounds. In other words in rounds nodepi hasstatei = HEAD at

line 1, |headsi| > k after executing line 7 and then line 10 setsestatei to INIT.

Thereafter, the condition holds at line 11 and lines 12-13 are executed.

3.4.1 Getting enough cluster heads

We begin by showing that nodes get to learn their neighborhood,Gi.

Lemma 3.1 Assume that rounds and all following rounds are legal. For any

nodepi, {pj : < pj , · >∈ Si} = Gr
i holds in the step phase of rounds + r and

throughout roundss + r + 1 + t for any non-negativet.

Proof: In every round any nodepj broadcasts its id and state (line 31) with

ttl set tor. Thettl is a time to livevalue that denotes how many more hops a

message should be forwarded and is decreased by one every time the associated

message is received. Whenttl reaches1 the message is not forwarded any more.

Therefore, during the followingr rounds the id and the state is forwardedr hops

away (lines 63-65). Consider a nodepj ∈ Gr
i (i 6= j) that isr̂ hops away from
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pi. At rounds+r+ t nodepi gets the id and state message that originated from

nodepj at rounds+ r− r̂ + t. As t is non-negative and̂r ≤ r we know thatpj
sent a message with its state and id at rounds+r− r̂+t ≥ s. For nodepi itself:

(1) it adds itself toZ during each round (line 30), and (2) the only other line

that could changeZ is line 61 and is not executed in casej = i and (3)S is set

to Z at the beginning of the step phase. ThereforeGr
i ⊆ {pj : < pj , · >∈ Si}

in the step phase of rounds + r and thereafter.

A message with id and state of a nodepj /∈ Gr
i that is being received by

some nodepi in rounds could potentially lead to an id inSi that is not inGr
i

However such a message can not be sent out in rounds with a ttl greater than

t − 1 (lines 63-65) andZ is cleared from nodespj 6= pi in every round in

line 30. Thereforepj could reachpi in roundss+ 1 to s+ r− 1, but not as late

ass + r + t for a non-negativet. ThereforeGr
i ⊇ {pj : < pj , · >∈ Si} in the

step phase of rounds + r and thereafter.

We continue with showing nodes withinr hops get to know the state of a

node that stays in that state.

Lemma 3.2 If a nodepi has the same stateσ in roundss to s+ r− 1, then any

nodepj ∈ Gr
i \ {pi} will receive the stateσ and only stateσ for pi in round

s + r.

Proof: Nodepi sends out its state with a ttl ofr in each round (line 31). Nodes

that receive this state message with a ttl greater than1 will forward the state with

a ttl of one less (lines 64-65). Thus a message frompi originating in rounds− t

(for a positivet) can possibly be received by nodes inGr
i in the roundss− t+1

to s + r − t, but not in rounds + r as that would need an original ttl ofr + t.

Furthermore a stateσ′ sent in rounds+r−1+t (for a positivet) can be received

earliest in rounds+ r + t. Thus only states sent in roundss to s+ r− 1 can be

received by a nodepj ∈ Gr
i in rounds + r.

Now consider any nodepj ∈ Gr
i \ {pi}. Let r̂ ∈ [1, r] be the smallest

number of hops betweenpi andpj . By the Lemma statement nodepi sends out

stateσ in rounds + r − r̂. That message is forwarded one step each round and

r̂ rounds later in rounds + r it reaches nodepj .
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We now look how the addition of cluster heads work while temporarily

disregarding the escaping mechanism.

Lemma 3.3 Let rounds and all following rounds be legal. Assume that the

state of a node can never be ESCAPING,estate is always SLEEP and that

lines 8-18 are not going to be executed. With these assumption after round

s + 2r + t for a non-negativet any nodepi will haveki cluster heads withinr

hops.

Proof: The limiting assumptions leave only one way for the state to change,

namely by the execution of line 70 where state is set to HEAD.

From Lemma 3.1 we know that in rounds+r, at the latest, nodepi will have

all nodes inGr
i in Si. We also know that|Gr

i | ≥ ki. Let’s look at rounds + r.

At line 20, headsi might already contain nodes. We have the one case where

|headsi| ≥ k ≥ ki already and one case where|headsi| < k. In the second

case lines 21-23 will be executed. Out of the setA of nodes inGr
i that are not in

headsi, the smallestmin(|A|, k − |headsi|) nodes will be added toheadsi in

line 23. Thus after execution of line 23headsi will contain min(|Gr
i |, k) = ki

nodes and at line 25|headsi| ≥ ki.

For each nodepj ∈ headsi either a join message with ttlr is sent out (at

line 27, whenj 6= i) or the state is set to HEAD directly (at line 29, when

j = i). For the nodespj 6= pi the join messages are forwarded (line 72) to all

nodes inGr
i within r hops inr rounds (in a similar fashion as forwarded state

as discussed in the proof of Lemma 3.1).

Each nodepj ∈ headsi thus gets a join addressed to itself at the latest in

rounds + 2r and it will become a cluster head by setting its state to HEAD at

line 70. Thus after rounds+ 2r any nodepi will haveki cluster heads withinr

hops.

Now we consider the full escape mechanisms and show that a node that get

joins become a cluster head.

Lemma 3.4 Consider a nodepi that receives a join during the receipt phase of

the legal roundz that follows the legal roundz − 1. Then nodepi is a cluster
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head at the end of roundz. Furthermore, if nodepi is a cluster at the end of

roundz − 1 then it is a cluster head throughout the entire roundz.

Proof: Let σ be statei ande be estatei at the reception of a join from any

node in a legal roundz which follows a legal roundz−1. We begin by showing

that the only thing that can happen withstatei during the receipt phase of round

z is for it to either change to HEAD or to stay HEAD or ESCAPING. We have

four different cases for differente andσ.

Case 1e ∈ {INIT ,FLOOD}∧σ = SLAVE: This cannot happen as (1) node

pi in the previous round (the legal roundz−1) could not havestatei = SLAVE

without having executed line 17 that setsestatei to SLEEP and (2) there is no

way forestatei to change during the receipt phase of a round.

Case 2e ∈ {INIT ,FLOOD} ∧ σ = HEAD: No change tostatei, that

remains HEAD.

Case 3e ∈ {INIT ,FLOOD} ∧ σ = ESCAPING: No change tostatei, that

remains ESCAPING.

Case 4e /∈ {INIT ,FLOOD}: Herestatei is set to HEAD.

Furthermore, the only way forstatei to be ESCAPING at the start of the

step phase of roundz is if e ∈ {INIT ,FLOOD}. In that caseestatei must

have been set to FLOOD after line 10 in roundz− 1 from which it follows that

estatei ∈ {FLOOD,HOPE} after execution of line 10 in roundz. Thus, the

condition in line 14 does not hold in roundz and line 15, the only line that can

setstatei to SLAVE, is not executed. Therefore, nodepi is a cluster head at the

end of roundz and if it were a cluster head at the beginning of roundz it was

so throughout the round.

Lemma 3.5 Lets and all following rounds be legal rounds and assume a node

pj wants a nodepi ∈ Gr
j to be cluster head as soon as it knows about it and is

never willing to let it escape. In other words (1) ifpi /∈ headsj after line 7 the

condition in line 21 would always hold andpi ∈ A after executing line 22 and

(2) the condition in line 50 would always hold.

Then nodepi will be a cluster head after roundy ≤ s + 2r and throughout

all following rounds.
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Proof: Let r̂ be the number of hops betweenpi andpj and let roundx be

the first round≥ s in which nodepj receives a state frompi. We know that

s ≤ x ≤ s + r̂. Furthermore, lety be the round in whichpi gets the join from

pj that was sent in roundx. We know thaty = x+r̂ and thuss+1 ≤ y ≤ s+2r̂

and thus both roundx− 1 andx are legal. According to Lemma 3.4,pi will be

a cluster head at the end of roundy.

According to the assumptions,pi ∈ headsj at line 25 in every round≥ x

and thuspj sends a join topi in every such round. This means thatpi will

receive a join in every round≥ y, and thus, by Lemma 3.4, be a cluster head in

the step phase of roundy and throughout the following rounds.

Now we can show that within2r+1 legal rounds from an arbitrary configu-

ration all nodespi have at leastki cluster heads and that the set of cluster heads

in the network can only stay the same or shrink from that pointon.

Theorem 3.1 Let rounds and all following rounds be legal. Then any nodepj

will havekj cluster heads withinr hops in the step phase of rounds + 2r and

throughout any following rounds.

Moreover, a node that is not inHx in a roundx ≥ s + 2r can not be in

Hx+t for a non-negativet and consequently|Hx+t| ≤ |Hx|.

Proof: From Lemma 3.3 we have seen that as long as the escape mechanism

does not allow nodes to change its state to SLAVE after being acluster head,

any nodepj will havekj cluster heads withinr hops in the step phase of round

s + 2r and throughout any following rounds.

Furthermore, from Lemma 3.5 and its proof we have seen that aslong as a

nodepj wants to have nodepi as a cluster headpi will remain a cluster head.

Now we will look in what situationspj does not wantpi as a cluster head even

though it did at some earlier point in time.

If |headsj | < k at line 20 in a rounds, then nodepj finds up tok−|headsj |

nodes in{pi : < pi, · >∈ Sj} \ headsj and sends a join to them in a rounds.

Assumepi ∈ Gr
j is one of the newly picked nodes inA after executing line 22

in rounds. We call this setA in rounds for Â. Nodepi does not get the join

until rounds + r̂ wherer̂ is the number of hops between nodespi andpj .
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As we saw in the proof of Lemma 3.4, ifstatei = ESCAPING∧ estatei ∈

{INIT ,FLOOD} does not hold in rounds+ r̂ thenpi will send out HEAD. That

will reachpj in rounds + 2r̂ and consequentlypi ∈ headsj in rounds + 2r̂.

If statei = ESCAPING andestatei ∈ {INIT ,FLOOD} in rounds + r̂, node

pi will not send out HEAD in that round andpj might not get HEAD frompi
in rounds + 2r̂. If pj got HEAD from some other nodepl ∈ Gr

j in a round

x ∈ [s+ 1, s+ 2r̂] nodepj might not wantpi as a cluster head any more. Node

pj will not send join topi in roundx if (1) |headsj | ≥ k at line 20 or (2)pi
has received HEAD from enough nodes not inÂ so thatpi is not among the

smallest nodes picked out in line 22 in rounds + 2r̂. On the other hand if none

of these cases holdpj will continue to send joins topi and by Lemma 3.5 node

pj will remain a cluster head.

The second way for a nodepi ∈ Gr
j to be SLAVE even though it earlier were

in headsj is to escape using the escape mechanism. In other words in some

roundz nodepi initiates an escape attempt. When receiving different states

for a node, HEAD takes precedence over ESCAPING that takes precedence

over SLAVE (lines 55-60). This combined with Lemma 3.2 meansthat in some

roundy ∈ [z + 1, z + r] nodepi get the state ESCAPING frompi and that in

the previous roundy − 1 pj got HEAD frompj .

Nodepj will have pi ∈ headsj after executing line 7 in roundy − 1 as

pj receives HEAD frompi in roundy − 1. Thuspi ∈ headsj at line 47 in

roundy whenpj receives ESCAPING frompi. If |headsj | ≤ k at that point

thenpj will interpret the state as HEAD for all purposes other than forwarding

the message (lines 50-51). Thuspi ∈ headsj after executing line 7 in round

y as well, andpj will send a join. By Lemma 3.5 and its proof, nodepi will

remain cluster head in that case. If on the other hand|headsj | > k for node

pj at line 47 in roundy thenpj removespi from heads and will consequently

not send any join in roundy. Whenpj gets ESCAPING frompi in the coming

roundsy + 1, y + 2, . . ., thenpi will not be inheadsj and thus no joins will be

sent in those rounds either. If nodepj receives ESCAPING for more than one

nodepl ∈ headsj in roundsy, y + 1, . . . thenpj will let them go in first come

first served fashion. When nodepj decides to let a nodepl go it is immediately
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removed fromheadsj in line 53. Thus, nodepi will not let so many nodes go

that |headsj | ≥ k would not be fulfilled (ifkj < k no node is ever allowed to

go).

Finally, a nodepi /∈ Gr
j might be inheadsi in a roundz ∈ [s, s + r − 1]

but by Lemma 3.1 such a node is not inSj in rounds + r and thus nodepi will

pick some other node instead of such apj to send join to in rounds + r if not

earlier.

So any nodepj will havekj cluster heads withinr hops in the step phase of

rounds + 2r and throughout any following rounds. Therefore in any of these

rounds no node will fulfill the condition in line 20. Hence, nonodepi that is not

a cluster head at the beginning of the state phase of rounds + 2r can be picked

by any nodepj in line 22. Therefore no such nodepi can become a cluster head

in the state phase of round of rounds + 2r or thereafter.

Thus a node that is not in set of cluster heads in the entire network at round

x, Hx, for a roundx ≥ s + 2r can never be inHx+t for a non-negativet.

Moreover,|Hx+t| ≤ |Hx| for anyx ≥ s + 2r and any non-negativet.

3.4.2 Convergence to a local minimum

In this section we show that the set of cluster heads converges to a local mini-

mum.

Lemma 3.6 Consider a rounds for which all rounds froms − 2r − 1 and

forward are legal. Assume that nodepi initiates an escape attempt in round

s and assume that in rounds[s, s + r] all nodespj ∈ Gr
i have|Cr

j | > k. If

no other nodepl ∈ G2r
i than nodepi initiates an escape attempt in any round

∈ [s−2r−1, s+r−1] then nodepi will setstatei to SLAVE in rounds+2r+1

and havestatei = SLAVE throughout any rounds+ 2r+ 1 + t for a positivet.

Proof: Assume that a nodepl initiates an escape attempt in roundx. In round

x + 2r nodepl will set estatel to HOPE. In all rounds in[x, x + 2r] nodepl
will send outstatel = ESCAPING. If nodepl gets a join to itself in the receipt

phase of roundx + 2r + 1 it setsstatei to HEAD in line 70. Otherwisepl sets
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statel to SLAVE in line 15 in roundx+ 2r + 1. Letσ be thestatei that is sent

out bypl in roundx + 2r + 1. We know thatσ 6= ESCAPING. We assume

that nodepl does not initiate any more escape attempts in the time span weare

looking at. Therefore nodepl sends outσ in the rounds in[x+ 2r + 1, x+ 3r].

By Lemma 3.2, in roundx + 3r + 1 all nodespj′ ∈ Gr
l \ {pl} receivesσ and

onlyσ for pl in the receipt phase. Therefore, either all nodespj ∈ Gr
l (including

pl) havepl ∈ headsj (if σ = HEAD) or none of them havepl ∈ headsj (if

σ = SLAVE) after executing line 7 in the step phase of roundx + 3r + 1.

This continues to hold in the receive phase of roundx + 3r + 2. Thus in round

x + 3r + 1 + t, for a positivet, no nodepj ∈ Gr
l can havepl ∈ Cr

j without

havingpl ∈ headsj .

Now if nodepi initiates an escape attempt in rounds, by Lemma 3.2, all

nodespj ∈ Gr
i will receive ESCAPING and only ESCAPING for nodepi in

rounds+r. As we saw above no nodepl initiating an escape attempt in a round

≤ s − 2r − 2 can in rounds + r be inCr
j , for a nodepj ∈ Gr

l , without being

in headsj . By the Lemma assumptions, no nodepl ∈ G2r
i makes an escape

attempt in a round in[s − 2r − 1, s + r − 1]. In addition, consider a nodep′l
that initiates an escape attempt in a rounds + r − 1 + t for a positivet. A

nodepj ∈ Gr
i can only receive ESCAPING from that escape attempt in rounds

≥ s+ r + t. Therefore a nodepj ∈ Gr
i will in round s+ r receive ESCAPING

for nodepi but not for any other node.

In rounds[s, s+r] all nodespj ∈ Gr
i \{pi} have|Cr

j | > k. Therefore, when

pj receives ESCAPING forpi in rounds+ r either (1)pi /∈ headsj becausepj
received ESCAPING and had|headsj | > k in some round in[s+1, s+r−1] or

(2) pi ∈ headsj and|headsj | > k in which casepj removespi from headsj at

line 53. Thus in the step phase of rounds in[s+r, s+2r] no nodepj sends a join

to pi. Therefore, in the rounds+ 2r + 1 no join is received bypi and therefore

pi setsstatei to SLAVE in rounds + 2r + 1. There is no round≥ s in which

pi sends out HEAD and, by Theorem 3.1, no node will need to add newnodes

as cluster heads in any round≥ s. Hence, nodepi will have statei = SLAVE

in the step phase of rounds + 2r + 1 and throughout any rounds + 2r + 1 + t

for a positivet.
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Definition 3.4 We say that the timers of the nodes in the network are synchro-

nized iftimeri = timerj for all pair of nodespi, pj ∈ P for all legal rounds.

Lemma 3.7 Let rounds and all following rounds be legal. Furthermore, let

g = maxj |G
2r
j | be a bound on the number of nodes within2r hops. Consider a

nodepi that is a cluster head in any round≥ s. Assume that|Cr
j | > k holds for

all nodespj ∈ Gr
i from rounds + 2r and as long aspi remains a cluster head.

If the timers of all nodes in the network are synchronized andT = 8gr, nodepi
will be SLAVE in any rounds + 2r + 8(β + 1)gr − 2 + t for a non-negativet

with probability at least1 − 2−β .

Proof: From Theorem 3.1 we know that from rounds+ 2r nodes can only go

from being cluster heads to being slaves. Consider a clusterhead nodepi. Let

x0
i be the first round≥ s + 2r in which timeri = 0 at line 8. As long as node

pi remain a cluster head it will execute line 35 every roundxt
i = x0

i + tT , for

a non-negativet and a givenT , and schedule an escape attempt in theperiod

Πt
i = [xi + tT, xi + (t + 1)T − 1]. Nodepi picks one of the firstT − 2r − 1

rounds in the period, uniformly at random and independentlyfrom any other

random choice, to initiate an escape attempt in. Thus the probability that node

pi initiates an escape attempt in any given round is≤ 1/(T − 2r − 1).

Now consider a periodΠt
i in which pi initiates an escape attempt. LetDt

i

be the set of rounds[xt
i−2r−1, xt

i +r−1]. The number of nodes that could be

cluster heads inG2r
i is bounded byg. If F t

i,l is the event that a nodepl ∈ G2r

initiates an escape attempt in any round inDt
i thenP [F t

i,l] ≤ (3r + 1)/(T −

2r − 1) =: ρ. Let At
i be the event that none of the nodes inG2r

i initiate an

escape attempt in a round inDt
i . We say thatAt

i is the event that nodepi gets
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anuninterfered escape attemptin periodΠt
i. Then we get

P [At
i] ≥ (1 − ρ)

g−1
= [µ :=

1

ρ
] (3.1)

=

((
1 −

1

µ

)µ−1
)(g−1)/(µ−1)

(3.2)

>

(
1

e

)(g−1)/(µ−1)

= exp

(
−
g − 1

µ− 1

)
(3.3)

= exp

(
−

g − 1
T−2r−1
3r+1 − 1

)
(3.4)

We want at least probability1/2 for eventA and get

1

2
≤ exp

(
−

g − 1
T−2r−1
3r+1 − 1

)
(3.5)

⇒
1

2
≤ exp

(
−

(g − 1)(3r + 1)

T − 5r − 2

)
(3.6)

⇒− ln 2 ≤ −
(g − 1)(3r + 1)

T − 5r − 2
(3.7)

⇒T − 5r − 2 ≥
−(g − 1)(3r + 1)

− ln 2
(3.8)

⇒T ≥
(g − 1)(3r + 1)

ln 2
+ 5r + 2 =: T̂ . (3.9)

We know that1 ≤ r and thus we get

T̂ =
1

ln 2
(3gr − 3r + g − 1) + 5r + 2 (3.10)

<2(3gr − 3r + g − 1) + 5r + 2 (3.11)

=6gr − 6r + 2g − 2 + 5r + 2 (3.12)

=6gr + 2g − r (3.13)

<6gr + 2g (3.14)

<[r ≥ 1] < 8gr. (3.15)

Therefore we can set

T = 8gr > T̂ (3.16)
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and getP [At
i] > 1/2.

According to the Lemma assumption the timers of all nodes in the network

are synchronized. Thus we have a globalxt = xt
i andΠt = Πt

i holding for all

nodespi ∈ P. Consider a period starting in roundz. The earliest in a period a

nodepi can initiate an escape attempt is in roundz whenestarti = 0. The latest

a nodepj could initiate an escape attempt in the period starting inz − T is in

round(z−T )+(T−2r−2) = z−2r−2. Thus by Lemma 3.6 an escape attempt

initiated in an earlier period cannot affect an escape attempt in this period. The

latest in a period a nodepi can initiate an escape attempt is in roundz+T−2r−2

whenestarti = T −2r−2. Howeverz+T −2r−2+r−1 < T and therefore,

by Lemma 3.6, no escape attempt in a later period could affectthis period.

This together with the fact that the random choices in different executions of

the line 35 are all mutually independent would make what happens in different

rounds mutually independent. However if a nodepi becomes SLAVE in a round

t it is not doing an escape attempt in roundt + 1 which only increases the

probability forAt+1
j for another nodepj . Therefore, by assuming independence

the calculated lower bound on the probability of an undisturbed escape attempt

gets worse.

Consider theβ periodsΠ0 to Πβ−1 and letAi =
⋃β−1

t=0 At
i. Thus with the

assumption of period independence that gives us a worse bound we get

P [Ai] =P

[
β−1⋃

t=0

At
i

]
= 1 − P

[
β−1⋂

t=0

Āt
i

]
(3.17)

=1 −

β−1∏

t=0

P [Ai] > 1 −

β−1∏

t=0

1

2
= 1 − 2−β . (3.18)

The latest periodΠ0 could start iss + 2r + T − 1 in which caseΠβ−1 ends in

rounds + 2r + T − 1 + βT − 1 = s + 2r + 8(β + 1)gr − 2.

Assuming that the timers of all nodes in the network are synchronized, we

show that with at least probability1−2−α the set of cluster heads in the network

stabilizes to a local minimum withinO((α + log n)gr) rounds.
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Theorem 3.2 Let rounds and all following rounds be legal. Consider round

f = s + 2r + 8(α + log n + 1)gr − 2, wheren is the number of nodes in the

network. Assume that the timers of all nodes in the network are synchronized.

Then, with at least probability1 − 2−α, in roundf there will be no cluster

head nodepi in the network for whichminpj∈Gi
|Cr

j | > k holds andHf+t =

Hf holds for any positivet.

Proof: We use the notationsΠt, xt andAi and the concept of uninterfered

escape attempts from the proof of Lemma 3.7.

Let β = α + log n, wheren = |P|. Let A be the event all nodes in the

network get at least one uninterfered escape attempt in the periodsΠ0 to Πβ−1.

We get that

P [A] =1 − P [Ā] = 1 − P [
⋃

pi∈P

Āi] ≥ [Boole’s inequality] (3.19)

≥1 −
∑

pi∈P

P [Āi] ≥ [Lemma 3.7] ≥ 1 −
∑

pi∈P

2−β (3.20)

=1 − n2−β = 1 − 2logn−β = 1 − 2−α. (3.21)

Thus by the proof of Lemma 3.7 all nodes in the network gets an uninterfered

escape attempt with at least probability1 − 2−α by the roundf = s + 2r +

8(α + log n + 1)gr − 2. Together with Lemma 3.7 This concludes that with

high probability all nodespi for which |Cr
i | > k holds at their uninterfered

escape attempt will have setstatei to SLAVE by roundf . From this follows

that at roundf there is no node for whichminpj∈Gi
|Cr

j | > k holds. Hence,

by Lemma 3.1, no nodepi that is cluster head in roundf can ever setstatei to

SLAVE in a round≥ f andHf+t = Hf holds for any positivet.

At last we take a look at message complexity.

Theorem 3.3 Let rounds and all following rounds be legal. Then the size of

the message sent by a nodepi in any round≥ s + r is inO(|Gi| · log n).

Proof: By Lemma 3.1 we have that for any nodepi, {pj : < pj , · >∈ Si} =

Gr
i holds in the step phase of rounds+r and throughout roundss+r+1+t for
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any non-negativet. Following the proof steps of that Lemma, we can conclude

that the only nodes represented instateseti andjoinseti are the ones inGr
i .

The only message a nodepi transmits in a round, is transmitted in line 91.

Before that,stateseti is shrunk in line 89 so that, for every possible pair of

node idj and states, only the maximum TTL is kept. Similarly,joinseti is

shrunk in line 90, so that for every possible node idj, only the maximum TTL

is kept.

Eachstateset entry contains a node id which is encoded inlog n bits, one

of three possible states that is encoded in2 bits and a TTL value that is encoded

in log r bits. Eachjoinset entry contains a node id and a TTL value. Thus the

number of bits transmitted per node inGr
i is in O(log n + log r) which is in

O(log n) asr < n. Therefore, the size of the message sent by a nodepi in any

round≥ s + r is inO(|Gi| · log n).

3.5 Discussion

To see if the timers really need to be synchronized, we performed simulations

of the algorithm for various settings ofk andr and for different network den-

sities. From this we can conclude that whenT = 8gr we get a much faster

convergence than the upper bound we have proved. SettingT even lower de-

crease the convergence time even further. A representativepicture of the gen-

eral results can be seen in Fig. 3.3. The experiments show that when alltimerj

are independently and uniformly distributed in[0, T − 1] at beginning of the

experiment the convergence time is not far from what it is in the case with

synchronized timers. We also see that if the nodes starts up with random infor-

mation in their variables the convergence time is faster than for an initialized

start where each nodepi does not knowGi and sets itself as cluster head in the

first round. To conclude we can with good margin use the resultof convergence

within O(gr log n) rounds from Theorem 3.2 for the unsynchronized setting.

We performed some preliminary experiments regarding the global optimum,

the local minima our algorithm finds and the worst possible local minimum

for random graphs. For different choices fork and r our algorithm got on
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Figure 3.3: Simulation results of the algorithm whenT = gr/2 indicating that synchro-

nization of timers is not needed.

average 1.10-1.18 times the number of cluster heads compared to the optimum.

The worst possible local minima contained on average 1.23-1.60 the number of

cluster heads compared to the optimum.

The flooding of messages makes sure that if there exist multiple paths of

at most lengthr between a nodepi and a nodepj then joins and state updates

will traverse all possible paths. This can give us higher fault tolerance if there

are communication disturbances on some links (i.e. betweensome immediate

neighbors) and also higher availability for nodes to reach their cluster heads.

The multiple paths can also give us higher security if some nodes in the

network can be compromised. If there is at least one path of atmostr hops

between a nodepi and a nodepj that is not passing through any compromised

nodes then the flooding makes sure that nodepi andpj gets to know about each

other. Moreover, ifpj wantspi to be cluster head then the compromised nodes

cannot stop that. If nodes add information to the messages about the paths they

have taken during message forwarding then the nodes get to know about the

multiple paths. With this knowledge they can in an application layer use as
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diverse paths as possible to communicate with their clusterheads. Thus even if

a compromised node is on the path to one cluster head and dropsmessages or

do other malicious behavior there can be other cluster headsfor where there is

no compromised nodes on the chosen paths.

Consider a compromised nodepc that can lie and not follow protocol. First

assume thatpc cannot introduce node id:s that does not exist (Sybil attacks,

[10]) or node id:s for nodes that are not withinGr
c (wormhole attacks, [11]) and

thatpc cannot do denial of service attacks. Thenpc can make any or all nodes

within Gr
c become and stay cluster heads by sending joins to them. Consider a

nodepi that is a cluster head and has a path to a nodepj of length≤ r hops that

does not pass throughpc. In this situationpc can not give the false impression

thatpi is not a cluster head as HEAD takes precedence over ESCAPING that

takes precedence over SLAVE at message receipt. Ifpc on the other hand is in a

bottle neck between nodes without any other paths between them then it can lie

about a nodepl being a cluster heads and refuse to forward any joins topl. Now

if we assume thatpc is not restricted in what id:s it can include in false messages

it can convince a nodepl that nodes not inGr
l are cluster heads. In the worst

case it can eventually makepl rely exclusively on non-existent cluster heads

with paths that all go throughpc. In any case the influence by a compromised

nodepc is contained withinGr
c as the maximumttl of a message isr and is

enforced at message receipt.

The flooding of messages might make the algorithm too expensive in some

sensor networks with limited battery power. If that is the case the algorithm

might be run on an overlay network for which the flooding becomes much

cheaper. For instance a self-stabilizing spanning tree algorithm like the one

in [12] might be used to set up this overlay network. This on the other hand

effectively removes all the pros of having multiple paths soit is a trade off

between redundant paths and message costs.
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3.5.1 Conclusions

We have presented the first self-stabilizing(k, r)-clustering algorithm for ad-

hoc networks. A deterministic mechanism guarantees that all nodes, if possi-

ble for the given topology, havek cluster heads withinr hops. A randomized

mechanism lets the set of cluster heads stabilize to a local minimum. We have

shown, under the extra assumption of synchronized timers, that the set of cluster

heads converges, with high probability, to a local minimum within O(gr log n)

rounds, whereg is an upper bound on number of nodes within2r hops, andn

is the size of the network. With simulations we have shown that even without

this extra assumption the system converges much faster thanthe proven bounds

and thatg does not have to be known very accurately. We have also discussed

how the algorithm can help us with fault tolerance and security and that the

algorithm can be run on an overlay network, e.g. a spanning tree, if message

costs needs to be reduced.
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