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Abstract. In order to reveal the influence of different traffic classes on
the Internet, backbone traffic was collected within an eight month pe-
riod on backbone links of the Swedish University Network (SUNET).
The collected data was then classified according to network application.
In this study, three traffic classes (P2P, Web and malicious) are com-
pared in terms of traffic volumes and signaling behavior. Furthermore,
longitudinal trends and diurnal differences are highlighted. It is shown
that traffic volumes are increasing considerably, with P2P-traffic clearly
dominating. In contrast, the amount of malicious and attack traffic re-
mains constant, even not exhibiting diurnal patterns. Next, P2P and Web
traffic are shown to differ significantly in connection establishment and
termination behavior. Finally, an analysis of TCP option usage revealed
that Selective Acknowledgment (SACK), even though deployed by most
web-clients, is still neglected by a number of popular web-servers.?

1 Introduction

Today, many network operators do not know which type of traffic they are car-
rying. This problem emerged mainly in the early 2000’s, when P2P file sharing
applications started to disguise their traffic in order to evade traffic filters and
legal implications. Since then, the network research community started to draw
increasing attention to classification of Internet traffic. Traditional port number
classification was shown to underestimate actual P2P traffic volumes by factors
of 2-3 [1], thus more sophisticated classification methods have been proposed.
These methods are typically either based on payload signatures [2], statistical
properties of flows [3] or connection patterns [4].

A number of articles also present properties of different traffic classes resulting
from traffic classification. Gerber et al. [5] classified flow measurements from a
tier-1 ISP backbone in 2003. Even if their classification method has been based
on port numbers, they indicate a dominance of P2P applications. Sen et al. [6]
investigated connectivity aspects of P2P traffic on different levels of aggregation
(IP, prefix, AS) in 2002. The study was based on flow data collected at a single
ISP, classified by a port number method. More recent articles from 2005 and 2006
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present differences between P2P and non-P2P traffic in terms of flow properties
such as size, duration and inter-arrival times [7, 8]. Perenyi et al. [8] additionally
presents a comparison of diurnal patterns for P2P vs. non-P2P traffic.

This article presents the results of a classification of current Internet backbone
data. The datasets do not include packet payloads, thus connection pattern
heuristics [9] were used to classify the datasets. The classification approach, dis-
regarding packet payload data, has the advantage of avoiding legal issues and
has the capability to classify even encrypted traffic, which is gaining popular-
ity among P2P traffic. We chose to focus on 3 main traffic classes: (1) P2P
file sharing protocols; (2) Web traffic; (3) malicious and attack traffic. First, we
show how these traffic classes develop over a time period of eight months by
highlighting trends in traffic volumes and connection numbers, also pointing out
some diurnal differences. Next, we present differences between the traffic classes
in terms of connection signaling behavior. This includes success rates for TCP
connection establishment, a breakdown of different TCP connection termination
possibilities and TCP option usage within established connections.

To our knowledge, this is the first attempt to characterize differences and trends
within traffic classes in terms of connection signaling, with exception of a brief
discussion about connection termination in [10]. We provide a thorough analysis
of differences and trends for the selected traffic classes, since they have a major
impact on the overall traffic behavior on the Internet. It is of general importance
to follow trends in contemporary Internet traffic in order to react accordingly in
both infrastructure and protocol development. Furthermore a thorough analysis
of specific connection properties reveals how different traffic classes are behaving
'in the wild’. Since the data analyzed was collected on a highly aggregated back-
bone during a substantial time period, the results reflect contemporary traffic
behavior of one part of the Internet. These results are thereby not only valuable
input for simulation models, they are also interesting for developers of network
infrastructure, applications and protocols.

2 Data Description

The two datasets used in this article [11] were collected in April (spring dataset)
and in the time from September to November 2006 (fall dataset) on an OC192
backbone link of the Swedish University Network (SUNET). In spring, four traces
of 20 minutes were collected each day at identical times (2AM, 10AM, 2PM,
8PM) as described in [12]. The fall dataset was collected at 276 randomized
times during 80 days. At each random time, a trace of 10 minutes duration was
stored. To avoid bias when comparing the datasets, the 20 minute samples from
spring were treated as two separate 10 minute traces. Furthermore, for this study
traces from fall are only considered if collected during the time-window between
20 minutes prior and after the collection times of spring (e.g. 1:40AM-2:40AM).
When recording the packet level traces on the 2x10GB links, payload beyond
transport layer was removed and IP addresses were anonymized due to privacy
concerns. After further pre-processing of the traces, as described in [11] and



[12], a per-flow analysis was conducted on the resulting bi-directional traces.
Flows are defined by the 5-tuple of source and destination IP, port numbers and
transport protocol (TCP or UDP). TCP flows represent connections, and are
therefore further separated by SYN, FIN and RST packets. For UDP flows, a
flow timeout of 64 seconds was used [4]. The 146 traces in the spring dataset
include 81 million TCP connections and 91 million UDP flows, carrying a total
of 7.5 TB of data. The reduced fall dataset, consisting of 65 traces, includes 49
million TCP connections and 70 million UDP flows, carrying 5 TB of data. In
both datasets, TCP connections are responsible for 96% of all data.

3 Methodology

The resulting 130 million TCP connections and 161 million UDP flows have been
fed into a database, including per-flow information about packet numbers, data
volumes, timing, TCP flags and TCP options. The flows have then been classified
by use of a set of heuristics based on connection patterns. The classification
method was introduced and verified on the April dataset, as described in [9]. The
heuristics are intended to provide a relatively fast and simple method to classify
traffic, which was shown to work well on traces even as short as 10 minutes. In
the present study the flows are summarized into three different traffic classes:
P2P (file-sharing); Web or HTTP (incl. HTTPS); Malicious and attack (i.e. scan,
sweep and DoS attacks). Remaining traffic was binned in a fourth class, denoted
‘others’. ’Others’ includes mail, messenger, ftp, gaming, dns, ntp and remaining
unclassified traffic. The latter accounts for about 1% of all connections. In this
study, the focus is on trends and differences between P2P and Web traffic, with
some notable observations from malicious traffic highlighted as well. Besides the
traffic classification, an analysis of traffic volumes and signaling properties is
carried out in two further dimensions: longitudinal trends between April and
November and diurnal patterns between the four time clusters (times of day).

4 Trends in Traffic Volumes

Longitudinal trends in TCP traffic volumes have been analyzed by building time
series for the three traffic classes within each of the four time clusters, represent-
ing times of day (2AM, 10AM, 2PM, 8PM). Due to space limitations, only a
condensed time series of TCP traffic is illustrated in Fig.1. The x-axis of the
graphs represent time, with one bar for each 10 minute long trace. The first row
indicates an increase in traffic volume during 2006. While peak volume per 10
minutes lies at 70 GB in early April, volume reaches 85 GB in late April (right
after Easter vacation). This trend continues, with peaks of 94 GB in September
and finally 113 GB in November. During one specific interval on November 8
as much as 131 GB have been transfered via TCP. All peak intervals fall into
the time cluster of 8PM. The second busiest time cluster in terms of traffic vol-
umes is the one at 2PM. Transfer volumes during 2PM reach on average 80% of
the peak values at 8PM. Nighttime and morning hours (2AM, 10AM) show the
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Fig. 1. TCP data vs time (1st row); Appl. breakdown by data(2nd) and #conn.(3rd)

lowest activity with half the transfer volumes of the busy evening hours. This
diurnal pattern is best visible in the April section of the first row in Fig.1.
Even if there is an increase in data volumes of around 65% during a time pe-
riod of eight months, the breakdown into traffic classes remains constant. P2P
applications account constantly for as much as 93% and 91% of the data during
evening and night time, respectively. During office hours (10AM, 2PM) the frac-
tion of P2P data is reduced to 86%. HTTP, in contrast, is responsible for 9% of
TCP data transfered during office hours, and drops down to 5% and 4% during
evening and night time. This diurnal difference is explained by a network pre-
fix analysis, yielding that most P2P traffic originates from student dormitories
whereas Web traffic is commonly generated by Universities. The remaining data
fractions account mainly for ’other’ traffic, since malicious traffic and attacks
tend to be single packet flows, not carrying substantial amounts of data.
The traffic breakdown in terms of connection numbers clearly shows that P2P
connections typically carry higher amounts of data. Between 40% and 55% of
the connections are classified as P2P, following the diurnal patterns of traffic
volumes. HTTP connections account for 25% of all TCP connections during of-
fice hours, but drop down to 7% at night hours. Interestingly, the fractions of
both P2P and HTTP connections (or connection attempts) increased slightly
from April to November, while the fraction of malicious traffic decreased from
around 30% to 20% during the same time. This development turns out to be a
consequence of the constant nature of malicious traffic, such as scanning attacks.
In absolute numbers, this traffic class remained remarkably constant during the
eight months. Due to the increase in overall traffic volume, its relative fraction
evidently was decreased. Since malicious or attack traffic shows neither longitu-
dinal trends nor any significant diurnal pattern, we conclude that this type of
traffic rather forms a constant "background noise’ in the Internet.

A similar analysis was also done for UDP flows. Even though larger in num-
ber, they are only responsible for 4% of all data. UDP data volumes during 10
minutes increased from peak values of 2.8 GB in April up to 4.6 GB in November.



As in the case of TCP, peak intervals fall into the 8PM time cluster. Afternoon
hours experience moderate UDP data volumes, and little UDP activity takes
place during night and morning hours.

P2P flows over UDP carry in 76% of all cases less than three packets, which can
be explained by signaling traffic as commonly used in P2P overlay networks such
as Kademlia. In April, P2P flows are responsible for around 80% of UDP data
volumes and connection counts, while the fraction has increased to about 84% in
November. In absolute numbers, UDP P2P flow counts have even doubled from
April until November, which shows that P2P applications deploying overlay net-
works via UDP are gaining popularity. Other traffic, including traditional UDP
services like NTP or DNS, accounts on average for only 8% of the UDP flows.
As for TCP, malicious traffic remains very constant in absolute numbers, which
means that relative fractions decreased from 12% to around 8% in November.

5 Differences between Traffic Classes

The following subsection highlights differences between P2P, Web and malicious
connections in terms of establishment and termination behavior. In the next
subsection, TCP option deployment for P2P and Web connections is compared.

5.1 Differences in Connection Behavior

Fig.2 breaks down the success-rates of connection attempts for the three classes.
Established connections include TCP flows with successfully carried out 3-way-
handshakes. The second group of connection attempts did not fulfill 3-way-
handshakes, but included an initial SYN packet. Finally, there are flows with
no SYN seen. These are TCP sessions starting before the measurement interval.
Such session fragments account for 13.5% of the 130 million connections seen.
Malicious traffic usually consists of 1-packet flows only, which explains why only
few malicious connection attempts fall into the no SYN category. In the further
analysis, we will only focus on connections including initial SYN packets.

A notable trend can be observed in the P2P graph in Fig.2, where the fraction of
unsuccessful connection attempts increased from an average of 49% in April to
54% in November. Web traffic on the other hand has significantly larger fractions
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of established connections, leaving only an average of 16.3% non-established.
Malicious traffic is more likely to be established in the fall data, even though a
majority of the malicious connections are still connection attempts. The increase
in established attack connections is caused by an increase in login attempts to
MS-SQL and SSH servers, with a few MS-SQL servers at a local University re-
sponsible for the majority of the attempts. According to SANS Internet Storm
Center (ISC), malicious activities on both SSH (22) and MS-SQL (1433) ports
increased significantly during 2006, which explains the trends seen here.

P2P and malicious connections reveal no diurnal patterns. Within Web traffic
however, unsuccessful connection attempts account constantly for around 17.5%
during all day, with exception of a drop to 10% during night time hours (2AM).
We have no explanation for this phenomena other than HTTP connections are
very rare in absolute number during night hours, which makes the statistical
analysis more sensitive to behavior of individual applications or user groups.

Non-established connections: Non-established TCP connections have been
further divided into connection attempts with one SYN packet only, attempts
with direct RST reply and asymmetrical traffic (Fig.3). Due to transit traffic and
hot-potato routing, 13% of the connections are asymmetrically routed. Naturally,
it is not possible to observe a three-way handshake in this case.
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Fig. 3. Breakdown of non-established TCP connections

None of the traffic classes exhibits any significant diurnal pattern for non-
established TCP connections. However, Fig.3 clearly highlights major differences
between all three traffic classes. The already small fraction of non-established
Web traffic (16.3% of all traffic) is mainly explained by asymmetrical traffic,
and real unsuccessful connection attempts are very rare. Malicious traffic con-
sists to a large degree of single SYN packet flows only. Single SYN flows are also
dominating non-established P2P connections. While such connection attempts
accounted for 71% in April, their fraction increase to 79% in November. This
trend is also responsible for the increase of non-established P2P connections ob-
served in Fig.2. Even if the high number of unsuccessful connection attempts
within P2P traffic has been observed earlier [10], it is interesting to note that
there is a clear trend in the fractions of one-SYN connections within P2P flows.
The fraction increased by 23% (from 35% to 43%) within a period of 8 months.



Established Connections: Finally, established connections are broken down
according to their termination behavior in Fig.4. Besides the proper closing ap-
proaches with one FIN in each direction or only one RST packet, as prescribed in
the TCP standard, two unspecified termination behaviors have been observed.
Connections closed by FIN, followed by an additional RST packet have been seen
in direction of the initial SYN (typically the client) and the response (server).
Finally, a number of connections were not closed during the measurement inter-
val. The larger fraction of unclosed P2P connections is explained by the longer
duration of P2P flows compared to Web traffic, as observed by Mori [7].
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Fig. 4. Breakdown of established TCP connections

As for non-established connections, termination of Web connections neither
shows significant trends nor diurnal patterns. HT'TP connections are closed prop-
erly in 75% of all cases. Another 15% are closed by RST packets, mainly due
to irregular web-server and browser implementations as noted by Arlitt [13].
FIN+RST behavior as well as unclosed connections (which corresponds to longer
flows) are uncommon within Web traffic.

Even if there are no diurnal pattern observable, Fig. 4 indicates a significant
change in termination behavior of P2P connections from spring to fall 2006.
In April, only slightly less than half of the P2P connections have been closed
properly with two FINs. As much as 20% of established P2P connections have
been terminated with FIN plus an additional RST packet send by the server
(or responding peer). A couple of popular hosts inside a student network have
been identified as main source of this behavior. A commented text in the source
code of a popular P2P client indicates that connections are closed with RST
deliberately to avoid the TCP TIME_WAIT state in order to save CPU and
memory overhead. In fall however, the fraction of FIN+RST terminations by
the responder was reduced to around 8%, compensated by an increase in both
valid TCP terminations, 2xFIN and single RST. Due to missing payload data,
it was not possible to differentiate between different P2P software and version
numbers. We suspect, that either the developers of the P2P application fixed this
non-standard behavior in updated versions of the software, or the misbehaving
P2P software lost popularity and was replaced by better behaving software by
the users during 2006. However, the breakdown in Fig.4 shows that P2P traffic is
mainly responsible for the large number of RST packets seen in todays networks.



5.2 Differences in Option Deployment

Finally, deployment of the most popular TCP options during connection estab-
lished has been investigated for P2P and Web traffic (Table 1). For each of the
four most popular TCP options, three different possibilities are distinguished: es-
tablished - the option usage was successfully negotiated in SYN and SYN/ACK
packets; neglected - the option usage was proposed in the SYN, but not included
in the SYN/ACK; and none - the option was not seen in the connection.

[ [[ MSS [SACK] WS [ TS | [ [[ MSS [SACK] WS [ TS |
estab. 99.9%[91.0% [14.9%| 8.8% estab. 99.6%[65.7% [16.0%[13.4%

neglected|] 0.1%| 6.5% | 0.6%| 1.0% neglected|| 0.4%[27.9% | 4.3%| 4.3%
none 0.0%| 2.5% |84.5%(90.2% none 0.0%| 6.4% [79.7%|82.3%
(a) TCP Options in P2P Conn. (b) TCP Options in HTTP Conn.

Table 1. Differences in TCP Option Deployment

Option usage turned out to be remarkably constant, with neither longitudi-
nal nor diurnal trends. However, it is surprising to find such notable differences
in option usage between traffic classes, considering that protocol stacks in the
operating system, and not applications, decide about option usage. The MSS
option is almost fully deployed, which agrees with the fact that the MSS option
is set by default in all common operating systems. The SACK permitted option,
in fact also a default option, is commonly proposed by initiating hosts, but is in
28% of the Web connections neglected. Interestingly, this fraction is significantly
smaller in the case of P2P traffic, with only 6.5% neglecting SACK support.
While Linux hosts have the Window Scale (WS) and Timestamp (TS) options
enabled by default, Windows XP does not actively use the options, but replies
with WS and TS when receiving SYN packets with the particular option. This
policy is well reflected by P2P connections, where WS and TS are rarely ne-
glected, but either established or not used at all. HI'TP connections do not
really reflect this assumption, with 4.3% of WS and TS requests neglected by
servers. However, WS and TS are established more often within Web traffic.
We suspect that the usage of WS and TS options within P2P traffic somewhat
reflects the proportions of Linux (WS and TS enabled by default) and Windows
systems (WS and TS disabled actively, but responding to request) on the links
measured. The differences in option deployment for Web traffic however stem
from a differing communication nature. While Web traffic represents classical
client server communication, with one dedicated server involved, P2P repre-
sents a loose network of regular user workstations. Web-servers, as a central
element, can thereby influence the behavior of larger numbers of connections.
This suspicion is further confirmed by the fact that a majority of the HTTP
connections neglecting usage of SACK are directed to less than 100 web-servers,



which consistently do not respond with SACK options. Such central elements
do not exist in P2P overlay networks. Furthermore, web-servers are more likely
to be customized or optimized due to their specific task, whereas user worksta-
tions usually keep default settings of the current operating system. Some active
measurement samples taken in October 2007 proved that popular web-servers,
like google, yahoo and thePirateBay, still neglect SACK, WS or TS options.

6 Summary and Conclusions

In order to study trends and differences within the main traffic classes on the
Internet, aggregated backbone traffic has been collected during two campaigns
in spring and fall 2006 [11]. The collected packet level data has then been sum-
marized on flow level. The resulting connections have finally been classified into
P2P, Web and malicious traffic, using a connection pattern classification method
[9]. An analysis revealed that overall traffic volumes are increasing for both TCP
and UDP traffic, with highest activities at evenings. On diurnal basis, P2P and
HTTP traffic exhibit different peak times. P2P traffic was found to be clearly
dominating with 90% of the transfer volumes, especially during evening and
night times. In contrast, HTTP traffic has its main activities (9% of the data-
volumes) during office hours. Similar diurnal patterns have been observed in
terms of connection numbers, even if P2P connections are not as dominating
as in the case of data volumes. This indicates that P2P connections typically
carry more data than Web traffic. Malicious and attack traffic is responsible for
a substantial part of all TCP connections and UDP flows, but plays a minor
role in terms of data volumes since it typically consists of 1-packet flows only.
It was interesting to observe that the fraction of malicious TCP and UDP flows
remained constant in absolute numbers both on diurnal and longitudinal basis,
even though traffic volumes generally increased. This shows that malicious traf-
fic (e.g. scanning attacks) forms a constant background noise on the Internet.
In terms of connection signaling behavior, major differences between the three
traffic classes have been highlighted. The number of unsuccessful P2P connection
attempts, which already dominated the P2P connection breakdown in spring,
was shown to have increased further until fall. We conclude, that the large frac-
tion (43%) of 1-packet flows on one hand and the large average data amounts per
P2P connection on the other hand indicate a pronounced ’elephants and mice
phenomenon’ (Pareto principle) [7] within P2P flow sizes. Regarding termina-
tion behavior, P2P connections exhibit a clear trend towards higher fractions of
proper closings in fall. HT'TP connections on the other hand appear to behave
comparable well according to specification at all times.

Finally, also TCP option deployment was shown to differ significantly between
P2P and Web traffic. While P2P traffic rather reflects an expected behavior
considering the default setting in popular operating systems, HT'TP shows ar-
tifacts of the traditional client server pattern, with some dedicated web-servers
neglecting negotiation for certain TCP options. This is especially true for the
SACK option. We conclude that even though SACK is deployed by almost all



P2P hosts and web-clients, a number of web-servers still neglect its usage. It is
unclear to us, however, for which reasons web-server software or administrators
would choose not to take advantage of certain TCP features, like SACK.

In the presented study, differences between traffic classes have been found in all
aspects discussed, even if not always expected. The results provide researchers,
developers and practitioners with novel, detailed knowledge about trends and in-
fluences of different traffic classes in current Internet traffic. The data analyzed
was collected on a highly aggregated backbone link during a substantial time
period, thus reflecting contemporary traffic behavior on one part of the Internet.
Besides the general need of the networking and network security community to
understand the nature of network traffic, information about behavior differences
as seen ’in the wild’ can be important when developing network applications,
protocols or even network infrastructure. Furthermore, the results form valuable
input for future simulation models.
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