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calised, time-critical decisions. In these environment secure, ad-hoc device-to-device interaction is important, but offers a challenge because devices might belong to different
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systems, or security domains, which complicates trusted communication and key estab-

Physical-context security

lishment. There has been a growing interest in complementing conventional cryptography

Key management

with physical context. This allows for services that are difficult to achieve with existing cryp-

Device pairing

tographic mechanisms: devices pairing (initial key establishment) and proof-of-proximity

Proof-of-proximity

(ensuring devices are physically present). Numerous methods, the majority of which are

Relay attack

based on the physical context of device characteristics, behavior or environment, have been
proposed to supplement cryptography in achieving these services. This paper provides an
overview of this area of research, first discussing the nature and importance of the two specified security services in ad-hoc communication settings and then providing an introduction
to prominent physical context security approaches in literature.
© 2018 Elsevier Ltd. All rights reserved.

1.

Introduction

The Internet-of-Things (IoT) consists of a large number of interconnected pervasive devices, collecting data and interacting with their environment. The IoT can support many useful applications in consumer and industrial settings and it is
estimated that 25 billion things will be connected to the Internet by 2020 (Technology, 2017). Simply managing each device’s function centrally would require the transmission of a
huge amount of data, requiring large data centers and significant network infrastructure, which would result in increased
∗
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latency and degradation of quality of service. To overcome
this problem, edge computing is proposed to move some centralized functions of the cloud to network endpoints. Most of
the IoT ‘things’ are inherently functioning as network endpoints, or edge devices (Dolui and Datta, 2017). Utilizing the
idle storage and processing capacities of these devices to perform tasks meant for the cloud can effectively reduce the
network latency as these tasks are completed locally. Edge
computing in mobile environments can either have a static
or ad-hoc network structure. In this paper, we limit our research to ad-hoc connections and consider primarily wireless
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communication, such as cellular network, Wi-Fi, WiMAX,
Bluetooth and Zigbee.
Connections and networked nodes in enterprise networks
are carefully managed and use traditional cryptographic
mechanisms to establish trusted communication links. However, for ad-hoc connections between edge devices, there
are some problems that are not easily solvable using conventional cryptography. Firstly, in most cases cryptographic
mechanisms require devices to share a secret symmetric key.
Distributing and managing such keys in an open, ad-hoc operational environment is a very difficult problem, especially
when establishing a key between two devices with no prior
relationship. Public key cryptography offers a potential alternative but is commonly believed not to be a feasible solution for resource-limited devices. For example, in a tactical
cloudlet (Echeverria et al., 2016), resource-limited devices are
working in disconnected, intermittent and limited environments where pre-shared credentials and trusted third parties
are all unrealistic. Secondly, proof-of-proximity is also becoming an important security service that tries to verify the physical ‘closeness’ of the communicating devices. This is important in edge computing systems that provide context-aware
services based on the location of devices. For example, the
multi-access edge computing platform provided by Nokia only
facilitates the running of applications satisfying the location
requirement. But in a network world, we cannot simply make
a secure assumption that all devices are honest and an attacker could in practice simply relay messages between the
end devices and edge computing nodes that are in fact not
present. This ability to relay communication means that traditional cryptography is ineffective, as any cryptographic protocol exchange can simply be relayed between the two legitimate devices. These two issues are discussed in more detail
in Section 2.
In looking for ways to support key pairing and proximity verification in ad-hoc environments, an interesting body
of work has developed around the notion of using physical
context as security mechanisms. In a way, this applies a basic principle inherent to trust being established – a tangible
connection. If we were to consider a human equivalent, one
person talking to another in person and physically observing
the other party has a more secure, and an easier verifiable,
‘connection’ than if the same two people had a telephone conversation or exchange of letters. In the latter two, additional
measures are needed to establish the same level of trust. Physical context mechanisms are not meant to be an alternative to
existing cryptographic mechanisms but can play a supporting
role in creating more secure systems. Essentially, it could be
used to initially exchange a key or ensure that communication is not being relayed by an attacker.
This paper serves as a starting point for understanding
the potential security services physical context can provide
and the different approaches that can be used to implement
these services that can be utilized to enhance the security of
edge computing. We aim to specifically provide an overview
of existing work on key pairing and proof-of-proximity mechanisms. The scope of our survey is limited to approaches that
are (1) targeted at pervasive devices and (2) have a core focus
on physical context. We present current work classified under three broad categories: mechanisms based on the devices’

environment, the communication channel and the devices’
physical characteristics. This topic is of potential interest to
anyone looking at alternative security solutions for emerging connectivity concepts, such as the Internet-of-Things, and
also contributes to the larger areas of cryptographic pairing
and key management, as well as physical layer security.

2.

Background

Although we can use any cryptographic security mechanisms
there are some problems that are not easily solvable using
conventional cryptography. The first is device pairing in a
wireless environment, i.e. establishing a key between two devices with no prior relationship, and the second is proof-ofproximity, i.e. ensure that two communicating devices are
physically close together.

2.1.

Key pairing

Key management is not a straightforward process in any system. Even in systems where the interaction between devices
can be planned for security, they also need to distribute longterm secret keys. If two devices need to securely communicate
they need to share a key. This key can either be pre-distributed
and stored by the two devices, or the devices could store a key
to communicate with a central key server, which will use this
key to share a short term session key with the two devices that
need to communicate. Both these models are based on the
assumption that both devices are managed by the same entity or have some form of relationship before communication
takes place. In an open ad-hoc environment, devices might not
have co-operating managing entities and it is unlikely that devices will have a pre-distributed shared key, i.e. a device cannot store a key to talk to every single other device and does not
know in advance who it might interact with. An alternative is
to use public-key cryptography, where a device is pre-issued a
private-public key pair. It keeps the private key secret but can
share the public key with any device it encounters. Any device receiving the public key can encrypt a message, but only
the device with the corresponding private key can decrypt.
This could be used to exchange a shared symmetric key, but
if done naively could have adverse security implications and
secure pairing based on public cryptography is an active research topic in itself (Mirzadeh et al., 2014). At the same time,
public-key cryptography approaches are more computational
intensive and are generally considered to not be practical for
many pervasive devices, such as simple sensor nodes.
Key pairing based on physical context aims to provide a
method for ad-hoc exchange or derivation of a shared secret key. This method should not rely on an online trusted
third party being available or any prior secure relationship
between the devices. We use a vehicle-assisted data delivery scheme (Cheng et al., 2016b) as an example. This scheme
utilizes the vehicle to transfer data over long distances with
the help of vehicle-to-vehicle communication. Manual outof-band (OOB) pairing schemes, such as the PIN used with
Bluetooth, could be used. However, this is not ideal as drivers
must focus on driving. Also it is not suitable for machineto-machine or user-to-devices communication scenarios. A
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Fig. 1 – Key exchange pairing.

better solution would be invisible to the users and allow the
devices to autonomously negotiate a key without human interaction. This must be possible even if an adversary is present
and is able to listen to the communication of the devices, as
in Fig. 1. In the literature, there are currently four general approaches to this form of key management:
•

•

•

•

•

The devices could use a ‘location-limited’ auxiliary channel to transmit a key. The assumption is that only the intended recipient will receive the key, whereas an adversary
that is further away could not recover the key. For example,
using a line-of-sight optical channel, a displayed image or
infra-red (Saxena et al., 2011a).
The devices could exchange a key and use intentional
channel manipulation, or ‘friendly’ jamming, to prevent
the adversary from recovering the key. This basic approach
requires both devices to transmit at the same time. The
adversary receives the combined signal and is unable to
determine the data sent, while each legitimate device can
cancel their own transmission from the received signal
and determine the data that the other device has send
(Castelluccia and Avoine, 2006).
The devices participate in a common activity during which
they record their actions (Castelluccia and Mutaf, 2005).
Both devices should perform the same actions, the physical measurements of these actions can be used by both devices to derive a common key. For example, two mobile devices can sample their accelerometers while being shaken
together. As they have been moved in a similar way during this activity they have a common set of measurements
that could be used to derive the same key on both devices.
The devices can observe their surroundings and derive a
key based on this observation. If both devices are in the
same location they will theoretically observe the same environmental features and these could then be used to derive a common key. For example, two devices can listen
to the ambient audio (Schurmann and Sigg, 2013) or timevarying wireless environment (Mathur et al., 2011) at their
location.
Two devices communicate through a wireless channel and
they can use common channel parameters to derive a
shared key (Zhang et al., 2016). Channel parameters consist of Channel Statement Information (CSI) and Received
Signal Strength (RSS). The randomness of the noisy channel is the resource of secret keys.

2.2.

et al., 2016a). In Advanced Metering Infrastructure (AMI),
smart meters are used to record energy consumption information while data concentrator units (DCU) can collect information from smart meters. Energy allocation is made depending
on these data. If smart meters in an area record faulty data,
i.e. fake energy consumption, large amounts of energy would
be distributed to this area, which may cause energy wastage
in this area and energy shortage in other areas. A relay attack
can be used to launch such attack (Fig. 2). In a relay attack an
adversary control two entities - the proxy smart meter and
the proxy DCU. The proxy smart meter captures the DCU’s
authentication challenge and relays it to the proxy DCU. The
proxy DCU will challenge the legitimate smart meter using the
relayed challenge and observe the legitimate authentication
response generated by the smart meter. The authentication
response is then relayed back to the proxy DCU. At this stage,
the DCU is still awaiting a reply to its original challenge and
the proxy smart meter responds with the relayed legitimate
response. As the DCU receives a legitimate response from a
device within its communication range, the DCU is convinced
that the legitimate smart meter is present although in reality
this smart meter is far away. This essentially allows the adversary to temporarily possess a ‘virtual clone’ of a smart meter
for as long as he can continue relaying the subsequent communication.
It should be emphasized that a relay attack is not like an
ordinary man-in-the-middle attack, which needs some form
of security vulnerability in the protocol or requires the attacker to actively modify the data between the participants.
Conventional cryptographic authentication mechanisms, regardless of the protocol or constituent cryptographic primitives, fail to detect a relay attack as any challenge and response could simply be relayed between the participants. The
attacker does not need to modify, or even understand, the data
that he is relaying. Implementing relay-resistant authentication, therefore, requires the use of additional, potentially noncryptographic, mechanisms to support conventional cryptographic algorithms. In the literature, there are currently four
general approaches to detecting relay attacks:
•

•

•

Proof of (Physical) proximity

Physical proximity is important in a number of applications,
e.g. devices are divided in regions or physical groups (Cheng
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•

The DCU could use multiple channels when authenticating
the smart meter, thereby making it computationally harder
for the adversary to relay all the channel data. For example,
using multiple radio channels or using a radio channel and
an audio channel (Stajano et al., 2010).
The DCU and the smart meter could generate a ‘proximity
proof’ by observing their environment and verifying that
they both made the same observation. For example, the
smart meter includes its location or observed environment
in the message to the DCU, which compares it to its own
location (Hu et al., 2003).
The DCU tries to detect the additional delay the adversary
introduces when relaying the messages. For example, the
DCU uses distance-bounding protocols together with special channels, such as a near-field, bit-exchange channel
(Hancke, 2011), to measure the round-trip time of the challenge/response exchange (in this research community relay attacks are termed ‘mafia fraud’) (Avoine et al., 2011).
The DCU observes the physical properties of the device
it is communicating with and uses these properties to
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Fig. 2 – Relay attack on RFID systems.

Fig. 3 – An overview of approaches to using physical context within security services.

confirm the identity of the device. In other words, it tries
to differentiate between the legitimate smart meter and
proxy smart meter by observing the intrinsic and inherent physical properties of the communicating device and
comparing it to the known physical features of the legitimate smart meter. The features of the device itself,
such as the intrinsic hardware properties (Holcomb et al.,
2009; Kohno et al., 2005), physical unclonable functions
(PUFs) (Ruhrmair and van Dijk, 2013), or the features of the
physical-layer communication (Danev et al., 2012), could be
used.

2.3.

Security schemes using physical context

From the previous two sections, it as apparent that some of
the general approaches to providing ad-hoc key pairing, and
all the approaches providing relay-resistant communication,
use physical context to support the overarching security services.This paper serves as an introduction and overview of
how physical context is used to provide key pairing and relay resistance in an AMI system with low-resource devices. As
shown in Fig, 3, physical context methods can be divided into
three categories based on the source of the physical properties.
Environmental methods rely on the physical properties external to the device and its communication. This category cov-

ers both the properties of the devices’ surroundings and also
external actions affecting the devices. The physical location
of each device could be used as the basis for security, especially when proving physical proximity. Devices could either
use their actual location, i.e. the devices know where they are,
or use a simpler notion of relative location, i.e. devices are
at the same location although they cannot determine where
this location is. Devices can also extract features from their
surrounding, like ambient sound or wireless signals, to derive shared keys or proof their proximity. This process could
be thought of as ‘fingerprinting’, where the devices look to extract unique, yet stable, features from its environment. Finally,
devices can partake in a specified activity and observations
made during this activity, such as device movement, can be
used to derive shared keys or proof that they were taking part
in the same activity and are therefore at the same location.
Communication methods involve the physical properties
of the communication channel between the devices. This concept focuses specifically on practical methods to manipulate
the physical aspects of the channel to achieve initial key exchange between low-resource devices. Similarly, the use of
auxiliary or out-of-band (OOB) channels are discussed here
for the sake of completeness but this area warrants its own
survey (Mirzadeh et al., 2014). Apart from explaining the basic concept we concentrate on auxiliary channels that rely
on tangible physical properties to transmit data in a ‘location
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Table 1 – Summary of approaches on environment context security.
Approach

Metric

Security enhancement

Benefits

Issues

Use Device Location

Device location
co-ordinates
Device can hear dongle
signal
RTT to device mapped to
distance

Proximity

Secure combines with
cryptography
Proximity using
conventional channel
Between any two devices,
no need to know device
location

Device must know its own
absolute location
Device proximity to set
beacon only
Needs special channels

Dongle Proximity
Time-of-Flight (ToF)
Distance-bounding

Proximity/Pairing
Proximity

limited’ manner, such as vibration, rather than simply using
additional conventional channels. Channel parameters, because of multipath propagation, is also a resource for key
generation schemes. Both devices use common channel parameters, such as Channel Statement Information (CSI) and
Received Signal Strength (RSS), as ‘fingerprinting’ to derive a
shared key.
Device-based methods take into consideration the intrinsic properties of the devices involved. These properties
are the source of unique features that can be observed
within radio and audio analog front-ends of devices by using suitable ‘fingerprinting’ of this hardware. Similar devicedependent features can also be derived from computational
processes of the devices, which can be used to identify devices
or yield hardware-dependent responses to authentication
challenges.

3.

Environment

When making use of the physical context to assist with the
security of device communication, then arguably the most obvious context type is the environment in which the communication is occurring. Within the devices’ environment, there
are three possible sources of physical context. The first is the
location of the devices, the second is external forces acting on
the device, and the third is simply ambient properties of the
environment.
If the location of the devices, either their actual position or
their physical position relative to each other, can be securely
determined, this can obviously be used to prove device proximity. In other words, if two devices are shown to be present at
the same location then it is unlikely that they are being subject to a relay attack. Location can also be used in key pairing
services, although this often requires a trusted third party being present at the same location.
Devices can also be required to participate in a predetermined activity during which they can measure the external forces in effect. The measurements during the execution
of the common activity can be used to derive a shared secret
key. By implication, if both devices exhibit that they share a
key they must have taken part in the same activity and are
therefore verified to be present in the same location.
Taking measurements of their ambient environment can
assist in proving that devices are present at the same location. The reasoning is that if they are observing a relatively
random process linked to this location at this specific time,
such as background noise or radio signals, then they are both

present. Devices can also then use these measurements to establish a shared key. In Table 1, we summarize these methods
which using environment context to enhance ad-hoc communication security.

3.1.

Location

Location is an obvious way to detect a relay attack between
two devices. If the devices find themselves at the same location it implies that they are in close proximity. In such a case,
two different approaches to ‘location’ can be followed depending on the context of the communication: absolute or relative
location. Absolute locations mean that the actual physical locations of both devices are known, i.e. we know where these
devices are within a known coordinate system. This is feasible given that some mobile devices increasingly have an inbuilt GPS receiver. Relative location is the devices’ position as
measured against the position of the other device or against
a landmark in the communication area. In other words, we
can verify that the devices are at the same location but in the
bigger picture we do not care where this location is, e.g. both
devices are in the same room but we do not know which room
or where this room is.

3.1.1.

Absolute location

Absolute location can be used to make context-related authentication possible, even in simple devices, although these
devices must have the capability to determine its own location. Hu et al. (Hu et al., 2003) proposed the notion of packet
leashes to prevent relay attacks. In this scheme, all devices
can determine their own location. When a device transmits a
message it includes an authenticated, i.e. message is signed
or subject to a message authentication code, indication of the
transmitting device’s location. When the message is received,
the receiver can check whether the sender is at the same location. Devices need to broadcast packets to build a geographical
table. A discrepancy in source location when compared to its
own location would indicate a relay attack.
Location can also be used to enable a service only in a specific location. An absolute location approach has been proposed that uses a standard RFID-equipped device with a primitive GPS device. The RFID device will only respond to a communication request for information from a reading device
when its current location matches that of a set of known reading locations or if the device is traveling at certain speeds
(Ma et al., 2013). This is intended for use in automated tolling
systems but could also be applied to general NFC-enabled
payment applications if payment locations are known. The
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downside to this implementation is the need to store and update the allowed reading locations, as new positions are added
or old positions are revoked.

3.1.2.

Relative location

The advantage of using relative location is that devices do
not need the capability to determine their actual location so
there is no need for GPS components or an overarching localization system. Relative location methods are predominantly
used to prevent relay attacks, with distance-bounding being
the most prominent approach. There are, however, proposals
for key pairing based on relative location through the use of
trusted third party beacons. The basic idea of such schemes
is to equip certain locations with transmission beacons. Any
devices at these locations can receive these beacon transmissions, which can then be used as the basis for setting up a
shared key with other devices at this location (Studer and Perrig, 2010). The absolute location of the devices is not important, as the core requirement of the scheme is just that both
devices must be in close proximity of the beacon.
Based on relative location and the beacon, it can also determine whether a device is in a particular location. Studer and
Perrig (2010) proposed a protocol called User Location-specific
Encryption (MULE) to prevent data leakage due to stolen laptops. In this protocol, the laptop only gives users access to sensitive files when it is in a trusted location, otherwise, it will
log off or put the computer sleep. MULE utilizes specific location information from trusted locations to authenticate devices and provide security services. This protocol only gives
security to sensitive files, normal files can be accessed without authentication.
Distance-bounding is a method specifically designed to
cryptographically prove the relative distances between two
devices. In this approach one device is proving his proximity,
the prover, and the other, the verifies, is verifying the claim
of the prover. It involves the timed exchange of carefully constructed cryptographic challenges and responses. The roundtrip time of the cryptographic challenge-response pairs is then
used to calculate the distance between the communicating
parties (Hancke et al., 2009). There are three main types of attacks that are addressed by distance-bounding protocols:
1. Relay Attack A third party tries to convince the verifier that
the prover is within close proximity by attempting to relay
the challenge-response exchanges.
2. Distance Fraud The prover is fraudulent and is attempting
to convince the verifier that it is nearby even though it is
far away.
3. Terrorist Attack The prover attempts to co-operate with a
third party, who is physically close to the verifier, in order
to convince the verifier it is in close proximity. The prover
shared enough information with the third party to pass a
single distance-bounding protocol.
There are numerous approaches to designing distancebounding protocols (Gildas et al., 2018; Hancke, 2012; Hermans et al., 2013; Yang et al., 2018), etc. Objectively comparing
distance-bounding protocols remains a challenge. It is possible to quantify the success probability of each of the three
given attacks for each protocol for a given number of rounds,

Fig. 4 – ShaVe sequence diagram.

but additional aspects such as execution time or memory consumption of additional rounds should ideally also be considered.
A framework has been defined that attempts to allow for
a standardized approach to cryptanalysis and designing new
distance-bounding protocols (Avoine et al., 2011). This formal
framework provided a consistent attack model for evaluating
protocols.
The main drawback to distance-bounding protocols is that
the timed exchanges need special channels to achieve accurate round-trip time and to maintain the security of the
overall protocol (Hancke and Kuhn, 2008). This means that
distance-bounding techniques have not seen wide adoption
within deployed systems. There are numerous channels that
have been implemented to support distance-bounding protocols (Hancke, 2011; Ranganathan et al., 2012; Rasmussen and
Capkun, 2010). However, these are only prototype channels
under controlled conditions and more work is needed to construct practical channels that are both feasible in actual devices and suitable for distance-bounding.

3.2.

Common activity

Common activity refers to a set of physical actions that can
be performed by both devices. Physical context observations
that these devices collect during the activity could be used to
generate a shared key or help verify that devices are in the
same location.
A simple common activity is to take two devices and move
them together. During the movement, both devices monitor
accelerometer sensor data. This sensor data is then used as a
means to perform proximity authentication, i.e. both devices
were subjected to the same external movement, and key exchange, i.e. since both devices have made similar measurements these could be used to derive a common key by each
device (Mayrhofer, 2007). ‘ShaCK’ (Mayrhofer and Gellersen,
2009) is a similar method using accelerometer sensor data to
generate a shared key, but it continually needs to exchange
parts of the collected data each to evaluate the similarity. Only
if the data is within a set threshold for similarity does this
method collect the measurements for key derivation.
“ShaVe”, another method proposed by (Mayrhofer and
Gellersen, 2009), is a method using a motion channel to generate the shared key through the accelerometer data generated
by shaking devices together, as illustrated in Fig. 4. First, two
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devices generate shared keys using standard Diffie-Helman
(DH) key agreement via insecure channel. Then they exchange
encrypted block of acceleration data via an Interlock protocol
(Rivest and Shamir, 1984). This protocol is used against manin-the-middle attacks. As the data is encrypted by block ciphers, this protocol split each encrypted message block into
several parts. Devices are required to transmit the first part
and then never transmit the next part until receiving one part
of the message block belonging to the other device. After this
procedure, the device compares the received data with its locally captured data with a frequency domain coherence measure. If the check result is successful, these two devices can
communicate with each other with the agreed key. But the security level of this method is the same as the standard DH
key agreement. The comparison of acceleration data does not
add any security if the attacker can get the DH key through
an MITM attack. The attacker can wait for the completion of
the second and third step and then communicates with both
devices using the key.
An activity that can be performed is the moving of both
devices to enable protection against message sender identification/location. The approach considers that the system for
key exchange can be built upon an approach already created,
where the focus is on protecting the identity of the sender
rather than the contents of the message (Castelluccia and Mutaf, 2005), as shown in Fig. 5. During the preparation period, device A will send a start signal containing the length of the key
to device B and also the address of A. B will send a start signal
with the address of B back. Then during the key generating
period, they begin to send packets randomly. Each packet also
stores an address from A or B randomly as a source address
and the other as a destination address. If the source address
of a packet is right, the bit at the corresponding (which is corresponding to the sequence of this packet) position of the final key would be 1, otherwise it would be 0. To make this key
agreement secure, we shake both the devices together during
the exchange to achieve spatial indistinguishability. In other
words, during the key exchange procedure, the user should
shake the devices to keep changing their position relative to
each other. Thus, attackers cannot distinguish the sources of
messages, e.g. A is on the left and B on the right from directional signals, and build the secret key. Finally, A and B will exchange hash values of addresses of A and B and secret key. If
both are the same, it means the key exchange is a success. This
method can deal with a majority of analysis attacks based on
directional RSSI-signals.

3.3.

Fingerprinting in environment

Environment-based fingerprinting schemes usually extract
features from ambient sources, such as background audio and
radio signals and radio. These ambient sources are random
processes over time so to obtain similar measurements devices must take measurements in the same location during
the same time period. These schemes are mostly intended to
establish shared keys. However, there is also an implicit proximity proof because the devices end up with the same key
based on extracting features from their environment. This implies that both devices had to be present in the same environment during the feature extraction.
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Fig. 5 – Explicit authentication method.

Schurmann and Sigg (2013) extracted an audio fingerprint
from ambient audio. This paper extracted the key with energy
difference in the frequency domain, which is robust to processing and combined fuzzy commitment scheme with ReedSolomon error correcting code to make sure two devices can
exchange messages securely with the fingerprint got by themselves. The experiments show that the Hamming distance between fingerprints extracted from identical ambient audio is
much lower than those extracted from nonidentical ambient
audio. It means that with a well-chosen configuration of the
Reed-Solomon error correcting code, only devices with identical ambient audio can communicate with each other successively.
Quach et al. (2014) extracted an audio fingerprint from
background voice. Because of the little difference between audio signals recorded by two devices, this paper extracted the
key with energy difference in the frequency domain, which
is robust to the processing and combined fuzzy commitment scheme with the Reed-Solomon error correcting code to
make sure two devices can exchange messages securely with
the fingerprint got by themselves. The experiment showed it
worked well between two phones of the same type, but it did
not consider phones of different types.

4.

Communication

The next area that can be used to generate an additional
physical context for security services is the communication
channel. Ad-hoc communication between embedded devices
is most often across a wireless channel. In this section, we focus on methods that use tangible properties of the wireless
communication for key pairing and relay resistant communication security for embedded/mobile devices. The three approaches we look at are friendly jamming, auxiliary channels
and channel parameters. The topic of auxiliary channels is a
subset of a larger area of research on out-of-band (OOB) communication, i.e. using multiple channels, for security. For example, if we make an online purchase via a wireless network
we might get confirmation of a payment via mobile text message. OOB is a promising direction, especially for device pairing, for security services in ad-hoc communication, so we include it in our discussion. However, we focus on OOB channels
that exhibit a tangible physical property that differs from conventional wireless channels, such as audio, visual or motionbased communication. In Table 2, we summarize these methods that use communication context to enhance ad-hoc communication security.
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Table 2 – Summary of approaches on communication context security.
Approach

Metric

Security Enhancement

Benefits

Issues

Friendly Jamming

Wyner’s wiretape
channel model
Audio, motion and
visual channel

Pairing

Suited to source with
constrained devices
Against MITM attack

Prone to eavesdropping

Multipath influence of
channel

Pairing/proximate

Auxiliary channel

Channel estimation

4.1.

Proximity/Pairing

Widely implementation in
practical Scenarios

Note suited to computation
ability constrained
devices
Limited randomness in
static environment

Friendly jamming

There are several approaches to using the channel characteristics to securely send data, which have their roots in the notion of the ‘wire-tap’ model proposed by Wyner (1975) in 1975.
In this model, the sender sends data S which will be interfered
by noise N1 and N2 during the transmission on the wireless
communication channel, which affects the signals received by
an intended receiver and eavesdropper respectively. The signal received by the intended receiver is interfered by N1 as
Sr = S + N1 while the signal received by an eavesdropper is
Se = S + N2 . If N1 is much less than N2 , then the intended receiver can recover the original data but the eavesdropper cannot. To make sure that N2 is much larger than N1 , it is proposed that systems introduce an artificial noise signal to jam
the communication channel – co-operative or ‘friendly’ jamming. This makes the approach more practical and can provide some guarantee that N1 is much less than N2 . This is in
contrast to the general concept of jamming, which is intended
as a denial of a wireless service.
The secrecy capacity, meaning the highest reliable transmitting rate of secured data over a channel, is used to assess
the security bounds of such channels proposed for physical
layer security. Secrecy capacity means that there exists a
capacity under which the eavesdropper can get almost no
useful data. The highest secrecy capacity is often considered
as the capacity difference between the good channel (from
the transmitter to the receiver) and the bad channel (from
the transmitter to the eavesdropper). Many papers have
described research on bounds of secrecy capacity in different
type of channels: Gaussian wiretap channel (Tang et al., 2008;
Tang et al., 2011), Rayleigh channel (Li et al., 2007Lai and
El Gamal, 2008), Gaussian multiple-access wiretap channel
and Gaussian two-way wiretap channel (Tekin and Yener,
2008), fading channels (Gopala et al., 2008) and non-general
channels (Vilela et al., 2011; Zhou et al., 2012). But these
methods only analyzed the secrecy capacity based on an
attack assumption that there existed only one eavesdropper
or multi-eavesdroppers without collusion.
In this section, we focus on friendly jamming approaches
proposed for low-resource, ad-hoc communication. The general principle is that the data and the noise will be transmitted at the same time and that the noise signal is known to
the receiver. The receiver can then cancel the noise from the
combined noise-data signal, but an adversary cannot, which
allows the channel to securely send data. These approaches
are divided into two categories, illustrated in Fig. 6, depend-

Fig. 6 – Friendly-jamming approaches: (a) Additional
device(s), (b) Self-jamming.

ing on which party is responsible for the jamming signal. The
jamming signal can either be generated by an additional device, e.g. two RFID tags respond to a reader request with one
sending data and the other noise, or by one of the communicating devices, e.g. the receiver sends noise to cover data sent
by the sender.

4.1.1.

Jamming by Additional Devices

In this category, additional devices are expected to transmit
jamming signals. To cancel the jamming signal and recover
the data, however, the receiver must be able to determine
which signal was sent by the jammer. The additional device
and the receiver must, therefore, have a pre-shared key, or another prior relationship, such as a code-book (Tang et al., 2011),
to generate the same noise signal or the same codebook to decode the jamming signal to recover the data signal. But it is
different when the receiver and device share the same codebook.
Castelluccia and Avoine (2006) proposed a bit-blocking protocol to securely transmit secret data in the context of an RFID
system, as shown in Fig. 7. The reader and the noisy tag share
a key K. When the tag transmits data to the reader, the noisy
tag will also transmit data. The reader first broadcasts a nonce
N which is generated randomly. Then noise node will generate
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Fig. 7 – Infrastructure and procedures of bit-blocking
protocol.

a sequence of bits by random function H with N and K. Next,
the tag and node will send data to the reader simultaneously
in bit level, which means they will send a bit simultaneously
at a time slot. Except for the noisy node, only the reader has
the knowledge of H, N and K to recover the data sent by the tag.
But there is a problem when the node and tag send the same
bit, the information of this bit will be leaked. The authors suggested using a code-based protocol instead of bit-based protocol. A code-based protocol does not transmit every bit of the
data directly but converts every bit into a code to transmit.
Shen et al. (2013) also proposed a method that needs the receiver and jamming node to share the same key, but it aims at
a multiple jamming nodes environment. In this environment,
all nodes must be synchronized in order to correctly cancel
the jamming signal. Each jamming node is allocated a certain frequency called a pilot frequency. First, these jamming
nodes generate random jamming signals by the shared key.
Then a noise signal of pilot frequencies is added to the random data signal generated by the same jamming node separately. These pilot frequencies have a quite larger magnitude
in the frequency table than the other frequencies. The receiver
can distinguish signals from which jammers by these pilot frequencies.

4.1.2.

Self-jamming

In this category, the jamming noise is transmitted by the receiver while the sender transmits data, as shown in Fig. 6. The
noise cancellation is simpler than in the case of a third-party
jammer, as the receiver already knows the noise signal itself
transmitted.
An approach that can achieve self-jamming without
shared information has been proposed in RFID systems (Fei
et al., 2013). RFID systems have some inherent properties that
fit well with this approach: the reader is transmitting a radio carrier to the tag at all times to power the tag, and the
tag uses back-scatter or load modulation to transmit data, i.e.
the tag modulates the carrier of the reader and not a carrier
it transmits itself. This noisy reader can, therefore, transmit
a noisy carrier signal while receiving the sent signal from the
transmitting tag, as the tag can just modulate the noisy signal. The reader, who is the device adding the noise, is then
able to remove this noise in order to retrieve the message that
was sent. This approach is considered a practical method for
mitigating against passive eavesdropping. The authors made
the reader signal increasing with a constantly increasing value
by the same interval. In overview, the reader signal increases
from minimum amplitude to maximum amplitude periodi-

Fig. 8 – Reader signal assisted jamming method.

Fig. 9 – RFID noisy reader.

cally. The jamming theory is shown in Fig. 8. It shows that the
eavesdropper can not distinguish the bits with sequence 10 as
the amplitudes of these two bits are the same. But according
to another paper (Hu et al., 2015), this method is vulnerable
due to the unsynchronization of the reader signal and the tag
signal. So this paper improved the vulnerable method by randomizing the interval and the increasing value.
A similar approach has been proposed in the context of
RFID devices (Savry et al., 2007). This approach requires that
both reader and tag have the same pseudo-random noise generator and the same start value, which means these two noise
generators can generate the same noise. Details are shown
in Fig. 9. The reader adds noise to data and the tag cancels
noise with the same noise generator. This principle has been
demonstrated for ISO/IEC 15963 RFID systems (Achard and
Savry, 2012).
A different kind of approach is proposed to achieve key
agreement (Jin et al., 2014). It looks similar to bit-blocking
(Castelluccia and Avoine, 2006) but it has a specified coding
way, which is illustrated in Fig. 10. This varied bit-blocking is
vulnerable to unsynchronization. The first valley and peak in
Fig. 10 can deduce that bit 0 or 1 is coming from which device.
To overcome this problem, the authors change the start time
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Fig. 10 – Practical key generation by jamming.

secure there is now a common framework for security analysis for what attack model is most applicable. The question
should be asked if a single, passive attacker is the only valid
attack model? According to Pinto et al. (2009), colluding eavesdropping can dramatically decrease the secrecy capacity with
the increasing amount of eavesdroppers. (Tippenhauer et al.,
2013) also showed that if the distance between eavesdroppers
is less than that between the transmitter and the receiver,
using radio communication, eavesdroppers can recover the
data secured with friendly jamming. PriWhisper (Zhang et al.,
2013) makes a similar observation for audio channels, implementing the same approach as Dhwani, by showing that the
scheme is resistant against multiple colluding eavesdroppers’
attacks on condition that the two devices are less than 3cm
from each other. Security also depends on the nature of the
jamming noise and the data sent. But as this method needs
receivers to transmit noise with the highest volume during all
of the data transmission periods, users may feel annoyed.

4.2.

Fig. 11 – Dhwani method for self-jamming audio
communication.

of the bit a little earlier or later. Fig. 10 shows that the move of
the start time can cause the peak no matter bit 0 coming from
which device.
This approach has also been proposed to secure non-radio
communication between mobile devices. A secure acoustic
communication method was proposed in by Nandakumar
et al. (2013), as shown in Fig. 11, that uses sounds and the ‘wiretap’ model approach to send data. The approach is that the
receiver can only recover the data a set sign-to-noise-ration
(SNR) above a set threshold SNRmin . The goal is therefore to
decrease the SNR of the eavesdropping but maintain an SNR
above this threshold for the receiver. Fig. 11 shows that when
device A and B send a signal with power PA and PB separately,
the eavedropper will receive a mixed signal with power PA +PB .
The power of noise PB is larger than the power of data PA ,
which leads to the unrecoverability of the data. But the condition is the same for device B. In order to make device B recover
the data, device B recorded the noise in advance with power PR .
So we can remove the noise in the mixed data, which leads to
a SNR higher than SNRmin . They evaluate the security of their
scheme based on an assumption that there is only one passive
eavesdropper.
This type of scheme has been demonstrated to work well
for the prevention of passive eavesdropping attacks. One of
the challenging aspects of this type of research is estimating
the secrecy of these channels. Different authors use different attack models and even though schemes are shown to be

Auxiliary channels

Auxiliary channels include methods making use of additional
channels for communication. These methods are designed
to use auxiliary channels instead of common radio channels to complete part or the whole cryptographic protocol.
Researchers believe auxiliary channels are more secure than
the traditional insecure wireless radio channel and some researchers also introduce the human device owner as a trusted
third party to validate the shared key through his actions.
These channels can be divided into four groups: light, sound,
motion and other communication channels. Motion channel
includes vibration and button pressing. Other communication
channel includes infrared, physical ‘touch’ and additional radio technology. Auxiliary channels can deal with relay attacks
(Stajano et al., 2010) according to transmitting secure data via
an unrelayable channel (can be achieved by auxiliary channels).

4.2.1.

Audio channel

Halperin et al. (2008) proposed a method with the help of an
audio channel to protect the security of Implantable Medical
devices (IMD) as IMD is in a human body and always computationally constrained. They added a passive tag to the IMD.
The procedure is as follows: First, a reader emits an unmodulated radio frequency signal to energize the passive tag to let
it calculate a key randomly. Next, IMD will send the key using
audio wave by a microphone. This method needs the reader
and the IMD close enough to each other and it believes that
in such a way the eavesdropper cannot recover the data. This
method is a simple idea, but very practical and harmless to
humans, but it is prone to eavesdropping (Halevi and Saxena,
2010).
A method using an audio channel to exchange both messages and authentication information is known as HAPADEP
(Human Assisted Pure Audio Device Pairing) (Soriente et al.,
2008). It just uses an audio channel to exchange their keys.
Also, it utilizes the user (human component) as the counter
to an MITM attack. Operations are shown in Fig. 12. First, two
devices will encrypt their keys and transform them to audio sequence. Then one device will play the audio sequence
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Fig. 12 – HAPADEP sequence diagram.

Fig. 13 – Visual integrity checking protocol.

and then the other. After they decode the other device’s key,
they will add these two keys together in the same sequence
and also transform keys into an audio sequence. Finally, these
two devices will play audio together for humans to compare. ‘Loud-and-Clear’ (Goodrich et al., 2006) also has a similar
mechanism but it replaces one device with a visual channel.
After the key has exchanged, one device transforms keys into
text and the other transforms keys into audio heard like someone is reading the text. These methods are secure enough, but
they need more energy than those devices that only use asymmetric cryptography, which is not suitable for computationally
constrained devices.

4.2.2.

Visual channel

McCune et al. (2005) implemented a method named as
‘Seeing-is-Believing’. They chose a visual channel as an OOB
channel and transformed the hash value of public keys into a
bar code that enabled the other devices using a camera to read
the messages. This method has a limitation that both devices
should have cameras and screens. Saxena et al. (2006) presented this protocol to overcome the limitation in Seeing-isBelieving. He solved this problem by using this protocol that
only needs a one-way visual channel. The scheme process is
shown in Fig. 13. Device A and device B exchange a public key
at first, then device A sends hash values of public keys of A
and B to device B via a visual channel. At last, B shows the result to the user. The security of this protocol depends on the
hash function and the length of public key. However, it is potentially prone to an MITM attack as a human cannot compare
final keys of A and B, although this would involve a visual relay
channel.
A method involving the use of a visible light channel to
facilitate secure key deployment within an application has
been presented in Perkovic et al. (2012). This method involves
a novel multi-channel group message authentication protocol, in which information is transmitted over both a radio and

291

a visible light channel enabling the secure deployment of an
application key. One of the main issues found when attempting to secure devices is the lack of quality output interfaces
and the corresponding receivers (this is especially true for embedded applications). A security scheme that is universally applicable is ideal in such a situation. Such a scheme has been
developed and has been applied across a range of applications
(Prasad and Saxena, 2008). The scheme is based on the comparison of short and simple transmissions involving synchronized patterns. This again requires a manual human interaction within the system. This scheme has been improved upon
and automated by making use of the visual auxiliary channel,
commonly available on a device through hardware such as a
digital camera (Saxena et al., 2008). It has been shown that
the automated approach is more users friendly and generally
faster than the non-automated manual scheme. Importantly,
it is also shown that the proposed scheme is accurate in the
detection of any possible attacks and allows for appropriate
steps to be taken once an attack is identified.

4.2.3.

Motion channel

Saxena et al. (2011b) presented a key exchange approach using a motion channel. In this scheme a human user pairs the
sender, e.g. a mobile device, with an RFID tag. The mobile will
generates a key and transmit the key through controller vibration. The user should keep mobile touching the tag during the
vibration and the tag must be equipped with an accelerometer.
The accelerometer in the tag will sense the vibration data collected for the tag to restore the key and complete the authentication. The vibration encoding method is as follows: The key
to be transmitted is a binary sequence starting with three additional bits “110”. If the phone keeps vibrating for 200ms it
means bit “1” and no vibration for 200ms means bit “0”. After the end of the key transmission period, the two devices
can securely communicate with each other using the shared
key. This method is simple and effective, but it is prone to the
eavesdropping (Halevi and Saxena, 2010) if the resultant audio
signal of the vibrating devices can be recorded.
Soriente et al. (2007) proposed a method using button
pressing as auxiliary channel. This method just requires a button and display as indispensable equipment. First, one device
exhibits fully random passwords that span the full n-digit vector space. Then, the user tries to press the buttons of two
devices simultaneously according to the password. After the
user finishes this action, two devices are paired. Security is
obviously based on the password transmitted by button pressing. It is also prone to the eavesdropping (Halevi and Saxena,
2010) based on listening to the button presses.
Kriara et al. (2013) also used this basic method to identify
RFID devices. Here a reader can pair passive RFID tags with
each other by recognizing the movement (or gestures) of tags
in its reading range. If the reader believes that tags have been
performed the same movement (or gestures), then the reader
considers both tags to be present and will facilitate the pairing
of these tags. The experiment shows high accuracy in recognizing circle motion and over 18% mismatch rate in line motion.
Chagnaadorj and Tanaka (2013) use accelerometer data to
identify devices taking part in communication. The procedure
is shown in red (Fig. 14). First, two devices exchange data and
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channel. Then, they just exchange their public keys using the
common insecure wireless channel. Finally, they compare the
messages they receive in two steps to validate the public keys.

4.3.

Fig. 14 – Procedures of mimic gesture.

Fig. 15 – Talking to strangers.

a public key used for Short Authentication String (SAS) protocol. The SAS protocol is proposed by (Vaudenay, 2005) to authenticate the communication in a normal insecure wireless
channel with the help of an OOB channel by exchanging short
strings via an OOB channel. Device B then generates some gestures, converts them to SAS data and sends this data to device A. Device A converts the received data into gestures and
shows them to the user in sequence. The user holds device B
and performs gestures one by one in sequence. Next, the accelerometer data recorded by B will be analyzed and restored
to gestures. Device B will compare these gestures with previous gestures to validate device A and give the comparison
result to device A via the user.

4.2.4.

Other communication channel

Stajano and Anderson (2000) proposed this method to securely
bootstrap in ad hoc wireless networks. They imitated the behavior of duckling in their method. This method chooses the
first moving object that makes a voice like the mother of a
duckling. This is the first step of the trust establishment procedure. Then each other object, the duckling, will take the first
device that sends it a secret key as its owner. To protect the
confidentiality and integrity, they used standardized physical
interfaces and cables that belong to other non-radio channels.
Balfanz et al. (2002) presented a method to authenticate the
key establishment in ad-hoc wireless network. It compared
work similar to the paper mentioned above. It also enhanced
the Resurrecting Duckling model by using infrared communication as the OOB channel instead of physical connect and
needed a bit help of users. This method is shown in Fig. 15.
First, the two devices initially send their addresses with the
h(PK), a one-way hash function and the argument of this function is the public key, to each other via the infrared or audio

Channel parameters

Channel parameter is the source of random channel characteristics. Taking advantage of the randomness of the channels, two wireless devices can establish a security relationship. Temporal variation, channel reciprocity and spatial decorrelation provide support for the implementation of key
pairing schemes.
Temporal variation means that as the receiver, transmitter or any objects in the environment moves, the reflection,
refraction and scattering of the channel paths also change.
These changes provide resources for key generation.
Channel reciprocity implies that the multipath properties
of the radio channel (gains, phase shifts, and delays) at two
devices connected by the same link in time and on any given
frequency channel are identical. It makes sure that two devices can extract the same key.
Spatial de-correlation is a principle used to protect legitimate devices from an attacker. An attacker will experience
de-correlated multipath fading if he is more than one halfwavelength away from the legitimate device and cannot recover the secret key. This principle achieves location distinction that aims to detect devices’ location changes, movement
or facilitate location-based authentication (Fang et al., 2017).
By using these three principles, there are two different
channel parameters for key extraction between two devices,
which are received signal strength (RSS) and channel statement information (CSI). CSI is a fine-grained channel parameter and RSS is coarse-grained.
RSS refers to a power level of a radio signal received by the
receiver. The higher the RSS number, the stronger the signal.
Although longer propagation distance leads to lower RSS, RSS
does not decrease linearly as the distance increases. RSS is affected by many other factors, including the location of the antenna, the antenna itself, the number of obstructions in the
proximity of the devices, and the environment. So a set of
transmitter and receiver will obtain a special RSS, which can
use to generate a shared secret key.
CSI describes the combined effect of a multipath channel
when a signal propagates from transmitter to the receiver.
This method is also called channel estimation and channel
response. A signal transmits through different paths will experience different scattering, fading, reflection and refraction,
which makes the combined effect different and guarantees
a high Key Generation Rate (KGR). In this paper, CSI divides
into channel impulse response (CIR) and channel frequency
response (CFR) and we will illustrate these respectively.

4.3.1.

RSS

The transmitted signal x(t) experiences a multipath channel
and the received signal y(t) can be given as

y(t) =

τmax
0

h(t)x(t − τ )dτ + n(t)

(1)

where n(t) is the noise in the channel, τ max is the maximum channel delay, h(t) is the channel response of the
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transmitted signal. RSS is used widely in practical implementations, as most of the current off-the-shelf wireless cards can
measure it without any modification. It has been prototyped in
not only wireless local area networks (WLANs), but also wireless sensor network (WSNs).
A WLAN is a network that links several devices using
wireless communications within a limited area. Jana et al.
(2009) evaluated RSS-based key generation in real environments under real settings, in both static and dynamic environments. They found that the entropy of RSS measurements
in a static environment is very low and an adversary can cause
predictable key generation. Based on this issue, they develop
an environment adaptive secret key generation scheme that
uses an adaptive lossy quantizer in conjunction with Cascadebased information reconciliation and privacy amplification.
(Premnath et al., 2013) expanded on Jana et al. (2009). They
evaluated the performance of secret key generation using
small, low-power and hand-held device. They also used MultiInput Multi-Output output (MIMO)-like sensor networks and
tried to achieve a high KGR. High bit mismatch caused by multiple sensors can be solved by an iterative distillation stage.
Guillaume et al. (2015) also realized a physical-based key
generation in practical environment and compared them.
They presented results for the KGR and achieved key quality.
WLANs have become popular to use at home, where there
is limited mobility and the key generation scheme is vulnerable to an adversary. The KGR is very low in such static environment. To address this issue, researchers use multi-antenna
(Zeng et al., 2010) or adaptive channel probing (Wei et al., 2013),
and they try to decrease error bit rate in key extraction by using a level crossing algorithm (Mathur et al., 2008).
On the other hand, in WSNs, the communicated entities
are sensor nodes. In order to address the limited KGR under
a static environment in WSNs, randomness in the frequency
domain is exploited (Wilhelm et al., 2013). Body area networks
are wireless networks of wearable computing devices, and is a
special category of WSNs. There is an implementation in this
area (Ali et al., 2014). RSS-based key generation systems also
can be used in vehicular communication (Zhu et al., 2013).
Liu et al. (2012) proposed to generate group shared keys
among multiple devices leveraging RSS. They also developed
two protocols ensure security called star-based and chainbased.

4.3.2.

CSI

CIR
As a signal propagates through a multipath channel, more
than one signal will be received at the receiver and the wireless channel state h(t) can be described as
h(t) =

N−1


ρn (t)e jφn (t) δ(t − τn (t))

(2)

n=0

where ρn (t)e jφn (t) is a complex number, which represents amplitude attenuation and phase shift of the composite channel.
N is the number of paths, τ n (t) is the time delay of the n( th )
path. These impulse responses are time-varying in presence
of time variation of the geometrical reflection and reflection
conditions, so amplitude and phase information can be used
for key generation.
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The channel estimation consists of amplitude and phase
components, both of them are able to derive a key separately
as they vary independently. (Wilson et al., 2007) and (Marino
et al., 2014) are amplitude-based key generation. But the amplitude is vulnerable for an active adversary as a powerful attacker can manipulate the amplitude of the signal received by
legal devices. The amplitude is a multiplicative component. By
increasing or decreasing the amplitude of the transmitted signal, an adversary can change the signal’s amplitude dramatically and influence key extraction. In contrast, phase information is an additive component and the range of phase is from
0 to 2π . Even if the adversary can add an arbitrary phase to the
received signal, the legitimate devices compute their differential phase, the adversary has no control over the change in the
channel’s phase during the same interval. Differential phase
secret bit extraction can tolerate a powerful attacker who controls the transmission source. Therefore, although many researchers have focussed on amplitude-based key generation,
there is only one practical implementation in phase-based key
generation, called ProxiMate (Mathur et al., 2011).
In ProxiMate, two devices in close proximity can perceive
the same small-scale fading and derive a shared key. In contrast, an adversary who is not close to the legitimate device
will experience different small-scale fading as it is half of the
wave away from the legitimate device and the adversary cannot derive the same shared key. So ProxiMate can be used to
prove proximity and generate a shared key.
However, an adversary can mimic devices’ CIR by manipulating multipath channel characteristics. The adversary can
transmit different versions (different amplitude and time delay) of the original signal and superimpose them together to
mimic real multipath channel characteristics, then remove
their own multipath response by reverse-engineering existing
wireless channel estimation algorithms and performing linear
transformations on the original signal (Fang et al., 2017). Fang
et al. (2017) proposed an auxiliary receiver to defend against
this attack.
CFR
CFR is a parameter of the frequency domain and can be
described as
 τmax
H( f ) =
h(t)e− j2π ft dt
(3)
0

where τ max is the maximum channel delay.
CFR works for Orthogonal Frequency-Division Multiplexing
(OFDM) systems. OFDM is used widely in wireless communication systems, such as WLAN, WiMAX and 3G LTE. It can provide higher data rate by exploiting both space and frequency
diversity. In OFDM systems, the bandwidth divides into multiple subcarriers and each subcarrier can be regarded as a
narrowband channel, which can provide more CSI and higher
KGR.
As opposed to CIR, phase estimation is not used in CFR as it
is impacted by the time and frequency offset. Liu et al. (2013),
Xi et al. (2014) and Zhang et al. (2015) are the practical implementation of amplitude-based key extraction.
Liu et al. (2013) provided higher bit generation at 60–80
bit/packet. However, it cannot keep low bit mismatch rate because of non-reciprocity of two devices due to devices’ different disparity of electrical characteristics. To deal with this
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Table 3 – Summary of approaches on device context security.
Approach

Metric

Security enhancement

Benefits

Issues

Device fingerprinting

Transceiver’s difference

Proximity

High accuracy

Internal hardware

Physically unclonable
function

Proximity

Efficient and robust

Think about feature
stability and affected
by environment
Need to consider attacks

problem, we need information reconciliation. In this paper,
they proposed a novel channel gain complement (CGC) algorithm.
Another problem for key generation in OFDM systems is
that CSI measurements from adjacent subcarriers may have
strong correlations, which is vulnerable to key cracking attacks. To address this issue, Xi et al. (2014) proposed a fast
secret key extraction protocol called KEEP. KEEP uses the
validation-recombination mechanism to extract keys using
the combined information of all subcarriers. It proposed a
mismatch federated filtration method to reduce the bit mismatch rate.
Both Liu et al. (2013) and Xi et al. (2014) use all subcarriers to
generate a shared key, Zhang et al. (2015) proposed to use individual subcarriers in OFDM systems. They proved that CFR of
individual OFDM subcarriers is usually a wide sense stationary (WSS) random process, which is able to find the optimal
probing period and maximize the KGR.
However, in WSNs, the sensor nodes are resourceconstrained and usually static or with little movement. To
generate secret keys in such case, (Zenger et al., 2014) is proposed.

5.

Device

The third source of physical context information is the device
itself. Even though devices appear to be the same, they might
be manufactured in the batch using the exact same design,
they are actually small differences and unique traits exhibited by each device. This stems from the fact that the components used to make these devices. For example, a resistor
or capacitors have a small degree of variability in their true
values, while crystal oscillators show a small offset from their
advertised frequency while also drifting at different rates. It
is, therefore, an ongoing research question whether we could
use such differences to distinguish devices. Such a link to the
physical properties of a device could be used to prevent relay
attacks as the recipient can actually verify which physical device sent the data, i.e. whether it is a proxy or the legitimate
device. Research on using the physical context of the device
can be classified into two categories: device interfaces and devices internals. In Table 3, we summarize these methods using
environmental context to enhance ad-hoc communication security.

5.1.

Device interface fingerprinting

Physical component based fingerprinting techniques can be
used to distinguish characteristics of different devices, i.e. dif-

ferent models of phone, but it has also been found that identical devices, i.e. the same model device, can also be distinguished. This is due to the manufacturing variability of the
electronics components and it is unavoidable in real life. Given
the number of components present in a circuit, these combined minor differences can yield a unique circuit behaviour.
The two electronic interfaces to devices that have been studied for fingerprinting are radio transceivers and audio speakers and microphones.

5.1.1.

Fingerprinting based on radio signal

A radio transceiver often consists of a transmitter and a receiver that share a common circuit design. However, because
of the manufacturing and component variability, the signal
transmitted by the transceiver can be different for each device, even if the devices are of the same design.
Bertoncini et al. (2012) proposed a method using unintended modulations of the emitters of radio frequency tags
as unique identifications. This paper compared three kinds
of feature extraction methods: dynamic wavelet fingerprint
(DWFP), wavelet packet decomposition (WPD) and higherorder statistics. It also compared four main types of classification methods to choose the best one. The experiments showed
that it distinguishes between two RFIDs that are similar with
higher than 99% accuracy. But this paper only can determine
that whether device A is the same as device B, it cannot tell us
the identification of device A.
Barbeau and Kranakis (Hall et al., 2006) proposed a way
that can tell us whether this device is device A. This paper
used radio frequency fingerprinting to extract a fingerprint
from turn-on transient portion of a signal. It designed a statistical classifier and a decision filter to get the correct results
by comparing signals. The experiments showed this approach
worked well but it needed to increase its accuracy. (Klein et al.,
2009) also did research on wavelet fingerprinting, but they
used non-transient preamble signals instead of transient signals. To achieve the robust, they extracted dual-tree complex
wavelet transform features as the fingerprint. They also combined Fisher-based multiple discriminant analysis with maximum likelihood classification to validate the effectiveness of
wavelet fingerprinting. This work has higher accuracy than
any other methods when SNRs are below 20 dB.
Danev et al. (2009) proposed an approach using features extracted from the data signal to identify RFID devices. There are
two kinds of features: modulation-shape features and spectral
features. For modulation-shape, the fingerprint is the modulated signal envelope. Spectral features are extracted from frequency sweep and data burst. But sweep and burst contain
too many data points. This condition means noisy points cannot be ignored. To eliminate noisy points, the authors used
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modified Principal Component Analysis (PCA) technology.
This approach requires that devices emitting data signal
should be stationary or at a fixed position with respect to the
data signal receivers. Also, the emitter and receiver should
be within close proximity to each other. Ureten and Serinken
(2007) proposed a similar method extracting the amplitude envelope of the turn-on transient of the radio signal as a fingerprint. Bonne Rasmussen and Capkun (2007) extracted length,
amplitude and discrete wavelet transform of the transient signal as a fingerprint in sensor networks.
Periaswamy et al. (2011) used minimum power response as
the fingerprints of devices. This method is aimed at passive
RFID tags. Passive RFID tags need energy from outside to activate them and then transmit responses. Due to manufacturing errors, the energy needed by tags that are the same model
and made at the same time are different from each other. The
authors recorded minimum powers that were needed to activate the passive tag to have a response at multiple different
frequencies. This set of values is the fingerprint of a tag. This
fingerprint is reliable and the passive tag also does not need
to be modified. But when it is applied in reality, passive tags
can only be identified correctly when they are at the same distance as they were in the previous experiment.
Zanetti et al. (2010) utilized a new features to identify devices. These are called time domain features, which include
the time interval error (TIE) and the average baseband power.
The TIE refers to the offset between real clock active edge and
ideal clock active edge. Average baseband power is the mean
power value of a received RN16 preamble signal. The authors
also tested the stability of the fingerprint in different conditions and concluded that the TIE feature is the most stable
one.
Detecting and analyzing the transient signals needs some
costly and precise equipment that not widely used in common devices. Brik et al. (2008) et al. proposed a method using wireless signals formed in the modulation step to identify
the transmitters of devices. During the modulation step, there
are five kinds of error: phase error, magnitude error, I/Q origin offset, frequency error and SYNC correlation error. They
combined them all together to identify the devices more effectively.
A method identifying UHF RFID devices by time was proposed by Periaswamy et al. (2010). When RFID tags receiving an
acknowledge packet for its previous response to the reader’s
query command, tags will send the EPC, Protocol control (PC)
and Cyclic redundancy check (CRC) to the reader. Time cost by
the reader to receive these data is used as the fingerprinting
of RFID tags.

5.1.2.

Fingerprinting based on audio signal

Methods in this category often utilize manufacturers imperfections in the audio components, such as speakers and microphones, to identify devices.
Zhou et al. (2014) proposed a method extracting the frequency response features of the speaker as fingerprint to identify mobile devices. To achieve stealthy and unique fingerprint
generation, the authors chose high-frequency audio emitted
by the speaker to extract the fingerprints. High-frequency audio is silent to human ears and the variation between audios
are much higher than other frequencies. To achieve robust fin-
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gerprint features, the speaker should play audio in a specified
pattern to avoid the interference by noise as much as possible.
The experiments in this article were conducted in a strictly
constrained environment - a quiet office over a period of 60 h.
The question remains whether the fingerprint verification can
be done in noisy conditions.
Das et al. (2014) tried to extract the features of not only
the speaker but also the microphone. For the speaker, the authors recorded audio signals played by the speaker to extract
the features. For the microphone, the authors observed audio
clips recorded by the microphone. First, 15 well-known audio
features are listed. Then the authors adopted a feature selection strategy to select some dominant features that can separate devices with the highest accuracy. The most dominant
feature is mel-frequency cepstral coefficients (MFCCs), which
concisely represent the power spectrum on a mel scale of frequency. According to experiments, the accuracy of identifying
devices are always high enough that it is feasible to be applied in reality. The distance between speaker and recorder
and sampling rate have an obvious impact on the accuracy,
while training size and ambient background noise have little
impact on the accuracy.

5.2.

Unique properties of internal hardware

A Physically Unclonable Function (PUF) is the hardware analog
of a cryptographic one-way function. Thus, a PUF must be easy
to evaluate but hard to predict and also must be (practically)
impossible to clone. However, unlike a normal function, PUFs
are noisy. In recent years, PUF-based schemes have not only
been suggested for the basic security tasks of tamper sensitive
key storage or system identification, but also for more complex cryptographic protocols like the oblivious transfer (OT),
bit commitment (BC), or key exchange (KE). In these works, socalled “Strong PUFs” are regarded as a new, fundamental cryptographic primitive of their own, comparable to the bounded
storage model, quantum cryptography, or noise-based cryptography. Ruhrmair and van Dijk (2013) investigated the correct adversarial attack model and the actual security of such
protocols. In particular, Ruhrmair and van Dijk (2013) define
and compare different attack models. According to Ruhrmair
and van Dijk (2013), the design of advanced cryptographic PUF
protocols needs to be strongly reconsidered. Furthermore, it
suggests that Strong PUFs require additional hardware properties in order to be broadly usable in such protocols: Firstly,
they should ideally be “erasable”, meaning that single PUFresponses can be erased without affecting other responses.
If the area-efficient implementation of this feature turns out
to be difficult, new forms of Controlled PUFs, such as Logically Erasable and Logically Reconfigurable PUFs, may suffice
in certain applications. Secondly, PUFs should be “certifiable”,
meaning that one can verify that the PUF has been produced
faithfully and has not been manipulated in any way afterward.
The combined implementation of these features represents a
pressing and challenging problem.
In Holcomb et al. (2009), the authors proposed a system,
called FERNS, for fingerprint extraction and random numbers
based on SRAM initial values. These values in SRAM at devices during start-up could be used as physical fingerprints
to identify circuits and generate truly random numbers. The
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Table 4 – Summary of the main approaches on physical context security.
Approach

Security Enhancement
Area

Benefits

Issues

Absolute Location

Proximity

Relative Location
Common Activity

Proximity
Pairing/Proximity

Accurate distance Existing devices
(e.g. mobile GPS)
Resistant to more attack strategies
Existing devices

Environment
Fingerprint
Friendly Jamming

Pairing/Proximity

Existing devices

Needs location infrastructure (beacon,
GPS, MNO) Both devices must be honest
Needs special channel
Requires user assistance Only mobile
devices
Active attacks not considered

Pairing

Well suited to RFID Audio on
existing devices

Auxiliary Channels

Pairing/Proximity

Use existing channels (sound,
visual)

Device Fingerprinting

Proximity

Inherent to devices

strength of the FERNS method is that no dedicated circuits are
required. Aside from the SRAM used to generate the fingerprints, the randomness extraction requires only a hash function or simple processing core capable of bit shift and bitwise
XOR operations. FERNS has potential use across the spectrum
of integrated circuit applications, ranging from low cost passively powered RFID tags and smart cards up through embedded caches on high-end devices
Approaches for remote physical device fingerprinting, or
fingerprinting a physical device, or class of devices, remotely,
and without the fingerprinted device’s known cooperation are
given in Kohno et al. (2005). This can be accomplished by exploiting small deviations in the hardware such as clock skews.
This can be used to determine information about communicating devices on a network, possibly shifted in time or IP addresses, and this can determine if they are actually the same
devices. Some example applications include computer forensics, tracking a physical device as it connects from different
public access points, counting the number of communicating
devices even when random IP addresses are used or determining if talking to real devices or virtual hosts.
Jana and Kasera (2010) proposed a method utilizing clock
skew for identifying wireless access points (AP). Clock skew
is the phenomenon that time in the devices is different than
the actual time across different devices due to drift in the internal oscillators used to derive the clock. This method needs
the verifier node, which produces the fingerprint, to receive a
number of beacon frames belonging to the same AP. The authors also assumed that when these beacon frames are transmitting, the transmission rates are all the same. Then the authors tried to calculate the clock skew between the AP and verifier. Ti means the time on the time stamp in the ith frame and
ti means the receive time of ith frame on the node. Oi means
the clock skew of the ith frame. The equation for calculating
the clock skew is as follows:.
Oi = (Ti − T 1) − (ti − t1)

(4)

The authors used frames sequence as x-axis and clock
skew as y-axis. Then they used a least-square fitting method

Radio hardware needs modification
Jamming noise needs careful
consideration
Channels really location limited?
Complicates rather than prevent
proximity attacks
Low entropy Needs stable feature
extraction Verifier needs additional
hardware

to estimate a line representing the clock skew of frames. This
line is the identity of an AP. This method is a good idea but it
should consider more about eliminating the impact of outliers
when estimating the lines. Kohno et al. (2005) utilized a TCP
time stamp to do similar work.

6.

Conclusion

Pervasive systems require strong security mechanisms that
allow for ad-hoc communication between devices of all capabilities. Although there are a wide array of cryptographic security solutions, these cannot provide adequate solutions for
some scenarios encountered in this operating environment.
In a truly ad-hoc environment devices have limited prior trust
in each other. Devices need to establish a secure relationship,
i.e. exchange key enabling cryptographic services, and also
confirm that the device they are logically linking up with is
the device physically present. We provided an overview of the
main approaches offering these security services using physical context. A summary of the approaches and the services
provided are given in Table 4.
We expect these physical context-based security supporting methods to continue in the following directions:
1. Environment Location is a good way to validate proximity.
Absolute location is not suited to cities as high crowed
buildings will weaken or block GPS signals. Relative location solves this problem. But as distance-bounding needs
extremely precious time estimation, we need to find a
more practical or stable way to measure the time. Both
common activity and environment fingerprinting are userfriendly, but they need to think more about the error
caused by the difference between generated keys.
2. Communication Friendly jamming is a simple way to transmit data securely, but the active attack is the next thing
for researchers to face in this area. Auxiliary channels are
user-friendly methods but errors caused by incorrect user
operation is further research that needs to be concentrated
on.
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3. Device Both internal hardware and device fingerprinting
have shown good results in the identification of devices.
But a single feature is easy to be affected by outside factors, combining multiple features is a better way to get a
robust result. Also building a database to store feature data
is time consuming. To improve feature comparison methods should be focused on.
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