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ABSTRACT
Authentication for resource-constrained devices is seen as
one of the major challenges in current wireless communica-
tion networks. The HB+ protocol performs device authenti-
cation based on the learning parity with noise (LPN) problem
and simple computational steps, that renders it suitable for
resource-constrained devices such as radio frequency identi-
fication (RFID) tags. However, it has been shown that the
HB+ protocol as well as many of its variants are vulnerable
to a simple man-in-the-middle attack. We demonstrate that
this attack could be mitigated using physical layer measures
from distance-bounding and simple modifications to devices’
radio receivers. Our hybrid solution (HB+DB) is shown to
provide both effective distance-bounding using a lightweight
HB+-based response function, and resistance against the
man-in-the-middle attack to HB+. We provide experimen-
tal evaluation of our results as well as a brief discussion on
practical requirements for secure implementation.

Keywords: Distance bounding, HB-protocol, HB+, phys-
ical layer security.

1. INTRODUCTION
Human-executable authentication was initially proposed

by Hopper and Blum with the HB protocol [1]. The ob-
jective was to achieve secure authentication and identifica-
tion relying on the limited abilities of humans to remem-
ber and compute. A few years later, Juels and Weis [2]
proposed an enhanced variant of the HB protocol, called
HB+ [2], that is suitable for RFID systems whose resource
constraints render them vulnerable to multiple attacks [3].
Gilbert et al. [4] showed the vulnerability of HB+ against
an active man-in-the-middle attack called the GRS attack.
The core idea is that if an active adversary can modify
the communication between the prover (e.g. RFID tag)
and the verifier (e.g. RFID reader), then she can learn
one bit of the secret(s) at each new run of the protocol.
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Multiple variations of HB+ have been proposed (includ-
ing HB++ [5], HB∗ [6], HB-MP [7]). Most of these protocols,
however, have been shown to be vulnerable against man-
in-the-middle (MiM) attacks [8]. Two solutions resistant
against the GRS attack are proposed in [8]. The first pro-
posal, random-HB#, has storage costs that are insurmount-
able for a constrained device, the second proposal HB#, re-
quires less storage while being secure against the GRS attack.
The above cited proposals have solely focused on crypto-
graphic solutions. In contrast, our work investigates how
to prevent the GRS attack by adopting non-cryptographic
measures such as modifying the communication channel of
the receiver architecture.

Distance-bounding (DB) protocols are challenge response
protocols that can be employed to prevent MiM attacks and
especially relay attacks. In DB protocols the upper bound
on the distance between a prover P and a verifier V is com-
puted based on the stored times ∆ti. Since the messages
are sent as radio waves (and travel at the speed of light, c),
the distance between P and V is upper bounded by c · tmax

2
,

where tmax is the maximum delay time between sending a
challenge and receiving a response. In the years, many DB
protocols have been proposed, e.g. [9–11], along with frame-
works for further analysis, e.g. [12,13], and protocol vulner-
abilities, e.g. [14–18]. Multiple issues have been raised about
the feasibility of implementing HB-based protocols for ultra-
constrained devices [19]. In this work, we design a novel
distance-bounding/authentication protocol based on HB+

that is feasible in constrained environments (RFID tags).
Contributions: Despite the structure similarities be-

tween HB+-based protocols and DB protocols (multiple ex-
changes during protocol execution and single-bit responses),
the potential interface between these two types of protocols
has not been explored yet. This paper combines principles
of DB (detection of physical-layer communication delay) and
HB+-based protocols (LPN-based response function) to con-
struct a novel hybrid HB+DB protocol. This protocol pro-
vides resistance against the MiM attack affecting HB+-based
protocols, while also serving as a lightweight DB authenti-
cation protocol, and therefore contributes to the research
areas of both distance-bounding and HB+-based protocols.
We provide a theoretical security analysis for our proposed
protocol along with simulation and practical experiments.
Furthermore, we explain that the DB phase of HB+DB could
be securely implemented if only few practical requirements
are adhered to.



2. THE HB+DB PROTOCOL
We propose a new distance-bounding protocol that relies

on the HB+ scheme, and we name it HB+DB. The HB+DB is
run between a (trusted) verifier V and a (possibly untrusted)
prover P. V and P share three secret keys x,y, z ∈ {0, 1}k
together with a (secret) real number η ∈ (0, 1

2
), which gives

the error probability introduced by the prover P in the
challenge-response phase. The value tmax ∈ R>0 is fixed,
and will be used to bound the maximum time required to
transmit a message from V to P (and so the distance be-
tween the two parties).

As depicted in Figure 1, the HB+DB is discriminated into
the three main phases that characterise most DB protocols:

Initialisation Phase: The prover generates a uniformly ran-
dom nonce s←R {0, 1}k and sends it to the verifier. Both V
and P use the key z as a seed to the PRF (pseudo random
function) f : {0, 1}k × {0, 1}k → {0, 1}k, and then evaluate
it on the shared nonce s. From fz(s), the two parties obtain

n vectors b(i), e.g. setting b(i) := f
(i)
z (s) :=

(
◦ij=1fz

)
(s), or

b(i) := f
(i)
z (s) := fz(s + i), ∀i ∈ {1, . . . , n}.

In order to lighten the computations performed in the
time-critical phase, P computes during this initialisation
phase n vectors ci = (b(i) ·y)⊕ εi ∈ {0, 1}, where εi ∈ {0, 1}
satisfies P[ε = 1] = η. Similarly, V generates uniformly at

random n k-bit vectors a(i) ←R {0, 1}k.
Distance-bounding Phase: This is the only time-critical

phase and it is repeated n times (rounds). At each round

i ∈ {1, . . . , n} the verifier sends to the prover a vector a(i).

Upon receiving a(i), P answers with ri = (a(i) · x) ⊕ ci ∈
{0, 1}. The verifier records the response ri together with the

registered time ∆ti that elapsed from the moment a(i) was
sent to the moment ri was received.

Verification Phase: The verifier accepts the prover if both
the following conditions hold.

1. The received responses are ‘correct’, i.e. let r̃i := (a(i) ·
x) ⊕ (b(i) · y) (computed by V), where εi denotes the
error r̃i ⊕ ri = εi. V will accept P if r̃i = ri for at
least n(1−η) equations (indeed it must hold HW(ε) ∼
Binomial(n, η)).

2. The prover P is ‘close enough’, i.e. ∆ti ≤ 2tmax.

We stress that the value of tmax should take into account
the time needed by P to perform the computation (a(i) ·x)⊕
ci, which depends on the length of the random nonces a(i).

Errors and noise.
In order to define how tolerant V should be in the ver-

ification phase, we model the errors introduced by P as
i.i.d. (independent, identically distributed) Bernoulli ran-
dom variables εi ∼ Be(η), i = 1, . . . , n. The total num-
ber of errors (coming from the LPN-security) in a full run
of the protocol is thus S =

(∑n
i=1 εi

)
∼ Binomial(n, η).

Let τ denote the tolerance that V has in the verification
phase, and µ = nη, then the probability of false rejec-
tion is given by PFR = P [|S − µ| ≥ τ ]. By the Hoeffding

inequality: PFR ≤ 2e−
2τ2

n , which leads to (solving in τ):

τ ≤
√

n log(2/PFR)
2

. The choice of τ also influences the prob-
ability of false acceptance PFA, which is directly connected
to the probability of success in each of the frauds against
DB protocols and will be discussed in detail in Section 3.

Verifier V Prover P

(x,y, z, η) (x,y, z, η)

Initialisation Phase
s←−−−−−−−

input nonce
s←R {0, 1}k

for i = 1, . . . , n for i = 1, . . . , n

b(i) = f
(i)
z (s) ∈ {0, 1}k b(i) = f

(i)
z (s) ∈ {0, 1}k

ci = (b(i) · y)⊕ εi
a(i) ←R {0, 1}k ε ∼ Be(η)

Distance-Bounding Phase (for i = 1, . . . , n)

Start Clock
a(i)−−−−−−−−−→

challenge ri = (a(i) · x)⊕ ci
Stop Clock

ri←−−−−−−−−
response

Verification phase
V accepts if∑n

i=1

(
(a(i) · x)⊕ (b(i) · y)⊕ ri

)
∈ [µ− τ, µ+ τ ],

and ∆ti ≤ 2tmax for all i.

Figure 1: The HB+DB protocol. The value µ = nα rep-
resents the (expected) mean of the sum of the Bernoulli

random variables Xi = (a(i) ·x)⊕ (b(i) ·y)⊕ ri. In case the
communication channel is not affected by noise α = η.

Threat Model.
The threat model for HB+DB resembles the existing one

for DB protocols [20]– distance fraud, mafia fraud, terrorist
fraud – with the addition of the main threat against HB+,
the GRS attack [8]. We define the main threats as follows:

Distance Fraud: In this attack a legitimate but dishonest
prover P∗ located far away from a verifier V tries to prove
to the latter that she is in V’s proximity.

Mafia Fraud: This attack involves an adversary A located
between the verifier and a legitimate, far away (outside V’s
proximity), prover P. The adversary’s aim is to make the
distance between P and V appear shorter (to V) than it is
in reality. Note that P is unaware of the attack.

Terrorist Fraud: The setting is the same as in Mafia Fraud,
with the only difference that the dishonest prover P∗ is ac-
tually aware of the attack and colludes with A. The aim of
A and P∗ is to collaborate in order to make V believe that
A is P (equivalently, P lies in V’s proximity). The main
restriction on the help P∗ can give to A is that the leaked
information should not provide to A any advantage in be-
ing authenticated in a subsequent run of the protocol on her
own without the provers’s help.

Variations and generalisations of these threats have been
presented in the literature, e.g. [12,21–23] .

A description of the GRS attack to HB+ goes as follows:
GRS attack: The setting of this attack is similar to that

in mafia fraud, we note that A has the power to manipulate
the challenges sent by V to P. As depicted in Figure 2, A
chooses a fixed k-bit vector d and uses it at each round to
alter the challenges a into a′ = a ⊕ d. Note that the same
d is used in all rounds of the HB+ protocol. Acceptance
or failure of the authentication reveals one bit of the secret
key x (in the first case x ⊕ d = 0, in the latter x ⊕ d =
1). In order to recover the whole vector x, A needs to run
the entire protocol k times for linearly independent vectors1

d, and solve the resulting linear system. As soon as x is
recovered A may easily impersonate P by setting b = 0 or

1E.g. the vectors of the canonical basis d(i) =(0, .., 0, 1, 0.., 0)
with the only non-zero component in position i = 1, .., k.



by employing a similar strategy as the one described above
to recover the other secret key y.

Verifier V Adversary A Prover P

(x,y) (x,y, η)

a←R {0, 1}k b←−−−− b←−−−− b←R {0, 1}k
a−−−−→ d←R {0, 1}k ε ∈ {0, 1 | P[ε = 1] = η}

a′ = a⊕ d
a′−−−−→

z′←−−− z′←−−− z′ = (a′ · x)⊕ (b · y)⊕ εAccept if it holds
(a · x)⊕ (b · y) = z′

Figure 2: The GRS attack against one round of the HB+.

In Section 4 we demonstrate that while theoretically the
GRS attack is quite simple to mount, from a practical per-
spective it is real challenging to perform. Moreover, time
constraints added in the authentication process (DB pro-
tocol) constitute an insurmountable obstacle for the GRS
against our proposed protocol (HB+DB).

3. SECURITY ANALYSIS
In this section we investigate the resistance of the pro-

posed HB+DB protocol against the main threats: distance
fraud, mafia fraud and terrorist fraud. We will also deal with
the GRS here from a theoretical perspective, while comment-
ing further on the practical implications of such an attack
implementation in Section 4.

In the sequel, index i = 1, . . . , n. We assume2 that the
vectors a(i),b(i) ∼ Be( 1

2
) and that the errors introduced by

the prover in the responses are εi ∼ Be(η), η < 1
2
. On

the same line, we model the channel-noise as δi ∼ Be(ν) for
ν < 1

2
. Furthermore, we assume that the noise in the channel

is independent from the error coming from the LPN-security,
that is, the variables εi and δi are independent. According to
this notation, the final response-bit that reaches the verifier
V at each round of the DB phase is: ri = (a(i) ·x)⊕(b(i) ·y)⊕
εi⊕δi. In order to authenticate the prover P, V will check the
distribution of ri ⊕ (a(i) · x)⊕ (b(i) · y) = εi ⊕ δi =: ωi. The
ωi shall be i.i.d. Bernoulli random variables of parameter
α = η+ ν− 2ην. Thus, we will directly consider ωi ∼ Be(α)
as the total noise, and use µ = nα as its mean.
Distance fraud: The challenges a(i) appear completely ran-
dom to the malicious prover P∗, hence the best strategy
for the malicious prover is to early-send a random bit r∗i ∼
Be(1/2) as answer. The probability to succeed in distance
fraud therefore equals the probability of false acceptance
PFA where the error ζi = ri ⊕ r∗i ∼ Be(1/2). Let ∆ =
(1/2− α− τ/n) and Sn =

∑n
i=1 ζi, then Hoeffding inequal-

ity yields to: PDF = P (µ− τ ≤ Sn ≤ µ+ τ) ≤ e−2n∆2

.
Mafia Fraud: To perform a mafia fraud attack, A simply

relays s during the initialisation phase and attempts to send
early answers in the time-critical phase. A can use two main
strategies: (i) anticipate the challenges, and (ii) guess the
responses. In the former case A has to guess the challenge
before having received it from V. With probability 2−k at
each round, A guesses the correct challenge3, and so she can
forward P’s response ri. In the guess the responses strategy,

2This hypothesis can be relaxed by requiring only the dis-
tribution of the vectors a(i) to be unknown (or uniform) to
the attacker and to the malicious prover.
3Which she can verify when she receives (later on) the cor-

rect a(i) sent by V

the attacker guesses the correct value of ri with probability
2−1 at each round. However, it is possible for A to run both
strategies consecutively. More precisely, the attacker will
guess the responses only if she failed to anticipate the correct
challenge. Finally, the probability of a successful mafia fraud
attack against HB+DB is γ = 2−k + (1 − 2−k)2−1 = 2−1 +

2−(k+1). We can bound the probability of mafia fraud by:

PMF = P (µ− τ ≤ Sn ≤ µ+ τ) ≤ e−2n∆′2
, where ∆′ = (1−

γ − α− τ/n).
Terrorist Fraud: In this attack, P∗ helps the adversary A

and discloses to her the values ci. This leakage of informa-
tion is not harmful, since A cannot re-use the ci-s in the
future (as they depend on the nonce s and on the errors εi,
different at each new run of the protocol), and even if she

did, she still needed to guess correctly the value a(i) ·x, that
happens with probability 2−1 per round (same with mafia
fraud attack). In order to certainly defeat V, A must be

able to compute the value a(i) · x for any possible incoming
challenge a(i). Thus, P∗ should give the secret key x to A.
However, it is easy to see that ifA knows x she can mount (in
the future) successful mafia frauds (using the pre-ask strat-
egy). Thus, according to Avoine et al.’s definition [13], the
probability of success in a terrorist-fraud attack against the
HB+DB protocol is the same as in mafia fraud: PTF = PMF .

GRS Attack: In this attack, the j-th bit of the key x is
retrieved by first learning the value of the j-th bit of each

challenge (i.e. a
(i)
j ) and sending it flipped to P. At first it

would seem reasonable to consider A with the same capa-
bility as a mafia fraud attacker, i.e. no other delay than
the additional propagation. However, from a practical point
of view, a mafia fraud is implemented simply by taking the
verifier V signal, routing it to an RF up-mixer, transmitting
the signal, routing the received signal to an RF down-mixer
and then sending it to the prover P [24]. In the GRS attack,
A has to learn the value of the bit first, before being able
to forward the modified bit. This means the attacker has to
wait for the j-th bit to begin to be transmitted, wait for a
(theoretically short) time to perform the bit sampling, de-

cide the value of the bit a
(i)
j and then transmit the flipped

bit to P. This extra time taken to sample and transmit the
flipped version would have to induce additional delay. As
we demonstrate in Section 4, the HB+DB is resilient against
the GRS attack due to the failure of the distance-bound (i.e.
∆ti > tmax for the i-th round).

4. PRACTICAL CONSIDERATIONS
The purpose of our experimental evaluations is to demon-

strate that the active MiM key recovery GRS attack pro-
posed by Gilbert et al. [4] is unsuccessful against our HB+DB
protocol. We preset a series of simulation experiments, run
in Matlab that show the resistance of the HB+DB proto-
col against the GRS attack in a practical environment. We
take into account prominent attack strategies proposed in
the literature for circumventing DB protocols, which take
advantage of latency at the physical layer of the communi-
cation channel.

We remind the reader that in order to perform a GRS
attack, the adversary A would need to manipulate the chal-
lenges sent by the verifier V to the prover P during the
distance-bounding phase, and then to check the final result
of the protocol. Any additional delay introduced by the
attacker would be detected by V. In order to introduce no



additional delay (mostly due to learning the bit-value)A will
follow two strategies proposed in [25]: early-detect and late-
send. The strategies exploit common low-resource receiver
architecture: P is assumed to sample multiple times (or in-
tegrate) across the entire bit-period4 π. In this setting, A can
early-detect, i.e. decide on the value of the bit (sent by V) in
a time shorter than π, let us call this shorter-sampling-time
early. In the same π, A will also late-send her modified bit
value, let us refer to this shorter-transmitting-time as late.
From the point of view of the prover, he at first samples the
original bit value (for time early < π), and then the mod-
ified bit value (for the remaining late ∼ π − early). The
attack succeeds if P decodes the modified (flipped) value
instead of the one sent by V.

GRS attack against HB+DB - simulations.
In the experiments we simulate the GRS attack against

the HB+DB protocol under the following assumptions:

1. The verifier transmits single-bit challenge(s) C ∈ {0, 1}
(this can be done without loss of generality5).

2. The noise of the environment is Gaussian that adds to
the transmitted challenge C, and the noise is the same
for all parties (V , P and A).

3. The adversary integrates over the early part of π to guess
the challenge and then modifies the guessed challenge to
C′ ∈ {0, 1}, and she adds the noise.

4. The modification performed by A is to flip the bit for
the late part of π. Although it is not trivial to do this
in practice, we assume that an attacker A can instantly
modify a transmitted 1 symbol to 0 and vice versa.

5. Upon receiving C′+noise, P integrates over the whole π.

The GRS attack fails whenever A does not guess the value of
C correctly (no modification of the challenge happens), or
P still decodes the challenge as C rather than C′. The only
case in which the GRS attack succeeds is when A guesses the
challenge correctly (C), and P receives the modified chal-
lenge (C′) correctly.

The flow of the attack is illustrated in Figure 3. We con-
sider n = 10 rounds of the protocol and the A will try to flip
the challenge-bit at each round. Figure 3 shows the practi-
cal implications of the GRS attack: the early-detect strategy
on early = π/10 makes A guess the wrong value on bits
2,4,6,7 and 9. On those same bits, regardless of the noise,
P would have correctly decoded the right value. In other
words, Figure 3 demonstrates that the GRS attack against
HB+DB fails on half of the challenges, thus it is unfeasible.

The second experiment tests the attacker’s success prob-
ability under various communication conditions. Figure 4
depicts the relationship between the signal to noise ratio
(SNR), the portion early on which A samples before mak-
ing her guess on the bit-value and the success probability
of the attack P = number of bits modified successfully

the total number of bits
. The

values of P in Figure 4 correspond to the success probabil-
ity for each round of the DB phase, thus the actual success
probability should be risen in the power of n (i.e. number of
rounds in the HB+DB protocol). It is interesting to notice

4The value of bit-period corresponds to the time needed to
transmit a bit.
5It is easy to see that the same procedure applies when the
challenge is composed of k-bits, as all the attacker needs is
to flip one chosen bit.

0 1 2 3 4 5 6 7 8 9 10

(f)

(e)

(d)

(c)

(b)

(a)

Figure 3: Simulation of the GRS attack. SNR= 5 dB (sig-
nal to noise ratio), early = π/10 (10% of the bit-period).
Plot (a): original challenge-bit C sent by V; plot (b): chal-
lenge influenced by the noise, C + noise; plot (c): the tri-
angle represents A’s guessed challenge via early detection,
the square indicates the bit-value decoded by P without A
modifying it (the red line indicates the decision threshold:
a triangle/square above, resp. below, the line indicates a 1,
resp. a 0). Plot (d): A’s modified challenge C′; plot (e):
C′+noise, the modified noisy challenge; plot (f): tampered
challenge received by P. Note that due to the failure to
accurately detect the bit, A fails to flip 5 of the bits.

that for any value of SNR, P increases to a summit first,
and then decreases. The increment is due to the fact that
as early increases, A has more time to guess the challenge
value, which translates in a higher chance to decode the cor-
rect bit. However, the larger early becomes, the shorter will
be the time (late = 1−early) for A to flip the bit and trans-
mit the tampered value to P. In practice, P < 0.5 happens
if early > π/2, since A would then have received half of the
original signal already and sending the modified signal for
less than half bit-period π would not be sufficient to make P
decode the tampered value.

In Figure 4, we see that P is very large (up to 1) when
6 < SNR < 10 and 0.2 < early < 0.4. This fact implies that,
if the prover is given a conventional receiver architecture,
the GRS attack would be realistic in a low-resource com-
munication environment. We solve this inconvenience by
requiring P to adopt the early-detect strategy too. In other
words, now the prover integrates over a px (0 < px < 1)
part of the bit-period π rather than 100% of π. This forces
the attacker to finish the early detection within px/2 in-
stead than π/2. On the other hand, shortening the sampling
time makes the bit error rate (BER) of the prover, PBER, in-
crease. Thus, we ran a third experiment, to determine the
value px0 ∈ (0.1, 1) for which the corresponding PBER is
low enough, i.e. PBER < 0.1, reducing effectively the success
probability of the attack. Figure 5 depicts the success prob-
ability of the GRS attack when px = 40% of the bit-period.
We investigated how to reduce P while maintaining an ac-
ceptable value of PBER. Our experiment showed that when
SNR > 5 dB the PBER = 0 while P < 0.55. These results
imply that, when the HB+DB is implemented with n = 16
rounds, the practical success probability of the GRS attack
is ≈ 2−13, which is approximately the same as guessing a
4-digit PIN. In case the SNR = 10 dB and early = 18%
of π, the highest success probability of the attacker at each
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Figure 4: The attacker’s success probability under different
conditions. The prover is supposed to sample across 100%
of the bit-period π, while A is asked to flip 1000 randomly-
chosen bits. SNR varies in the range from −5 dB to 10 dB
with step 1, and early is in the range from 0.05 to 1 with
step 0.05. The plotted values are obtained as average of 10
independent run of the same experiments.

round is P = 0.6104, while PBER = 0. When n = 32, the
success probability of the GRS attack is definitely negligi-
ble (approximately 2−23). In practice, SNR is usually larger
than 5 dB. Therefore, our simulations demonstrate that we
successfully prevent the GRS in our HB+DB protocol by let-
ting P integrate on a smaller part of the bit-period.

4.1 Further Comments on the Channel
The physical channel used during the DB phase is an im-

portant part of implementing a secure protocol and accu-
rately bounding the time (distance) between the verifier V
and the prover P. Work on practical channels for distance-
bounding are limited but there are some good practical ex-
amples in the literature of potential channel designs, e.g. [26,
27]. In the previous section, we have already discussed one
example of a physical-layer attack strategy (early-detect/late-
send). We have shown through our experiments that P
must also early-detect the challenge to reduce the proba-
bility that this attack is successful. To conclude, we would
like to briefly discuss some further practical channel issues
pertinent to our protocol proposal and summarise the re-
quirements needed to implement the protocol securely.

In both [25,28] protocol designers are warned against us-
ing multi-bit challenges (or responses). The main attack
strategies against multi-bit challenges are highlighted here
and we should consider them in the case of HB+DB, as the
proposed hybrid protocol relies on a multi-bit challenge a(i).
The first strategy involves the possibility that the MiM could
influence the prover’s system or data clock. The attacker
can do this directly, e.g. an RFID gets its system clock from
the RF carrier transmitted by the reader (in this case the at-
tacker). She can also influence clocks indirectly, e.g. in some
cases P derives a data clock from the incoming data and so it
is possible for the MiM attacker to slightly speed up the sig-
nal or move the clock synchronisation points earlier in time,
which results in a faster data clock being derived. In both
cases, P will then present its response up to one bit-period
earlier (the attacker cannot gain more than one bit-period

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

early

P

 

 

SNR=−5

SNR=−2

SNR=2

SNR=6

SNR=10

Figure 5: The success probability of GRS against HB+DB
when P integrates over px0 = 40%ofthebit− period and A
adopts early-detection strategy on early.

as she cannot send data she does not already have), which
would give the MiM time to hide her activities. Therefore, if
our protocol is to be practical P must have an independent
clock source. This could be a simple clock source used for
clocking the processor and device peripherals, not a high-
frequency clock needed for measuring round-trip time, and
thus we feel a realistic requirement for the prover.

The second attack strategy is if a dishonest prover P∗
guesses the last challenge bit and starts sending the response

back after knowing a
(i)
k−1. This is effective in protocols using

a single multi-bit exchange as the dishonest prover can then
with success probability 1/2 commit distance fraud equal to
one bit period. This attack is not effective in our proposed
protocol since we have multiple rounds, each containing a
multi-bit challenge, and thus the dishonest provers would
need to guess the final bit correct for multiple rounds and the
probability of success will tend towards that of conventional
distance fraud (simply guessing the response early) given in
Section 3.

The final practical requirements of a good DB protocol is
that the response function should be quick with a constant,
predictable time. In HB+DB the response function consists
of simple bit operations (which happens in a predictable
short time period). The response itself is a single bit, which
facilitates quick transmission and is resistant to the multi-bit
issues discussed above pertaining to the challenge.

To summarise, the chosen channel has to meet the be-
low identified requirements: the prover early detects; the
prover has his own clock source, but maintains reliable data
reception; and predictable, minimal response time (simple
response calculation and single-bit response length).

5. CONCLUSIONS
Distance-bounding and HB-based protocols are two active

research topics within the larger areas of RFID and wireless
security. We took aspects from both types of protocols to de-
sign a new hybrid protocol called HB+DB. From a distance-
bounding perspective, our work shows that using the LPN
problem as the basis of the response function appears to be
a promising direction. The protocol exhibits resistance to all



three main threat scenarios that distance-bounding aims to
prevent, as well as to the GRS MiM key recovery attack (the
main weakness of basic HB-based protocols). We evaluate
the success probability of a GRS attack in a practical setting
in case it is attempted to circumvent the distance-bound us-
ing the advanced early-detect/late-send relaying strategies.
Our HB+DB protocol detects the GRS attack by accurately
timing the challenge-response exchanges (classical DB tech-
nique). We also briefly discuss our protocol proposal in light
of other physical-layer attack strategies and list the practical
requirements needed for secure implementation.
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