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INTEGRATING AUTOMATED AND INTERACTIVE
THEOREMPROVING

1. INTRODUCTION

Automatedand interactive theoremproving are the two main directionsin
the field of deduction.Most chaptersof this book belongto eitherthe one
or the other whetherfocusingon theory on methodsor on systems.This
reflectsthe fact that, for a long time, researchin computefaidedreasoning
wasdividedinto thesetwo directions drivenforward by differentcommuni-
ties.Both groupsoffer powerful toolsfor differentkinds of tasks with differ-
entsolutionsJeadingto differentperformanc@andapplicationprofiles.Some
importantexamplesare: ACL2 (Kaufmannand Moore, 1988),HOL (Gor
don,1988),IMPS (Farmeretal., 1996),Isabelle(Paulson,1994),KIV (Reif
etal., 1997)(seealso Chapterl.3.14), NQTHM (Boyer and Moore, 1979),
andPVS (Owreetal., 1992)for the interactive (or tactical)theoremproving
community;and KoMeT (Bibel etal., 1994),Otter (Wos et al., 1992), Pro-
tein (Baumgartneiand Furbach,1994), Setheo(Goller et al., 1994), Spass
(Weidenbactet al., 1996),andsTAP (Beckertet al., 1996)for the automated
theorenproving community

In this chapteme present projectto integrateinteractiveandautomated
theoemproving Its aimis to combinethe advantage®f thetwo paradigms.
We focuson one particularapplicationdomain,which is deductionfor the
purposeof softwareverification. Someof thereportedactsmaynotbevalid
in otherdomains.We reporton the integrationconceptsand on the experi-
mentalresultswith a prototypeimplementation.

Automaticproversarevery fastfor the majority of the problemsthey can
solveatall. With increasingcompleity, responséimeincreaseslramatically
Beyond a certainproblemsize,automatedheoremproversproducereason-
ableresultsonly in very exceptionalcaseslinteractive theorenproversonthe
otherhandcanbe usedevenin very large casestudies.For smallproblems,
they do, however, requiremary userinteractions particularlywhencombi-
natorialexhaustive searchhasto be performed.

Concerningsoftwareverificationandthe typical proof tasksarisingthere,
the gap betweenboth methods(if appliednaively) is even more dramatic.
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548 AHRENDT etal.

Thereare essentiallytwo reasondor that phenomenonFirst, the theories
occurringin verificationprojectsareverylarge (hundred®f axioms) Second,
themajority of theseaxiomsuseequality Suchtheoriesarenotwell handled
by automatigrovers.We presentechniqueso relieve theseproblems.

We investigatea conceptualntegrationof interactve andautomatedhe-
oremproving for softwareverificationthat goesbeyond a loosecoupling of
two proof systemsOur concreteapplicationdomainturnedout to have an
enormousnfluenceontheintegrationconceptsWe have implemented pro-
totype systemcombiningthe advantagef both paradigmsin large appli-
cations theintegratedsystemincorporateshe proofengineeringapabilities
of an interactve systemand, at the sametime, eliminatesuserinteractions
for thosegoalsthatcanbe solvedby the efficient combinatorialproof search
embodiedn anautomatedprover. We reporton the integrationconcept,on
theencounteregroblemsandon experimentalesultswith the prototypem-
plementationFurthermorethecurrentdirectionsof our ongoingresearclare
described.

The technicalbasisfor the integrationarethe systemsKIV (Reif, 1995)
andsTAP (Beckertetal., 1996),both of which weredevelopedn theresearch
groupsof theauthorsat Ulm andKarlsruhe KIV (Karlsruhelnteractve Ver-
ifier) is anadwancedverificationsystemwhich hasbeenappliedin largereal-
istic casestudiesn academiandindustryfor mary yearsnow. sTAP (Three-
valuedTableau-basedutomatedTheoremProver) is an automatedableau
proverfor full first-orderogic with equality It doesnotrequirenormalforms,
andit is easilyextensible.Although we experimentedwith theseparticular
systemsthe conceptuatesultscarryover to otherprovers.

Basedon statisticsfrom casestudiesin KIV, we estimatethatin our ap-
plicationdomainup to 30% of all userinteractionsneededy aninteractie
prover could be sared in principle by a first-ordertheoremprover. Current
provers,however, arefar from this goal,becauséhey arein generahot pre-
paredfor deductionin large softwarespecificationgi.e., very large search
spaces)r for typical domainspecificreasoningln Section2 we describe
theseandotherproblemsandin the Sections3 to 6 we presenthesolutions
we cameup with sofar.

Many of ourdecisionsarebasedn experimentakvidence Thereforewe
put a lot of effort in a sophisticatederification casestudy: Correctcompi-
lation of Prologprogramsnto WarrenAbstractMachinecode((Schellhorn
andAhrendt,1997)and Chaptenll.2.6). We useit asa referenceor bench-
mark. Partsof it arerepeatedevery now andthento evaluatethe succes®f
our integrationconceptsseeSection?.

In realisticapplicationsin softwareverification,proof attemptsaremore
likely to fail thanto go through.This is becausespecificationsprograms,
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INTEGRATED THEOREMPROVING 549

or userdefinedlemmastypically areerroneousCorrectversionsusuallyare
only obtainedaftera numberof correctionsandfailed proof attemptsThere-
fore, the questionis not only how to producepowerful theoremproversbut
alsohow to integrateproving anderror correction.Currentresearcton this
andrelatedtopicsis discussedn Sections.

Therearedifferentapproachesf combininginteractve methodswith au-
tomatedones.Their relationto our approachs the subjectof Section9. Fi-
nally, in Section10we drawv conclusions.

2. IDENTIFYING THE PROBLEMS OF INTEGRATION

Theoremproving with aninteractive systemtypically proceedsy simplify-
ing goalsusing backwardreasoningwith proof rules (tactics).Many proof
rulesmay be appliedautomatically but usuallythe tacticscorrespondingo
themainline of agumentin the proof mustbe suppliedinteractively. To al-
low the proofengineeto keeptrackof thedetailsof a proof, systenresponse
time to the applicationof tacticsshouldbe short.

In thecaseof softwareverification,theinitial goalscontainprogramsThe
tacticsto reducethesegoalsmakeuseof first-orderlemmasand ultimately
reducehegoalto afirst-orderformula.Usually, thesdirst-ordergoalsrequire
interactionaswell asthe programgoals.Usingan(ideal)automatedheorem
prover would relieve the proof engineerfrom alot of interaction.Therefore,
the scenariowe consideredvasto usesTAP asa tactic to prove first-order
goals,thus exploiting its capability of fastcombinatorialsearch A suitable
interfacewasimplementedsuchthat sTAP canbe called eitherinteractively
or by KIV’ s heuristics.Terminationof this tactic wasguaranteedimply by
imposingatimelimit (usuallybetweenl5 secondsndl1 minute).

Basedon this first, loosely integratedversion,we startedto experiment
with using the automatictheoremprover to solve first-ordertheoremsen-
counteredn softwareverification.As expectedtheautomaticheorenprover
initially couldnot meetthe requirement$oundin softwareverification.Vir-
tually no relevant theoremcould be proved. Analysisof the proof attempts
identified a numberof reasonssomeexpectedand someunexpected.The
mostimportantonesare:

Interface Automatedtheoremproversusuallydo not supportseparaténput
of axiomsandgoal. Instead,oneis forcedto prove the combinedgoal
“axiomsimply theorem”with universally quantifiedaxiomsandtheo-
rem.Mosttheoremproversdo somepreprocessingn formulasto speed
up proof search.in sTAP, links betweenpotentiallyunifiabletermsare
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computedwhereasin mary othertheoremprovers formulasare con-
vertedto clausesWe found that preprocessin@00 axiomswith sTAP
takesabout 30 sec. (the sameholds for other provers we tested,see
Chaptenll.2.9). Preprocessintheaxiomsat every proof attemptis ob-
viously unacceptabléor interactive theoremproving.

Correctness M anagement Automatedoroversdonotrecordwhichassump-
tionswereactuallyneededn a proof. But suchinformationis necessary
if theinteractive theoremprover doesnot rely on strict bottom-upprov-
ing. In KIV, for example,the correctnessnanagemenpreventscycles
in the dependenciesf lemmasand invalidatesonly a minimal set of
previouswork whengoalsor specificationarechanged.

Different Logics Most automatedheoremprovers only supportformulas
of first-orderlogic without sorts(e.g. Otter) or even only clauseqe.g.
SetheoWwhile interactivetheorenproversoftensupportmoreexpressve
logicslike higherorderlogic (e.g.HOL, Isabelleor PVS)or typetheory
(e.g.NuPRL(Constableetal., 1986)or Typelab,seeChaptei.3.16).

Inductive Theorems Mary theoremscanonly be proved inductively from
the axioms,but most automatedheoremprovers (including sTAP) are
not capableof finding inductive proofs.

Large Theories Automatedproversaretunedto prove theoremsver small
theoriesand a small signature Moreover, the given axiomsare always
relevantto prove thegoal.In contrasttheoriesusedin softwareverifica-
tion usuallycontainhundredsf axiomsof which only few arerelevant
for finding a particularproof. Still, all axiomscontritute to the search
space.

Domain Characteristics In our applicationdomain,which is softwarever
ification, specificationarewell structuredandhave specificproperties
(e.g. sortedtheories,equality reasonings important).Also, theorems
usedaslemmasoftenhave anoperationameaningn theinteractvethe-
oremprover (e.g.equationrientedasrewrite rules).Automatedtheo-
rem proversdo notexploit theseproperties.

Thefirst two itemsabove aretechnicalproblemsrequiringmerechanges
to theinterface Now, preprocessingf axiomsis doneby sTAP whentheuser
of the integratedsystemselectsa specificationto work on. A separate&eom-
mandfor initiating proof attemptgefersto the preprocessedxiomsby nam-
ing the specificationin which they occur Embeddingthe automatedprover
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in the correctnessnanagemeris doneby corvertingproofsfoundby sTAP to
proofsin the sequentalculususedin KIV.

To handletheproblemof differentlogics,asuitablesubsebf theformulas
treatedby theinteractive systemmustbe selectedand,in generaltranslated
to first-orderlogic. For thoseautomaticproverswhich only supportclauses,
even the first-orderformulashave to be transformedby standardencoding
techniquedike theonesdescribedn (PlaistedandGreenbaum]986).

In our casethesolutionis simpler sincethelogic usedin KIV is actually
anextensionof mary-sortedfirst-orderlogic by programformulas(Dynamic
Logic), andsTAP supportgull mary-sortedfirst-orderlogic. For adiscussion
of someof theissueghathave to be solvedfor higherorderlogic (polymor
phism, currying, problemsarising from the identificationof booleanterms
with formulas)see(Archeretal., 1993).

The presencef inductive theoremss a fundamentaproblem.It canbe
mitigatedby addingpreviously derived (inductive) theoremsaslemmas.On
the one hand,this reduceghe numberof theoremswhich requireinductive
proofsin our experimentgo about10%of all theoremgseeChapteill.2.9).
Ontheotherhand,thereareroughlyasmary potentiallyusefulor necessary
lemmasasthereareaxioms,which addsconsiderablyo the problemof large
theories.

This leavesuswith two problemsnamelyhandlinglargetheoriesandex-
ploiting domaincharacteristicéof softwareverification).Bothwill betackled
in thefollowing sectionsThenumberof potentiallyrelevantaxiomsin prov-
ing agoalis minimizedby exploiting a specifications structure(Section3).
Measuresve have takento exploit the characteristicef softwareverification
arepresentedext. Finally, Section6 dealswith thecorversionof proofsfrom
STAP to KIV.

3. REDUCTION OF THE AXIOM SET

Specificationsn KIV arebuilt up from elementanirst-ordertheorieswith
the usualoperationsof algebraicspecification:union, enrichmentparame-
terization,and actualization.Their semanticss the whole classof models
(loosesemantics)Reachabilityconstraintdike “nat generatecy 0, succ”
areusedo defineinductionprinciples.Typical specificationsisedio formally
describesoftwaresystemsontainseveralhundredaxioms.
Structuringoperationsarenot usedarbitrarily in formal specificationf
softwaresystemsAlmostall enrichment§enrich SPECby A” arehierarchy
persistentThis propertymeanghatevery modelof SPECcanbeextendedo
a modelof the whole (enriched)specification Hierarchypersisteng cannot
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be checkedsyntactically but is usuallyguaranteedby a modularimplemen-
tationof the specificationReif, 1995).

Hierarchypersisteng can be exploited to definesimple, syntacticcrite-
ria for eliminating mary irrelevant axioms,which then no longer mustbe
passedo the automatedheoremprover. This enablestheoremproving in
large theories,andis describedn seperatelyn Chapter(l11.2.9). There,the
reductiontechniqueusedto identify the axiomsin questionis describedn
greateretail.lt is sufficient, for example to work merelywith the axiomsof
the minimal specificatiorwhosesignaturecontainghatof thetheorem.

4. EQUALITY HANDLING

4.1. IncrementaEqualityReasoning

KIV specifications—likenostrealwordproblems—makéeary useof equa-
lity. It is, therefore gssentiafor anautomatedaieductionsystenthatis inte-
gratedwith aninteractive prover to employefficient equalityreasoningech-
nigues.

Part of 3TAP is a specialequality backgroundreasonethat usesa com-
pletion-basednethod(Beckert,1994)for solving E-unificationproblemsex-
tractedfrom tableaubranchesThis equalityreasoners muchmoreefficient
thanjust including the equality axioms.In additionto the mereefficiengy
of the tableau-baset&bregroundreasonendthat of the equalityreasoner
the interactionbetweenthem plays a critical role for their combinedeffi-
cieng. It is adifficult problemto decidewhenit is usefulto call theequality
reasoneand how muchtime to allow for its computationsEvenwith good
heuristicsat hand,one cannotavoid calling the equalityreasoneeithertoo
earlyor too late. This problemis aggraatedin the frameavork of integration
by the fact that mostequalitiespresenton a branchare actuallynot needed
to closeit, suchthat computinga completionof all available equalitiesnot
only is expensve, but quite uselessThesedifficulties can(at leastpartially)
be avoided by using incrementalmethodsfor equality reasoning(Beckert
and Pape, 1996). Theseare algorithmsthat—aftera futile try to solve an
E-unificationproblem—allav to storethe resultsof the equalityreasones
computationsaandto reusethemfor a later call (with additionalequalities).
Then,in caseof doubt,theequalityreasonecanbecalledearlywithoutrun-
ning therisk of doinguselessomputationsln addition,anincrementalea-
sonercanreusedatafor differentextensionof a setof equalities.

Fortunately dueto the inherentlyincrementahatureof sTAP’s algorithm
for solving E-unificationproblems;jt waspossibleto designandimplement
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anincrementalersionof it: rewrite rulesandunificationproblemsthat are
extractedfrom new literals on a branchcan simply be addedto the dataof

the backgroundeasonerPreviously, informationcomputedby the equality
reasoneof sTAP couldnot bereusedandthebackgroundeasonewaseither
called(a) onexhaustedableawbranchegi.e.,noexpansiorruleis applicable;
this meantthatbecausef redundantqualitieseven simpletheoremscould
not be proved) or (b) it was called eachtime beforea branchingrule was
applied(which usuallyleadto early calls andrepeatedcomputationof the
samenformation).Now 3TAP avoidsbothproblemsTheincrementakquality
reasonemay be calledeachtime beforea disjunctiverule is appliedwithout
risking uselesgomputations.

4.2. GenentingPrecedenc®rdersfromSimplifierRules

As in mostinteractive theoremprovers,in KIV simplificationis akey issue.
Simplifierrules aretheoremsover a datastructure which have beenmarked
by the proof engineeifor usein the simplifier. Theway of useis determined
by their syntacticshape . The mostcommonsimplifier rules are conditional
rewrite rulesof theform ¢ — o = 1, intendedfor rewriting instance®f o to
instance®f T if @is provable.

Thefactthatsimplifier ruleshave anoperationameaningwithin aninter-
active prover canbeusedin severalwaysto guideproof searchin automated
systemsOneexampleis the automaticgeneratiorof usefulprecedencer-
dersof functionsymbols(otherwise anordermustbe provided manuallyor
anarbitrarydefaultorderis used).Suchordersareusedin mary refinements
of calculiin theoremproving, henceour resultsareof generainterest.

In 3TAP, the precedencerderis usedto orient equationswith a lexico-
graphicpathorderbasedonit. The moreequationccurringduring a proof
canbeorderedthesmallerthe searctspacebecomes.

A first attemptto generatean orderfrom the rewrite rulesof KIV is to
definef > g for top-mostfunctionsymbolsf andg thatoccurontheleft and
ontherightsideof arewrite rule,respectiely, provided f # g. Theattempto
generate total orderfrom this information(by a topologicalsort), however,
typically fails dueto a numberof conflictssuchasthe following (cons car,
cdr andappendaretheusuallist operations):

append(cons(a,x),y9 cons(a,append(X,y))
X # nil — cons(car(x),append(cdr(x),ypappend(x,y)

The first rule suggestsin accordancewith intuition, that append> cons
while the secondonesuggestshe contrary To avoid suchconflicts,oneex-
cludesrewrite rulesof theform ¢ — ¢ = T, wheret canbeembeddednto o
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(asis the casen thesecondule above) from the ordergenerationWe tested
the resultingalgorithmwith five specificationgrom existing casestudiesin
KIV, eachhaving approximatelyl00 rewrite rules. The resultwasthat the
functionsymbolscouldalwaysbetopologicallysorted gxceptoneconflicting
pair of rewrite rules. Additional restrictionson the ordercould be extracted
by consideringhefirst differing functionsymbolsin rewrite rulesinsteadof
thetop-mosibnes(no additionalconflictsarose) For maximalflexibility KIV
passe®n only a partial order(if a conflictis found, no informationon this
function symbolis generated)The partial orderis madetotal and usedin
the equalityhandlingmoduleof 3TAP. For yet anotheruse,seethe following
section.

Our considerationshaw that rewrite rules,which areusedin interactve
theoremproving to “simplify” terms(relative to the usersintuition), canbe
translatedatherdirectlyinto informationusedn automatedheorenproving.
Experimentsshoved that with suitablesimplifier rules and a similar algo-
rithm astheoneabove, oneobtainsananalogousesultfor predicatesymbols
(providedthatthe equalitysymbolis consideredo be special).

5. RESTRICTING THE SEARCH SPACE

5.1. Problem-Specifi©rders

Calculi which incorporatesearchspacerestrictionsbasedon atom and lit-
eral ordersarerelatively well investigatedn the domainof resolutionthe-
ory (Fermilleret al., 1993).In orderto employ suchrestrictionsin 3TAP,
we could build on recentwork on orderbasedrefinementdor tableaucal-
culi (Hahnleand Klingenbeck,1996; Hahnleand Pape,1997).In fact this
latter researchwas partially motivatedby the integration of paradigmdis-
cussedn thepresentrticle.

Orderedtableauxconstitutea refinementof free variable tableaux(Fit-
ting, 1990).They have anumberof advantageshatbecomeparticularlyim-
portantin the context of softwareverification: They are definedfor unre-
strictedfirst-order formulas(Hahnleand Klingenbeck,1996)(in contrastto
mereclausahormalform) andthey arecompatiblewith anotheimportantre-
finementcalledregularity (Letzetal., 1992).1t is possibleto extendordering
restrictionsto theoryreasoningHéahnleandPape,1997).Moreaover, ordered
tableauxare proof confluent every partial tableauproof can be extendedto
a completeproof provided the theoremto be provenis valid. This property
is an essentialprerequisitefor automatedsearchfor counterexamples see
Section8 below. Finally, problem-specifiknowledgecanbe usedto choose
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anorder which not only restrictsthe searchspacebut, moreimportantly re-
arrangest favorably,

Thelast pointis difficult to exploit in generalbut in the KIV-3TAP inte-
grationone cantakeadvantageof the sameinformationcomputedalreadyto
reducethenumberof axioms(Section3) andto provide meaningfulsimplifi-
cationordersfor equalityhandling(Section4.2). The hierarchyof specifica-
tionsandtheimplicit hierarchyof functionsymbolswithin eachspecification
definesa partial order < of the functionandpredicatesymbolsoccurringin
a problem.Suchan order < canbe naturally extendedto an A-order <: a
binary, irreflexive, transitve relationon atomswhichis stableundersubstitu-
tions. Orderedtableauxcanbe characterizedby restrictingbranchextension
asfollows: aformula@ canbeusedto extenda tableaubranchB iff either(i)
¢ hasan <-maximalconnectiorinto B (i.e., theconnectioriteral of ¢ occurs
<-maximallyin @) or (i) @ hasan <-maximalconnectiorinto anotherinput
formulay (i.e.,the connectioriteralsof both@ andy occur<-maximally).

One particular A-order, basedon <, is <. For two terms/atomss =
f(s,...,S), t =9(ta,...,tm) is s tiff (i) eitherf <gor f=g,n=m,
andt; < s for 1 <i < nand(ii) thevariablesof sareasubsebf thevariables
of t. The automaticallycomputed=< often preventsliterals from unrelated
hierarchiego be maximaland,asa consequencey formula @ hasno maxi-
mal connectiorinto a branchwith only literalsfrom a hierarchyunreachable
from the maximalliterals of ¢. Evenwhen =< doesnot perfectlyreflectthe
hierarchywithin aproblem,completenessf the calculusstill guaranteethat
aproofcanbefound,althoughproof searchmightnot beinfluencedasfavor-
ably.

5.2. PragmaticConnectives

As explainedabove, the automatedoart of the integratedsystemis usedto

prove thosesub-taskshatareof first-ordernature.In our contet of software
verification first-orderformulasappeain very differentsituationsasaxioms
of a specifiedtheory asrewrite lemmas,or assubgoalsn a proof of a the-

oreminvolving programs Eachof thesecontets carriesits own pragmatics
concerninghe way formulasare usedin proofs.Soit is a basictaskto en-

ablethe automategrover to makeuseof asmuchpragmatidanformationas
possible.Onesolutionis to addnew logical connectvesto the logic of the

automatedtableau)rover.

Expansiorof adisjunctveformulacausessplittingof thecurrentoranch,
after which one of the two resultingbrancheshasto be chosenasthe new
branchin focus.Thischoiceheaily affectsthesearcrspaceConsideyfor ex-
ample,the formula p(x) Vv q(x): its expansiongenerate$wo (sub-)branches,
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say B, and B, with leaves p(x) and q(x), respectiely. Supposehereare
mary differentinstantiationgof x thatallow to closeB;, but only few instan-
tiationsthatallow to closeBs,. In this casethesearcHor aninstantiatiorthat
closesboth branchesshouldbe doneby first searchingfor an instantiation
that allows to closeB, andthencheckingwhetherit allows to closeB; as
well; obviously, amuchsmallersearchspaces spannedhis way.

In general,one hasno information that allows to decidewhich branch
shouldbeclosedirst, sothedisjunctiveconnectves(v, — and«) aretreated
in astandardvay; by default theleft alumentis handledirst (sometheorem
proverstaketherelative sizeof p andq into accountwhich may or may not
be beneficial).On the otherhand,specificknowledgeon therole of p or g in
the proofwould allow to rearrangendoptimizethe searchspace.

Typical candidatedor this areimplicationsthat are intendedto exclude
exceptions Considerthe formulan # 0 — property(n). It statesa property
holdingfor all naturalnumbersexcept0. Assumethis formulaoccurson the
branchin focusandproperty(n) is acomplex formula. Expandingheimpli-
cation,standardreatmenputsthenew branchB; with leafn= 0in focus.As
eachof thesubstitutiong n < 1}, {n«+ 2},... closesBs, thenaturalnumbers
areenumeratedby backtrackinglt is muchbetterto examinethe branchB,
containingproperty(n) first, andthencheckthattheinstantiatiorof n usedto
closeB; is notequalto 0.

For thisweaddedaversionof implicationto thesTAP logic, calledif_then,
whosedeclaratve semanticés the sameasthatof usualimplication, but that
carrieshepragmatignformationthatthebranchassociatedith thethen-part
shouldbeclosedfirst. In theintegratedsystemthecontrolspecificdistinction
betweerlogically equivalentconnectvesis madeby K1V, usedby sTAP, but
hiddento the user protectinghim or herfrom beingconfusedoy operational
semantics.

6. CONVERTING PROOFS

Usually, automatedand interactive theoremprovers usequite differentcal-
culi, supportingnachine-orientegroof searctand,respectiely, theintuition
of a humanuser To dealwith this gap,we chosea dualapproachswitching
whennecessarpetweenthe interactive part of the system(basedon a se-
guentcalculus)andthe automategart of the system(basedon free variable
tableaux) Doing this we exploit thefull power of bothmethods.
Theresultingquestionis: which kind of informationdo both systemparts
have to exchangewhenthey co-operateo constructa proof? First of all,
thereis staticinformationdependingon the signature axioms,lemmas.and
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the specificationstructure but not dependingon the formulato prove. The
dynamicallyexchangednformation,dependingon a currentproof task,was
atfirstarequesto prove aformula,respondedby yesor no (if nottimedout).
Eventhis shortresponseés extremelyvaluable becausét cansave the user
time andeffort otherwisespentin a boringandpotentiallylong prooftask.

But thereare good reasondor a more informative responseproviding
thewholeproof (if onewasfound)or atleasttheassumptionsisedin it. One
importantreasoris thecorrectnessmanagemenisedn KIV, whichautomat-
ically guaranteetheabsencef cyclesin lemmadependencieandautomati-
cally invalidatesproofsaffectedby the modificationof alemma.To integrate
the proofsfound by sTAP into this managemenIV needsmorethanjusta
yes The secondeasonwhich requiresthe completeproof asaresponseis
thereplaymechanisnof KIV, whichis ableto retuild the branchegemain-
ing valid of aninvalidatedproof tree. Thatis why all proofsfound by sTAP
shouldbefully transformableénto KIV prooftrees Finally, embeddingTAP
proofsinto theKIV calculusmakest possibleto visualizetheoverall proofin
asingleframevork, enablingtheuserto understandvhatis goingonwithout
requiringhim or herto dealwith two differentcalculi.

Therefore sTAP proofsmustbetranslatednto KIV proofs.Sincethefirst
usesatableawalculusandthesecondasequentalculusthemaintaskseems
to be thetranslationof tableauxinto sequenproofs.But this is not difficult,
becausehereis a one-to-onecorrespondenckeetweenableauxandsequent
proofs, provided we considerappropriateénstancef the calculi consisting
of correspondingsetsof rules.In our case,they do not corresponne-to-
onebecauseahey aredesignedor differentpurposesautomatedearchand
interaction.Thesedemanddifferent features For an interactve proof con-
struction,theruleshave a greatdegreeof non-determinisnfe.g.anarbitrary
termhasto beguessedand,atthe sametime, they have to be simple.Onthe
otherhand,in the context of automatedearchnothingis moreimportantas
thereductionof searctspacewhichrequiresavery smalldegreeof freedom,
postponingdecisionsandremaoving non-determinisnasmuchaspossible.

A typical examplefor that differenceis the cut-rule,which is usedin an
interactve calculusto enablecaseadistinctionsover arbitraryformulas.Sucha
ruleis notfeasiblein anautomatiqroof procedureThereforesTAP’ stableau
calculusoffersonly akind of restrictedcut, calledlemmagenerationyhich
handlesdisjunctionsby addingthe negation of one extensionto the other
extension Here,thetransformatioris easybecauséemmageneratiorcanbe
very simply simulatedoy cuts.

Muchmoreinterestings thedifferenthandlingof instantiationskIV uses
a“ground” calculus,wherethe systemor the userhasto guessa termasan
instanceof an Y-quantifiedvariablewhenapplyinga y-rule. Giventhis, the
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handlingof 3-quantifiedvariablesby the &-rule is very easysince Skolem
constantsuffice. Ontheotherhand sTAP usesafreevariablecalculus Here,
they-rulesintroducefree variablesrepresentingermsnot yet guessedAs a
consequencehed-ruleshave to introducenev Skolemtermscontainingthe
freevariablesof theformula.Olderversionsof theseules(Fitting, 1990)cor-
responane-to-ondo rulesof asimple“ground” calculus But theresearclin
thefield of tableauxyieldedseveralimprovementsOneis a modifiedd-rule
(3*"), which is provento allow exponentialshorterproofsin extremecases
(Beckertet al., 1993).Here, we decidedto provide a “ground” &-rule that
correspond$o 5. Theruleitself hasa simpledescriptionput its soundness
proofturnedout to be difficult.

Anotherimprovementof the free variabletableauxis the usageof uni-
versalvariables Theseare specialfree variablesto which arbitrarily mary
instancexan be assignedseeChapterl.1.1). They have no counterparin
thesimple“ground” calculus.To bridgethis gap,proofsusinguniversalvari-
ablesaretransformednto groundproofsby collectingall instancesssigned
to auniversalvariableandbuilding severalgroundcopiesof the affectedsub-
proof, onefor eachinstanceThe crucial pointhereis theanalysisandhand-
ling of dependencielsetweerfreevariableinstancegStenz,1997).

7. EVALUATION: THE WAM CASE STuDY

To evaluateour projectresultsandto demonstratémprovementsn theinte-
gratedsystemwe choseto verify selecteccompilationstepsfrom Prologto
theWarrenAbstractMachine(WAM) asour majorcasestudy Thealgorithms
anda mathematicahnalysisof the compilerwere alreadyprovided (Borger
and Rosenzweig,1995), allowing us to concentrateon the developmentof
a formal specificationand on theoremproving. A first analysis(Schmitt,
1994)of the associatedorrectnesproblemsshavedthatverificationof the
first compilationstepposegaskschallengingfor both KIV andsTAP, which
shouldleadto synengy effects. Oneimportantchallengefor the interactive
proverwasthefactthat,dueto its compleity, the correctnesgroofcouldbe
developedonly in anincrementaprocesf failed proof attemptsgrrorcor
rectionandre-proof(evolutionaryverification).For the useof theautomated
prover animportantaspectwas, that a large numberof standarddatatypes
(lists, sets,tuples,etc.) is required,thusa large numberof first-ordertheo-
remshadto be proved. Thesetheoremsvereusedasbenchmarkso evaluate
improvementof theintegratedsystem.

The contentof the casestudyis describedn Chaptetll.2.6, togethemwith
oursolutionfor theproblemof findinglargeinvariantsHere,wejustmention
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that verification revealedsomeformal gapsin the analysisof (Bérger and
Rosenzweig1995).Moreover, the operationasemanticof WAM code,as
formalizedin that paper wasfound to be non-deterministicallowing non-
terminationof programghatshouldterminateaccordingo Prologsemantics.
Without giving an explanationhere,we just shav oneexample.The Prolog
programconsistingof theclausesp : - fail.” and“p.”, whenaskedhe
query“?- p.”, hasmorethanonebehaior: it mayterminatewith “yes”,
but it mayaswell runforever.

It took threemanmonthsto verify thetwo correctnesgheoremsncluding
all requiredlemmas.Thefinal proofsof the two maintheoremsn Dynamic
Logic required846 interactionswith the user The algebraicspecifications
contained207 axioms; 184 first-orderlemmaswere used. Thesewere rel-
atively easyto prove comparedwith the compleity of the main theorems,
andusuallythefirst attemptto statethesdemmaswascorrect.Nevertheless,
additional 350 interactionswere required.About 90% of theseinteractions
couldpotentiallybe saved by the useof an (ideal) automatedheoremprover
(the remaininginteractionsinvolve induction).In reality, first testswith the
58 theoremf the top-level specificatiorshovedthat sTAP wasonly ableto
prove 5 of these,giving a ratio of only 8%. With the improvementsof the
integratedsystemwe have implementedso far, the integratedsystemis now
ableto prove 21 (36%)theoremdully automaticThe mostsignificantgainin
the productiity of sTAP (from 9 to 21) wasachieved by the reductionof the
setof axioms,which oftenleft only 10—20relevantaxiomsfor eachproof.

8. CURRENT DIRECTIONS OF RESEARCH

Beyondthework describedofar, currentresearcltoncentratesn deepening
theintegrationof the automatedndthe interactive proving paradigmby ex-
ploiting furtherdomainspecificsfoundin softwareverification.Four aspects
of thiswork aredescribedn thefollowing.

TableauRenriting Using Simplifiers  Simplifiersof the form (Vx)(p(x) —
P(x)) arefrequentlyusedin KIV specificationsTypical examplesare def-
initions!, wherethe formula s is usedto specify the meaningof predicate
symbolp, suchasin (¥x)(evenx) — (3y)(x=2xy)).

Simplifiers carry pragmaticinformation. In proofs, a simplifier is used
solelyto deduceaninstancea(t) of theconclusiorfrom agiveninstancep(t)

! Definitionsare usually equivalencesof the form (Vx)(p(x) <+ Y(x)); they re-

placethetwo simplifiers(¥x)(p(x) — W(x)) and(¥x)(—~p(x) — —~W(x)), but notthe
implication (Vx) (W(x) — p(X)), whichis (in general)notasimplifier.

| 3 _16-nod_a.tex; 9/03/1998; 13:09; p.13



560 AHRENDT etal.

of the premisethusit is known (andpartof the pragmaticf the simplifier)

thatthe contrapositie (Vx) (—(x) — —p(X)) is notneededn proofs.Note,

that althoughboth simplifiersandif-then formulasare formal implications,
the conceptof a simplifier is complementaryo that of the if-then operator
andtheir pragmaticds completelydifferent. Consequentlythe searchspace
shouldbe organizeddifferently.

As thereis a strongrelationshipbetweernsimplifiersand equalityreduc-
tion rules,the improvementone canhopeto gainis similar to that of using
reductionrulesfor rewriting terms(ascomparedo usingequalitiesn anun-
restrictedway).

Extendinghe ApplicationDomain Until now we have consideredheuseof
automatedheorenproversfor goalsoccurringaslemmasor explicit subgoals
duringinteractive correctnesproofsof softwaresystemsThereare however,
alot of otherfirst-ordertheoremshiddenin goalscontainingorogramswhich
canbe proved usingautomatedystems Sometypical subgoalf this kind
are:

— totesttheapplicabilityof aconditionalrewrite rule;

— tocheckdisjunctive goalscontainingprogramdor first-ordervalidity;

— to checka programconditional(or its logical complementfor validity
in the currentcontet, which allowsto omit the else-(then-)branch;

— todeterminghereachabilityof arecursve call (which canbe expressed
in afirst-orderformula).

For all theseprooftasksKIV usests generakimplifier (possiblyinvolv-
ing userinteraction) But all thesetasksaresuitablefor trying sTAP asthey do
not requireinduction.Comparedo the first-ordertheoremswe proved until
now, they have avery differentcharacteristicmostof thesegoalsarenotthe-
orems Anothernew characteristidés thatnotonly alot of axioms(andusable
lemmas)areirrelevantto the proof, but alsothe goalsthemselescontaina
lot of subformulasvhich areirrelevant.For routineapplicationof sTAP these
new problemshave to be solvedfirst.

Proof Engineering Besidea high degreeof automationanimportantcrite-
rion for the efficient verificationof large softwaresystemss the existenceof
powerful proof engineeringtools. Theseallow incrementaldevelopmentof
proofsandthusto copewith failuresandresultingcorrectionsandchanges.
Major componentsire:

— methoddor theanalysisof proofs,
— methoddo constructtounterexamples,
— methoddo reuseproofsandproofattempts.
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Thereexists a methodin KIV to reuseproofson programchangegReif
and Stenzel,1993).But oftenit is alsonecessaryo correctfirst-order for-
mulas e.g.for theincrementaldevelopmentof the couplinginvariantin the
WAM casestudy Thereforepneof our majoreffortsin thefuturewill beto
improve the possibiliiesto analyzeandto reuseproofswith changedirst-
orderformulas.

ComputingCounter Examplesfor Non-\alid Problems First-orderprob-
lemsderiving from programverificationoftendo not constituteprovablefor-
mulas.Thereasonsangefrom bugsin theobjectprogramor thespecification
to erroneousacticaldecisionssuppliedearlierby the user(e.g.,too weakin-
ductionhypothesis)Also, extendingthe applicationof anautomategrover,
asdiscussedbore, involvesnon-theoremdt is, therefore an extremelyde-
sirablefeatureof anautomatedheoremprover to provide counterexamples
for non-\alid formulas.

In general,of course,falsifying interpretationgor non-\alid first-order
formulasare not computableput in the limited contet of programverifica-
tion additionalobsenations(which have sofar beenrarely namedexplicitly)
simplify the situationconsiderablyif a programcontainsbugsit doesnot
meetits specificatiorfor certaininputs.Thesecritical inputscanbeobtained
from finite counterexamples.In practice,suchcounterexamplestendto be
small,sothereis no needto searchor largeinstantiatiors.

We canexploit several featuresspecificallypresentin problemsderived
from programverification. Counterexamplescorrespondo initial models
finitely generatedy a known setof function symbolsandconstantsMore-
over, variablesare sorted,which furtherrestrictsthe numberof models.On
theotherhand,oneneeddo generatenodelsrelative to anequalitytheory

9. OTHER APPROACHES TO INTEGRATION

Thereareseveralapproachedescribedn theliterature, which have in com-
montheaimto strengthennteractve proving methodqgandtools) by adding
automatianethodqandtools)which areableto handlea relevantamountof
subtasks.

Apart from first-orderlogic theoremproving, the mostimportantreason-
ing methoddeingintegratedn interactve framevorksare:computeralgebra
(HarrisonandThéry, 1993;Ballarinetal., 1995),modelchecking(Joyceand
Saer, 1994;0Owreetal., 1996)anddecisionproceduregBoyerandMoore,
1988).Eachof themis typically appliedto someparticulardomain(s).Com-
puteralgebm is incorporatednto proof systemssolving problemsof math-
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ematicalor physicalorigin. Theseapplicationsare very differentfrom the
problemsoccurringin softwareverification, on which we focusedin this
chapter Model cheding is often usedin the contect of hardwareverifica-
tion. This methodis also appliedto verify software,but then restrictedto
(sub-pystemsthat can be adequatelyrepresentedby (not too mary) finite
statesAlthoughthe amountof potentialapplicationds growing dueto new
technique®f abstractionmostproblemsarisingin softwareverificationare
infinite-state.Finally, for our domainthe decisionprocedues are the most
relevant of the listed methods.They arenot meantto be flexible but tailor-
madefor fixedtheorieghatareusedvery often.Here,the crucialquestions:
how mary datastructurewe useoftenaredecidableand,apartfrom that,un-
changing?n the experienceof our differentcasestudiesmostspecifications
hadoftento be modified.But, of coursetherearea few decidabletheories
weuseregularly (e.g.fragmentf naturalnumbersintegers) wheredecision
proceduresvould help.

Computeralgebramodelchecking,anddecisionproceduregliffer from
our approachn thattheincorporatedlgorithmshandledecidableproblems.
Moreover, the correctnessnanagemerproblem(keepingeverythingconsis-
tent,while the underlyingtheoriesarechangedandcorrectedcontinually)is
not relevant for theseapproacheshecausehey handleonly fixed standard
theorieqe.g.lineararithmetic,calculusandbooleanalgebra).

In contrast,the problemof impairing correctnes®f the interactive pro-
ver by “believing” theresultsof connectedystemdasbeenanissuein the
approachementionedabove (in particularfor computeralgebra)ln compar
ison,thisissueis lesssignificantfor the joint work of two provers.

Relevantwork in the areaof automatedheoremproving are attemptsto
aggreateseseralautomategroversundera commonhomogeneousserin-
terface,e.g.ILF (Dahnet al., 1995) (for conceptualissuesseealso Chap-
ter 11.3.10), and experimentsthat extend existing automatedproversby an
interactive componente.g.INKA (HutterandSengley 1996).

We are also aware of several attemptsto integrate automatectheorem
proving techniquesvith interactive systemsthathave beenmadesofar:

The homogeneousipproachwhich implementsan automatedheorem
prover in the implementationlanguageof the interactive systemwas used
in the HOL system(Schneideet al., 1992). The automated¢heoremprover
FAUST usesavariantof the sequentalculus.Thesequentalculusproofsre-
sultingfrom its applicationarecorvertedbackto HOL proofs.Theapproach
resultedin speed-upsndreducedthe necessarynteractionsNevertheless,
a prototypicalimplementatiorike that of FAUST cannotcompetewith the
resultsof efficientimplementation®f automatedheorenmprovers.

Our heterogeneouapproachyhich combinegwo differentexisting pro-
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vers,haspreviously beenusedto combinethe HOL systemwith aresolution
prover. Thework describedn (Archeretal., 1993)concentratesntheselec-
tion of asub-languagef higherorderlogic suitablefor theresolutionprover
andon proofvisualization.

A directcomparisorof aheterogeneousndahomogeneouapproacttan
be found in (Busch,1994). The first is a combinationof the higherorder
logic proof checkerLAMBD A with the automaticfirst-orderlogic prover
SEDUCT Theseconds anextensionof LAMBD A by rulessuitablefor first-
ordertheorenproving, togethemwith heuristicsfor quantifierinstantiation.

Finally we shouldmentionthe recentintegrationof the interactive type
theoryprover Typelab(seeChapten.3.16)with the equalityprover Discount
(Streckerand Sorea, 1997)andcurrentwork in progresson combiningKIV
andINKA in the VSE system(Hutteretal., 1995)andNuPRLwith KoMeT.

All theseexperimentgexceptthe VSE systemarebasedon higherorder
logic languagesin which algorithmsare denotedin a functional style. In
contrast,our logical framewvork, the DynamicLogic, dealswith imperative
programsombinedwith first-orderformulas.Anotherdifferencds the main
purposeof our system.lt is not designedor formalizing mathematicsbut
specializedo verify modularprogramsw.r.t. structuredalgebraicspecifica-
tions,i.e. structuredirst-ordertheoriesOurwork differsfrom othersin hear-
ily makinguseof this applicationdomain,especiallyfor reducingthe search
spaceof the automaticprover (seereductionof the axiom set, generating
precedencerdersandotherissuesabore).

10. CONCLUSION

Ever sincewe beganthe projectof integratinginteractive andautomaticthe-
orem provers,we hadthe strongfeeling to be working on a strategjic and
promisingtopic. Already the expectedbenefitfrom linking the two theorem
proving programsprovided sufficient motivation to setto work with extra
effort. But thiswasonly the beginning.

We anticipatedo identify problemghatarenot particularto ourtwo theo-
remproving systemsbut would arisein ary attemptto combinethetwo the-
oremproving paradigmsAnd in factwe cannow nametypical troublespots:
the difficulties of automatedproversto copewith large setsof axioms,the
mismatchbetweenfirst-orderautomatedheoremproving and higherorder
interactive provers,the useof pragmaticinformationto guide proof search,
andthe internal communicatiorbetweenthe interactve and the automated
prover. We have madesubstantiaprogresgowardsfinding solutions,which
again have significancebeyond the specialsituationwe are dealingwith.
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Fromthis experienceandfrom observinghe literatureandthe focusof con-
ferencesve seeanew researclkareaemeging thatmightbecalled“integrated
theorenproving”.
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