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What have seen? What are we discussing today? What is coming later?

Lecture 12

I Message Authentication Codes (MACs)
I Digital Signatures (RSA, DSA)
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Lecture 13

I Recap, Quizzes
I Past Exams, QA

Lecture 14

I Crypto Fun
I Relay attacks, Bitcoin
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Overview - What have we covered in Symmetric Crypto?
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Encryption Schemes
I Substitution ciphers

I One Time Pad (OTP)

I Block Ciphers (AES,
DES)

I Modes of operation
(ECB, CBC, CTR)
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Useful tools/primitives
I Distributions/

Probabilities

I Pseudorandom
Generators (PRG)

I Pseudorandom
Functions (PRF)

I Pseudorandom
Permutations (PRP)
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Provable Security
I Semantic Security

I Chosen Plaintext
Attacks (CPA)

I Meet in the Middle
Attack
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Overview - What have we covered in Public Key Crypto?
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Encryption Schemes
I Textbook RSA

I El Gamal
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Other Material
I Public Key Infrastructure

I Key Management
(Certi�cation Authorities)
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Security Concepts
I IND-CPA

I IND-CCA

I Integer Factorisation
Problem

I Discrete Log Problem
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Useful tools/theory
I Prime Numbers

I Primality testing

I Extended Euclidean
Algorithm

I Euler Theorem

I Group Theory
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Overview - What have we covered in Cryptographic Protocols?
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Attacks
I Known Key Attack

I Re
ection Attack

I Man-in-the-Middle
Attack
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Protocols
I Key-Exchange Protocols

(Needham Schroeder,
Di�e-Hellman)

I Identi�cation (Sigma)
Protocols (Fiat-Shamir,
Schnorr)
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Advanced Schemes
I Shamir Secret

Sharing
I Mignotte's Secret

Sharing
I Addition protocol

SMPC
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Properties
I Zero-Knowledge

I Privacy

I Completeness

I (special) Soundness

I Correctness

SMPC stands for Secure Multi-Party Computation.
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Overview - What have we covered in Data Integrity?
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Primitives
I One way functions

I Hash Functions

I MACs

I Digital Signatures
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Security notions
I Collision resistance

(birthday attack)

I Secure MACs

I Secure Signatures
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Constructions
I HMAC

I CBC-MAC

I RSA signatures

I Schnorr sigantures

I DSA signatures
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Quiz question!

Go to: http://socrative.com/
and use the code below or scan the QR code.
Student Login
Classroom:CRYPTOCHALMERS

Question - Key of OTP
You are given a message (m) and its
OTP encryption (c)
Can you compute the OTP key from
m and c?

A No, I cannot compute the key.

B Yes the key isk = m � c.

C I can only compute half the bits
of the key

D Yes, the key isk = m � m.
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Quiz question!

Go to: http://socrative.com/
and use the code below or scan the QR code.
Student Login
Classroom:CRYPTOCHALMERS

Question - OTP
Let m 2 M and c 2 C.
How many OTP keysk 2 K map m
to c.

A None

B 1

C 2

D Depends onm
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Quiz Question!
Go to: http://socrative.com/

and use the code below or scan the QR code.
Student Login
Classroom:CRYPTOCHALMERS

OTP malleability
Let m be a message andc = m � k
its OTP encryption.
If an attacker performsc � a what
will Bob (receiver) decrypt?

I m
I m � a
I k
I k � a
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Exam January 2016
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The Semantic Security Game (one time key)
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Useful for the
exercises/exams!!

De�nition

A cipher (E,D) is semantically secure (with one time key) if for any `e�cient' adversary, it
holds:

P(b0 = b) <
1

2
+ negligible
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The Semantic Security Game (one time key)
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Let's de�ne with W0 : the event that C choosesb = 0, and A choosesb0 = 0.

Let's de�ne with W1 : the event that C choosesb = 1, and A choosesb0 = 0.

To show that an encryption scheme is semantically secure we need to show that
jP(W0) � P(W1)j is negligible (very very small)

To show that an encryption scheme is not semantically securewe need to show that
jP(W0) � P(W1)j is non- negligible (not that small)
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Quiz Question!

Go to: http://socrative.com/
and use the code below or scan the QR code.
Student Login
Classroom:CRYPTOCHALMERS

Stream ciphers & perfect secrecy
Can a stream cipher haveperfect
secrecy?

A Yes, if the PRG is really secure

B No, there are no ciphers with
perfect secrecy

C Yes, every cipher has perfect
secrecy

D No, since the key is shorter than
the message
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Quiz Question!

Go to: http://socrative.com/ and use the code below or scan the QR code.
Student Login
Classroom:CRYPTOCHALMERS

Is this PRG predictable?
SupposeG : K ! f 0; 1gn is such that for all k 2 K
it holds XOR

�
G(k)

�
= 1. Is G predictable?

A Yes, given the �rst bit I can predict the second

B No, G is unpredictable

C Yes, given the �rst (n � 1) bits I can predict the
last bit

D No it is impossible!
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Exam January 2016
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The meet in the middle attack
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Alice and Bob share two secret keysk1 and k2.
Step 1: Eve gets access to a pair of plaintext, ciphertext (m; c).

Remember: 2DES can be re-written as: E(k2; m) = D(k1; c)
Step 2: Eve builds a table with all possible encryptions of m (using all possible values ofk2) and
Step 3: Eve computesall possible decryptions of c (using all possible values ofk1).

Question: What is Eve looking for in the table?
Step 4: Eve looks for amatch of the decryption to be equal to the encryption i.e.,
E(k2; m) = D(k1; c)
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263 ) This attack is feasible!!

k2 = k0 E(k0; m) k0 D(k0; c)
k1 E(k1; m) k1 D(k1; c)
k i E(k i ; m) k1 = k i D(k i ; c)

...
...

...
...

k256
E(k256

; m) k256
D(k1; c)
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Exam January 2016
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Exam January 2016

!" #$% &'()*+,' -./ 0'10,..2 345 '6)*780+.6 $69 9')*780+.6 /.*2(" #: 8%

#,% ;.6(+9'* $ 0'10,..2 345 (7(0'< /+0- <.9=>=( ! ! "#? 8=,>+) 2'7$ $69
8*+@$0' 2'7%" 4-./ 0-$0 +A $6 $9@'*($*7 B69( .=0! "! # ! " " ! C#"#! C#?
(-' )$6 '$(+>7 A$)0.*+(' D $69 0-=( ,*'$2 0-' '6)*780+.6" #E 8%

#)% F6 $6 $9$80+@' )-.('6 )+8-'*0'10 $00$)2 0-' 59@'*($*7 /$60( 0. 9')*780 $
<'(($G' ) $69 +( $>>./'9 0. $(2 A.* $69 G'0 0-' 9')*780+.6 .A $67 <'(($G'
'1)'80 .A )" 4-./ 0-$0 0'10,..2 345 +( 6.0 (')=*' $G$+6(0 (=)- $6 $00$)2"
#: 8%

December 17, 2017 18 / 31



CCA and Textbook RSA
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Go to:
http://socrative.com/
and use the code below or scan
the QR code.
Student Login
Classroom:
CRYPTOCHALMERS

Quiz Question: What should the attacker do next?
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Exam January 2016
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MAC Construction: MAC's from hash functions (HMAC)

Useful for the exercises/exams!!
Question: Can we usehash functions to directly build a MAC ?

What if we use: MAC (k; m) = H(kjjm)
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The attacker is able to produce a valid pair (m0; t 0) thus b = 1. So it holds:

P(Challenger outputs 1) = 1
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MAC Construction: MAC's from hash functions (HMAC)
Question: Can we usehash functions to directly build a MAC ? YES HMAC!

Most widely usedMAC on the Internet!
I Let H: a hash function (Example: SHA-256, output is 256 bits)

HMAC : S(k; m) = H
�

k � opad jjH(k � ipad jj m)
�

I Where opad and ipad are �xed constants for H.
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#$%&" #$'&" #$(&""))"""*+"

!"

!"
!"#$

%$ %$ %$!"

! ! "#$%&

&'$
()*+,-$

%$

%$&'$
()*+,-$

!"
%$

! ! '#$%&

HMAC is proven to besecure!
Depends on the compression functionh
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Quiz question!

Go to: http://socrative.com/
and use the code below or scan the QR code.
Student Login
Classroom:CRYPTOCHALMERS

Question - PRG
If I have a pseudo-random function
F, how can I create a
pseudo-random number generator
(PRG)?

A G(k) = F(k; 0)jjF(k; 1)jj :::

B G(k) = F(k)jjF(k)jj :::

C G(k) = F(k)jjF(kjj k)jj :::

D It is not possible
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Quiz question!

Go to: http://socrative.com/
and use the code below or scan the QR code.
Student Login
Classroom:CRYPTOCHALMERS

Question - ElGamal
In ElGamal, thanks to its random
component, one plaintext may result
to di�erent ciphertexts.

A False

B True
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Quiz question!

Go to: http://socrative.com/
and use the code below or scan the QR code.
Student Login
Classroom:CRYPTOCHALMERS

Question - RSA
What is the security motivation for
signing the hash of a message rather
than the message itself in textbook
RSA?

A Textbook RSA encryption is
multiplicatively homomorphic

B RSA encryption is deterministic

C Hashes are shorter

D This requires a shorter key
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Quiz question!

Go to: http://socrative.com/
and use the code below or scan the QR code.
Student Login
Classroom:CRYPTOCHALMERS

Question - Perfect secrecy
Is there an encryption algorithm that
guarantees perfect secrecy?

A Yes, One Time Pad encryption

B Yes, RSA (keys� 2048 bits)

C Yes, Di�e-Hellman

D No
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Exam January 2016

!" #$%!! " &$ ' ()*+, *- *).$) " / 01$)$" 23 ' 4')($ ,)25$" #$%#3$4$6%$. +72-*)548 '%
)'7.*5 -)*5 ! $ &$ %1$ ,)*9$):3 ,)29'%$ ;$8/ '7. 4$%%! ! # &$% %1$ ,)*9$):3 ,+&426
;$8 <%1$ 9$)2=$) 1'3 %1$ ,)*9$):3 ,+&426 ;$8>" ?$((8 <%1$ ,)*9$)> '7. @26%*) <%1$
9$)2=$)> )+7 %1$ -*44*027( A$)*B;7*04$.($ ,)*%*6*4C

!"#$%"#! &#'("# "

# 3$6)$% ;$8
% %! ! #

&# ! D!E!" " " !$$ D"
'%$$$$$$ ' ! ! &

( # ! D!E!" " " !$$ D" ($$$$$$&

' F! ! ) #%$ ( )%$$$$$$ ) ! " &# ( ##$5*. $

<'> G1*0 %1'% ' %)+$ ?$((8/ -*44*027( %1$ ,)*%*6*4 0244 &$ 2.$7%2=$. 6*))$6%48
&8 @26%*)" <E ,>

<&> ?$((8 <%1$ ,)*9$)> 1',,$73 %* +3$ %1$ 3'5$' 27 %0* .2--$)$7% $H$6+%2*73 *-
%1$ ,)*%*6*4" I'7 @26%*) <%1$ 9$)2=$)> 4$')7 '78%127( '&*+%#F <J ,>

<6> K*0 23 %123 ,)*,$)%8 6'44$.F <E ,>

December 17, 2017 27 / 31



The Schnorr Identi�cation Protocol
Group G of prime orderq with generator g.

!"##$%&'&(')*#+&,'-.%

! ! ! ! "" " # # # " $" ! "

!"##$
%&"'!()*"(

+,-%)(
%&"'+"(,."(

! ! " !

! ! " " #$ #$%&%'

! ! ! ! "" " # # # $" ! "

! ! " !

! !! " ! ! # ! "

! " #" "$ #$%& %' ! "" $#! "

! " #" "$ ! "$ #$%& %'

! " # ! !

!"##$%&'&(')*#+&,'-.%

!#+/.0%

!#+/.0%

!#+/.0%

!"%12
!

!

/"0"1%'%&,2'01(%')3'%&"'0()%)-)4'5'%,6"2'
"*"($'%,6"'7,%&'8,33"("5%'9/:-:2;'

!

!"#$"%!

Schnorr protocol in practice
I Peggy (the prover P) can precompute a number of pairs(r ; R).
I Then, her only computation during the protocol execution is r + cx (mod q).
I Useful if P is a smart card with limited computational power December 17, 2017 28 / 31



Quiz Question

Go to: http://socrative.com/
or scan the QR code
Student Login
Classroom: CRYPTOCHALMERS

Quiz question:
Consider that a prover P (Peggy) runs the Schnorr protocol twice with the same commitment
(i.e., value R). This means that the transcripts of the two protocol runs ar e: (R; c; s) and
(R; c0; s0). Can an eavesdropper recover the secret keyx?

A No, it is a zero-knowledge protocol so no-one can recover thesecret key.

B Yes, by using the equation: R = gs � X � c = gs0
� X � c0

.

C It depends on the size ofx.
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Exam January 2016
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Thank you for your attention!
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