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Datorer finns overallt,
men kan man lita pa
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Security Quiz

0 Connect to kahoot.it
0 Enter Pin: xxxx (will come when | start the quiz)
0 FAQ
0 Questions appear on full screen
0 You press the answer (based on color, symbol) on your device
0 The faster you press the correct answer, the more points
0 Sometimes, several answers may be correct

0 Good luck!




15—20 ar sedan ...

* Internet borjade att anvandas av fler, men
— de flesta hade inte ens e-post, och
— datasakerhet var nagot man ofta inte tankte pa.

* Den typiska hackern beskrevs ofta som en
— tonaring,
— som sag attacken som“schackspel”

— mal: inbordes beundran
inom en liten krets ...

* Ochidag?

SVT Documentary oct-10, 2010: Att hacka en stormakt



m Trafikverket utreder IT-z2¢ X
& C | & Secure https://www.svt.se/nyheter/inrikes/trafikverket-utreder-it-attack?lokal... v

Alit fran SVT @

Dagllga svt NYHETER =
attacker...

* De
misstanker
att det beror
pa en over-
belastnings-

a tta C k m Ot se var tagen befinner sig var utslaget. FOTO: TT
IT-systemen. Trafikverket utreder IT-attack

Efter att tagtrafiken i hela Sverige drabbades av stérningar och




Dagliga
attacker ...

* De
misstanker
att det beror
pa en over-
belastnings-
attack mot
IT-systemen.

Hackerattacker mot Vast X W '\

C & Secure | https://www.svd.se/hackerattacker-mot-vasttrafik?utm_source=SvDGBG 1D&utm_medium=em

SVENSKA DAGBLADET > start

Sverige

Hackerattacker mot Vasttrafik

Visttrafik utsattes for hackerattacker under torsdagen. Bland annat uj
problem med biljettkop.

Av Johanna Cederblad @ 2tim Y Sparaartikel M Dela

Under torsdagen var det problem med biljetter och annat i Vasttrafiks system. Foto: Adam ‘
lhse/TT
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traffas pa Skandinavium
P34 lordags jag skulle garna ga hoss
dig!

Vi kan tréffas hos mig fredag runt
1730

Ok! Vi kan ga dér. Jag kan laga nagot,
empanada eller tortilla

Och ta den till dig

Det later bra. Vi aterkommer fredag
med mer detaljer

APRIL 6, 2016
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Oversikt

* Bakgrund
— Vad attackeras? Vilka gor det?

e Vad ar en datorattack?
* Vad ska man tanka pa?

* Vad sker inom forskningen?
 Hur kan jag lara mig mer?



Var finns “datorer” i samhallet

e "vanlig” dator
e surfplatta, mobiltelefon
* TV-spel, musikspelare, ...
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* https://youtu.be/MKOSrxBC1xs?t=72
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SIRE—'CRASH OVERRIDE': THE MOST POPULAR
g MALWARE THAT TOOK DOWN A
POWER GRID

HT. A week before last Christmas, hackers struck

i transmission station north of the city of Kiev,



And even lamps need security

First version used a hash of the MAC
address of the device to handle the

authentication ...

A REAL LIGHT BULB MOMENT

' The LED technology inside every hue wireless LED bulb is a little bit

| special. That's because it can display different tones of white light —
from warm yellow white to vibrant blue white. Of course, it can also
‘ recreate any color in the spectrum. Naturally.
n asier t st pick the lights or lamps
al screw the wireless bulbs in.
so there's electricity running to the
is that si

http://www.meethue.com/en-US


http://www.youtube.com/watch?feature=player_embedded&v=LoQj08SluXo

TS
............ See—"

Bessarthers Fight to Keep S22
Implanted Medical Devices . 1,
Sate from Hackers N,

https://commons.wikimedia.org/wiki/File:St_Jude_Medical _pacemaker_in_hand.jpg



Var finns “datorer” i samhallet

“vanlig” dator

surfplatta, mobiltelefon

tvspelskonsol, musikspelare, ...
kopieringsmaskin, annan kontorsutrustning
bil, flygplan, tag (och system runt omkring)

samhallskritiska system: bankvasende,
elforsorjning, transporter

medicintekniska produkter: pacemaker ...



Internet of Things

Varfor?
Kanna av omgivningen (sensor)
Paverka omgivningen (actuator)
(ny sorts attack?)
Berakna
Kommunicera
(fjarrattack, stjala varden, paverka process realtid)
Overallt! Aven dar vi férut inte haft datorer ...
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Edward Snowden. Foto

| dag framtrader mannen som lackte topphemlig information om USA:s
massovervakning mot vanliga medborgare i Géteborg. Edward Snowden
medverkar vid en konferens for gravande journalister i Goteborg, Grav 2016.

Och det ar en stolt Nils Hanson, chef for SVT.:s Uppdrag Granskning och 280

"Gravgeneral”, som forsoker vardera hans medverkan.
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= & Q ASIA PACIFIC = The World Once Laughed a Nocth Korean Cyberpower. No More

~ PAID POST: THAI ASRWAYS =i
Stood Indonesia  Find Fraquent Fying

Craining? Seasoned Fliers @ THAI
Share Tigs

The World Once Laughed at North Korean Cyberpower. No More.

By DAVID E. SANCER, DAVID D. KIRKPATRICK and NICOLE PERLROTH (715 2007 o 0 ° .

E < a0

Schoal, on the

When North Korean hackers tried to steal $1 billion from the New York
Federal Reserve last vear, only a spelling error stopped them. They were
digitally looting an account of the Bangladesh Central Bank, when bankers
grew suspicious about a withdrawal request that had misspelled

*foundation” as “fandation.” LLS. Weighs Response to Sony Cyberattack,
.2 hith Narth hle
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Skadlig kod

 Manga anvandare sager:
Jag laddar aldrig ner filer med oséikert innehall!

* Men nar ar man egentligen saker?
— Ladda ned kérbar kod?
— Titta pa ett PDF-dokument?

[ e e

=

 Hur ska man tanka? Vilken analogi fran verkliga livet
fungerar?
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Search

Home Products Downloads

About Us

eStore Security

Partners Support

| Security Center | Security Lab | Wiiorld fap |

Secu rity Lab Home > Security > Security Lab > Latest Threats > Security Threat Summaries > 2009 Q2

Latest Threats 2009 Q2

Submit Samples

2009 Q2 | 2009 Q1
Tools & Services 2008 Q4 | 2008 Q3 | 2008 Q7 | 2008 Q1 | 2007 H2 | 2007 H1
2006 HZ | 2006 H1 | 2005 H2 | 2005 H1 | 2004 | 2003 | 2002

Learmn Mare

Targeted attacks

e 48% of exploits target Adobe Acrobat / Adobe Reader

e Adobe begins a quarterly patch cycle

e Health Check statistics show that Adobe Reader is among
the top unsecured applications




http://home.mcafee.com/AdviceCenter/most-dangerous-celebrities

Dangerous People (!!!)

Cameron Diaz Searches Yield Ten Percent
Chance of Landing on a Malicious Site



http://home.mcafee.com/AdviceCenter/most-dangerous-celebrities

Treasure



Forklaring av datorattacker

* En hacker féljer inte instruktioner!

* Hon forsoker bryta programmet och finna
svagheter.



Inloggning




Forklaring av datorattacker

* En hacker féljer inte instruktioner!

* Hon forsoker bryta programmet och finna
svagheter.

* Lura manniskor (”social engineering”)



Denial-of-service attack

Attackerar tillgangligheten till systemet:
— Bandbredd

— CPU

— Andra resurser

Alla system sarbara i viss man

Angriparen skapar forst ett “botnet” genom
att smitta vanliga anvandare

Darefter attackerar alla smittade datorer
samma mal



Security Is the lack of insecurity!

“ g .

mm '”""‘ [

“The chain is no weaker than its strongest link®
Photo by ToHedl, 2003-09-23 in Slagsta, SE




Att tanka pa som anvandare

Sakerhet ar alltid en balansgang
Vad vill man skydda? Till vilket pris?

Nagra konkreta rad

— Fundera pa l6senord: passphrase, 2FA
— Uppdatera systemet, alla program

— Anvand antivirus

— Anvand en brandvagg

Krypterad kommunikation viktig, mer behovs(!)



&, Sparra obehorig adressandring | X

<« & @ Skatteverket [SE] | https://skatteverket.se/adressparr T ] [ ]

r g Teckensprak 6 Other languages t Kontakta oss Logga in
AN

) Skatteverket
Q

Privat Foretag Om oss

Deklaration Skatter Folkbokforing Fastigheter och bostad

» Alla e-tjgnster Privat » Sjalvservice » Alla e-tjanster » Sparra obehérig adressandring
Om e-legitimation @ Lyssna
Har du tekniska problem med e- Sparra obehorig adressandring
tjanster

Med e-tjansten Sparra obeharig adressandring kan du forhindra att ndgon
obehdrig andrar din adress. Nar sparren ar aktiverad godkanns bara
adressdndringar som gors med e-legitimation i Skatteverkets e-tjanster for
Flyttanmalan eller Sarskild postadress. Detta minskar risken fér att ndgon
Digital brevlada anvander dina personuppgifter for bedragerier och id-kapning. Sparr av
ohehdorig adressandring kan bara goras via den har e-tjansten.

Skatteverkets app

Mina sidar

Blanketter o .
Det har kan du gora Logga in till e-tjansten

* sparra obehdrig adressandring genom att bara
tillata andringar som gars med e-legitimation

* ta bort sparren for obeharig adressandring
genom att dven tilldta andringar som gors pa
blankett.

Broschyrer
Inloggning >

Svar pa vanliga fragor
Oppettider: 00-24
Viktiga datum

Relaterade e-tjanster
Vem kan anvanda e-tjansten?

* E-tjansten kan bara anvandas av privatpersoner.
Den kan alltsa inte anvandas av foretag. Sarskild postadress >

s Du maste ha fyllt 18 ar for att anvanda e-fjansten.

® Nar du har sparrat for obehorig adressandring

Flyttanmalan >

kan familjemedlemmar som &r folkbokfarda Mobil e-legitimation
tillsammans med dig fortfarande andra din Anvand Mobilt BankiD for att logga in
adress om de anvander e-legitimation. Exempel pa din dator.

pa familjemedlemmar &r make, maka, registrerad -
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Forskning
Industriella Kontrollsystem & Sakernas Internet

RICS




Annan forskning

e Algoritmer for smarta elnat

e Sakrare bilar

* Men aven battre stod for att bygga
komplicerade system.
— Detektering av “botnets”

— Privacy (personlig integritet) etc.



http: //www cse. chalmers. se/edu/master/secspec/

Security speuahzatmn
at Chalmers and Gothenburg University

Where to go from here?

protection. Modeling and assessment broken protocols are also discussed to perspective of attack vs. protection is security protocols such as 55L, S5H
of security and dependahbility as well enhance understanding of the threaded through the lectures, and IPsec. Knowledge about possible
as metrication methods are covered. A engineering difficulties in building laboratory assignments, and projects. threats and countermeasures is
holistic security approach is presented secure systems. important for understanding what
anq organizational, busines;—related. Runs in study period 2 Ievel.c|fs.ect.1rit3,r a system and an
social, human, legal and ethical application can offer.

aspects are treated.

Runs in study peried 4,

Runs in study period 4
Runs in study period 3

Security is becoming increasingly important for system design and development. System architects and designers must have
security expertise, so that the systems they design do not fall victims to attacks. Software developers and engineers must have
security expertise, so that the code they produce cannot be exploited. Security and network specialists must have critical
Rnowledge of security principles and practice, in order to ensure the security of the systems they are responsible for.

Strong ties with industry (utting edge research
OWASP We have tight relations with the Open Web Application a Crisalisis an EU project on security analysis for critical ﬁCR[SALls

Security Project (OWASP). We are actively involved in both the infrastructures in collaboration with eight academic and BN CTeR
Stockholm and Gothenburg OWASP chapters. industrial partners across Europe.

m




Goals

Letting students from computer science and other disciplines be introduced to advanced
interdisciplinary concepts related to the smart grid, thus

building an understanding of the vocabulary and important terms that may have different
meanings in the individual disciplines, and

investigating a domain-specific problem relevant to the smart grid that need an understanding
beyond the traditional ICT field.

DAT300/DIT668
DATA-DRIVEN SUPPORT FOR CYBER-
PHYSICAL SYSTEMS



Goals

Letting students from computer science and other disciplines be introduced to advanced
interdisciplinary concepts related to the smart grid, thus

building an understanding of the vocabulary and important terms that may have different
meanings in the individual disciplines, and

investigating a domain-specific problem relevant to the smart grid that need an understanding
beyond the traditional ICT field.

* YES! | would want more courses like this course. | feel like I've learned so much more
than | do in traditional courses.

| also like the close connection to research since, it is often missing in traditional courses.
* | have never spent so much time on a course.
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STUDENTS
10 TO IMPROVE

CYBER SECURITY

An Initiativeof the S L:J SSeCPe Consortium

About Participants Material JoinUs

What is the 10KStudents Challenge?

The goal of the 10KStudents challenge is to improve cyber security by teaching Ten Thousand University Students the

hasic concepts of software vulnerabilities and secure programming. The challenge will teach students that security is 'I'_j"5-'-'
inherent to all steps of building an IT system - not a property that can be added in the last step of the development N 1500
cycle. 1000 2
“so0
We reach out to all faculty members teaching programming and/or system design courses to participate in our 0
challenge to increase cyber security. The challenge consists of three parts/lectures of increasing difficulty, all centered i 0 4090
around the notorious buffer overflow bug: '
10000

* General Introduction

* Part | - Basic Buffer Overflows (Everyone)

* Part Il - Real Buffer Overflows (Computer Scientists)

+ Part lll - Countermeasures (Students in Security courses)
If you would like to be part of the challenge that will educate more than ten thousand students in cyber security join us "...because several is not a number and later is not a time
here. The time is now and the number is 10,000..."

Lf]5] + [ 1" gSU

341 | +4 Recommend this on Google

m 15 people like this. Sign Up to see what your friends like.



WE NAME MALWARE
BASED ON HOW IT
SPREADS...

A "COMPUTER VIRUS"
ATTACHES ITS OWH CODE
TO QTHER PROGRAMS. LIKE
IOLOGICAL VIRUSES ADD
THEIR B4 T THE Bia
OF VICTIM CELLS,

A "COMPUTER WIORM® SELF-REFLICATES ITSELF, AMD THAT IS
HOW IT SFREADS...

LUCKY CUT
THLS TIME l

GO

JUST LIKE EARTHWORMS, YOU MIGHT SAY.

Copyright 2007, Seikmen & Jokobigon, SecurityCartoonfom

HMM, WHY BOES THIS
HORSE SOULFTURE
HAVE A DOOR??






