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Abstract. Communication technologies have revolutionized modern so-
ciety. They have changed the way we do business, travel, manage our
personal lives and communicate with our friends. In many cases, this
crucially depends on accurate and reliable authentication. We need to get
authenticated in order to get access to restricted services and/or places
(i.e. transport systems, e-banking, border control). This authentication
is performed in constrained settings due to: i) privacy issues, ii) noisy
conditions, iii) resource constraints. Privacy-preservation is essential for
the protection of sensitive information (i.e. diseases, location, nationality).
Noisy conditions refer to physical noise in the communication channel
that may lead to modification of the transmitted information, or natural
variability due to the authentication medium (e.g. fingerprint scans).
Resource constraints refer to limited device power/abilities (i.e. sensors,
RFID tags). It is a very challenging problem to develop privacy-preserving
authentication for noisy and constrained environments that optimally
balance authentication accuracy, privacy-preservation and resource con-
sumption. In this paper, we describe the main challenges of the problem
of authentication in constrained settings, the current state-of-the-art of
the field and possible directions of research.

1 Introduction

Authentication used to rely on visual evidence and physical tokens (me-
chanical keys, signatures, official seals). As time progressed the use of
communication technologies has had a tremendous expansion and a trans-
formative impact in our life. Wireless and resource constrained technologies
have already become widespread and are bound to become even more in
the near future. Tiny and weak microprocessors, smart cards, RFID tags
and sensors are now pervasive in machinery, supply chain management,
environmental monitoring, smart home appliances, healthcare applications,
keyless entry in automobiles, highway toll-collection and NFC (Near Field
Communication)/WiFi payments. Often, these devices are required to
perform critical authentication processes under noisy conditions, while re-
specting the privacy of the involved parties. Smart grids, energy efficiency,
transport systems, vehicular networks, healthcare, inventory control and
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mobile communication are just a few of the domains that benefit from
reliable authentication.

Naturally, these new technologies suffer from serious limitations and
security and privacy risks. Attackers might attempt to impersonate a legit-
imate user and get access to restricted services/locations while dishonest
legitimate users may try to abuse their access rights. Numerous recent
studies have shown that existing authentication systems can be easily
broken.

Authentication is especially challenging when it appears under con-
strained settings due to: i) privacy issues, ii) noisy conditions, and iii)
resource limits. This is a significant research challenge that needs to be
addressed in order to guarantee reliable and secure communication and
prepare us for the future Internet of Things (IoT) rather than the partial
solutions of the “Intranet of Things”.

By privacy issues, we refer to the risks raised by leaving our digital
fingerprint whenever we get authenticated for a service/place. Especially
for wireless communications the danger that private information shall be
collected silently and cheaply is great.

By noisy conditions, we refer to the physical noise in the communi-
cation channel that may lead to transmission errors and subsequently to
modification of the transmitted information. Additionally, noise might
be due to the natural variability of the authentication information. For
instance, two different scans of the same fingerprint would result to differ-
ent captured data (i.e. due to the difference in finger pressure during the
fingerprint scanning).

By resource limits, we refer to communication technologies with limited
resources or high cost. These include wireless technologies such as wire-
less ad hoc networks, WSN (wireless sensor networks) and RFID (Radio
Frequency Identification Systems) that are increasingly being deployed in
a broad range of applications. There is a pertinent need for reliable but
lightweight authentication mechanisms that can be deployed in such inher-
ently resource-deprived technologies. Things become more challenging if
we consider that authentication often involves the communication between
heterogeneous devices with diverse computational and communication
capabilities as well as storage power.

Due to these limitations, service providers and users become more
reluctant on using resource-deprived devices that may jeopardise the
reliability of a service and the user’s privacy.
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2 Current state of research in the field

We divide the research field into two main areas: i) authentication in noisy
conditions, and ii) privacy-preserving authentication. Both of these areas
include resource constrained devices.

2.1 Authentication in noisy conditions

Noisy authentication & decision making: Authentication is a decision
making problem where we need to decide whether or not to accept the
credentials of an identity-carrying entity; a decision that becomes very
challenging under noisy conditions. The different regions of the authen-
tication process depending on the certainty of the verifier (due to noise
about the identity of the prover — legitimate user or adversary) could
be discriminated into the following categories [I]: i) the honest region
represents the cases for which the verifier has high confidence that the
prover is a legitimate user. This could be when the prover is close enough
to the verifier and thus erroneous responses are very few, ii) the uncer-
tainty region represents the area where noise makes the verifier’s decision
difficult leading to errors, iii) the adversarial region represents the area
where the verifier has high confidence that the entity that attempts to
get authenticated is an adversary. This decision making process can be
modeled using game theory [2]. The authentication problem is formulated
as a two-player game between the authentication system (verifier) and
the prover. Nevertheless, existing approaches [2] are based on unrealistic
assumptions such as knowing the adversary’s utility (payoff). It is an open
question how to apply decision making techniques when the utility of the
adversary and the model parameters are unknown.

Below we describe some representative cases of authentication in
noisy conditions that are directly connected to the research problem of
authentication in constrained settings.

Distance-bounding authentication: In many cases, we can only have access
to a service by proving we are sufficiently close to a particular location. For
instance, in applications such as automobile and building access control
the key (prover) has to be close enough to the lock (verifier). In these
cases, proximity can be guaranteed through signal attenuation. However,
using additional transmitters an attacker can relay signals from a key
that is located arbitrarily far [3]. This type of attack can also be mounted
against bankcards [4], mobile phones, proximity cards [5] and wireless
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ad hoc networks. Thus, the problem is: How can the verifier check the
distance of a prover?

Distance-bounding (DB) protocols [6], are challenge-response authen-
tication protocols, that allow the verifier, by measuring the time-of-flight
of the messages exchanged, to calculate an upper bound on the prover’s
distance. The time-critical part of this authentication process is per-
formed under noisy conditions, which implies that we should allow the
responses to be partially incorrect. It is not easy to balance correctness
with accuracy, while the resource constraints make this problem even
more challenging. For this reason, many attacks [7/8QUIOITTI7/T2/13] onto
DB protocols [T4JI5/1617] continue to be published. Recently, the first
family of provably secure DB protocols — called SKI [I8/19/20] — has been
proposed, that is secure even under the real-life setting of noisy communi-
cations, against the main types of relay attacks. Another provably secure
protocol that attains quite strong relay attack resistance requirements
has been proposed recently by Fischlin and Onete [2I]. A detailed com-
parison between the SKI family of protocols and the Fischlin and Onete
protocol [2]] is given by Vaudenay [22].

Additionally, for this class of protocols an analysis of the expected
loss when authenticating an attacker and when legitimate users are not
authenticated [2324] has been performed. However, the security of DB
protocols is dependent on the underlying communication channel. It is
an open question whether the proposed DB protocols can be applied in
practice in conventional channels similar to those in NFC.

Biometric authentication: Biometric techniques [25] are a potential simple
and efficient method for authentication. However, this is not straight-
forward. The data collecting process has a high degree of variability.
For instance, two different scans of the same fingerprint would result
to different captured data (i.e. difference in finger pressure during the
fingerprint scan, orientation and dirty finger). The biometric comparison
and the approximate equality between a fresh biometric trait and a stored
biometric template is a challenge for any biometric scheme. Different
approaches have been proposed to efficiently perform this comparison
based on error-correcting codes [26], fuzzy commitments, fuzzy vaults [27],
fuzzy extractors [28]. Many of these approaches have been shown to be
vulnerable to multiple attacks. More robust approaches are those based
on secure multi-party computation [29] algorithms. Among the most chal-
lenging problems in biometric authentication are: (i) the resistance to
impersonation attacks [30], (ii) the irrevocability of biometric templates,
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and (iii) guarantee that personal information will remain private. Further-
more, biometrics can be used for authentication in mobile devices [31/32]
but in this case the authentication problem becomes more challenging
considering the limited available resources.

Other cases: Captchas and Physically Unclonable Functions (PUFs) are
also strongly connected to the authentication problem under noisy condi-
tions. Captchas are employed in online transactions to make sure that the
entity that attempts to get authenticated is a human being and not a ma-
chine [33]. The challenge consists of a set of puzzles, which the prover must
solve. Erroneous response may be given by humans due to simple mistakes
or comprehension difficulties. While the security of captcha-like puzzles
has been analyzed for the case where the error rates are known [34], it is
an open question whether captchas with a certain performance profile can
be automatically designed. PUF's are used mainly for device identification
and authentication [35J36] as well as for binding software to hardware plat-
forms [37/38] and anti-counterfeiting [39]. PUFs authentication involves
generating a response that depends both on the received challenge as well
as on physical properties (i.e. ambient temperature, supply voltage) of the
object in which the PUF is embedded. Thus, a PUF will always return a
slightly different response for the same challenge.

2.2 Privacy-preserving authentication

Often, we need to get authenticated without revealing sensitive information.
We consider two types of privacy preservation: privacy-preservation of
context information such as the location of a sensor or an RFID tag as well
as privacy-preservation of content information such as biometric templates
or information related to our medical history, our nationality etc.

Location € identity privacy: Location and identity can be easily leaked
when using wireless communications by eavesdropping transmitted mes-
sages, checking signal strengths and messages’ arrival times. A survey
of privacy preservation in wireless sensor networks is presented in [40)],
while [41] investigates the identity privacy problem in the context of
RFID communication. More general privacy problems have been stud-
ied in the fields of data mining [42] and databases [43] both of which
are intrinsically linked to the authentication problem. Rasmussen and
Capkun have proposed a location privacy-preserving distance bounding
protocol (RC) [44]. Nevertheless, this protocol has several problems [IT/7].
A new DB protocol [7] that improves the basic construction of the RC
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protocol has been proposed. However, location privacy considering the
information leakage at the physical layer is quite challenging. It has been
shown recently [45], that for protocols with a beginning or a termination,
it is theoretically impossible to achieve location privacy for very powerful
adversaries (omniscient). However for limited adversaries, carefully chosen
parameters enable computational, provable location privacy.

Privacy & biometrics: Biometric authentication involves the comparison
between a fresh and a stored biometric template. This comparison is
usually performed using some distance or divergence between the fresh
and stored template. Later on the distance is compared to a pre-defined
threshold and an authentication decision is taken (acceptance/rejection).
Numerous approaches have been proposed in order to guarantee privacy-
preserving biometric authentication: quantization schemes [46], fuzzy
extractors [28], fuzzy commitment [47], cancelable biometrics [4§], and
fuzzy vault [27], while the most secure are based on secure-multi party
computation techniques including oblivious transfer [49], homomorphic
encryption [50] as well as private information retrieval [5I]. Multiple
privacy-preserving biometrics authentication protocols have been proposed
based on secure multi-party computation [52/53/54]. Nevertheless, it has
been proven that many of these schemes are vulnerable to threats [55], such
as cross-matching [56] and hill-climbing [5557I5859]. More precisely, it has
been recently proven that all biometric authentication protocols (including
privacy-preserving ones) that rely on leaking distances (e.g. Hamming
distance, Euclidean distance) are susceptible to leakage of information
that may lead to the disclosure of stored biometric templates (even if the
latter are encrypted). Pagnin et al. [60] provide a formal mathematical
framework to analyse this leakage.

Privacy €& machine learning: The authentication problem especially using
biometrics relies extensively on machine learning techniques. Privacy-
learning has been studied by research communities in security, databases,
theory, machine learning and statistics. Recently, the strands of this
work have begun to merge, with the formalism of differential privacy [61].
Differential privacy offers a formal framework that can be used to bound
the amount of info that an adversary can discover. Much work has been
done to understand how algorithms and methods can guarantee differential
privacy and performance [62J63]. Recently Dimitrakakis et al. [64] have
generalized the concept of differential privacy to arbitrary dataset distances
and proved that Bayesian learning is inherently private. Recently a number



Authentication in Constrained Settings 7

of differentially-private versions of machine learning algorithms have been
proposed (e.g. [65]).

3 Open Questions and Challenges

In order to solve the problem of authentication in constrained settings we
need to address the following questions:

— How robust is an authentication system performing under noisy condi-
tions and resource constraints?

— How can we minimise the resource cost?

— How can we maximize (/minimise) the probability to authenticate a
legitimate user (/an attacker)?

— How can we preserve the privacy rights of the parties involved in the
authentication process in a collective way?

Many of existing authentication protocols use informal models and
are poorly grounded theory. Additionally, in many cases the information
leakage is addressed locally without considering that an adversary may
have access to multiple services or devices. The following dimensions of
the problem need to be taken into account when we design reliable and
privacy-preserving authentication protocols for constrained settings.

i) The privacy implications of wireless communication may lead to op-
pressive electronic data surveillance. The wireless medium renders the
privacy preservation a big challenge. To combat eavesdropping and the
involvement of untrusted parties (e.g. databases) secure multi-party com-
putation and differential privacy are valuable tools that could be employed.
However, there is a need for development of lightweight techniques for
resource-constrained devices where the trade-off between privacy and
computation is tuned according to the target application.

i1) Designing provably secure protocols resistant to relay attacks is a
very challenging task. Accurate authentication could be strengthened by
relying on cross-layer authentication protocols that employ properties of
the physical layer (e.g. noise of the communication channel, response time)
in order to provide high security guarantees and efficiency in realistic
conditions.
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